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Privacy Commissioner Report – Guidance for managing insider threats
Em pl oyees and  o the r i nsi de rs a re  a  si gn i f i can t  ri sk to  the  securi ty o f  pe rsona l  i n fo rm at i on  and  o the r da ta .  A substan t i a l  po rt i on  o f  cybersecuri ty
i nci den ts i s caused  o r faci l i ta ted  by the  a ffected  o rgan i za t i on ’s i nsi de rs,  whe the r act i ng  i nadverten t l y o r i n ten t i ona l l y.  T he  Pri vacy Com m i ssi oner o f
Canada  recen t l y i ssued  a  report  tha t  p rovi des gu i dance  fo r m anag i ng  i nsi de r th rea ts.

Insider threats

Stud i es consi sten t l y i nd i ca te  tha t  a  substan t i a l  po rt i on  o f  cybersecuri ty i nci den ts and  da ta  b reaches i s caused  o r faci l i ta ted  by a  cu rren t  o r fo rm er
i nsi de r (e .g . ,  a  d i recto r,  execu t i ve /m anager,  em p l oyee  o r con tract  worke r) o f  the  a ffected  o rgan i za t i on  o r i ts busi ness pa rtne rs.  Fo r exam p l e ,  the  2020
Ponemon Cost  o f  Insi de r Th rea ts Gl oba l  Report concl udes tha t  the  f requency and  cost  o f  i nsi de r th rea ts have  i ncreased  d ram at i ca l l y ove r the  course  o f
two  years.

An  o rgan i za t i on ’s i nsi de rs p resen t  si gn i f i can t  ri sk because  they have  au tho ri zed  access to  the  o rgan i za t i on ’s i n fo rm at i on  techno l ogy system s, knowl edge
o f  the  o rgan i za t i on ’s va l uab l e  da ta  and  securi ty p ract i ces,  and  a  g rea te r wi ndow o f  opportun i ty fo r m i sconduct .  T hose  ci rcum stances can  enab l e  an
i nsi de r to  engage  i n  m i sconduct  tha t  i s ha rde r to  de tect  and  rem edy,  and  resu l ts i n  m ore  ha rm , than  exte rna l  th rea ts.

Insi de rs can  cause  o r faci l i ta te  a  cybersecuri ty i nci den t  o r da ta  b reach  i nadverten t l y (e .g . ,  due  to  m i stake  o r m an i pu l a t i on  by o the r pe rsons) o r
de l i be ra te l y fo r va ri ous m ot i ves (e .g . ,  f i nanci a l  ga i n ,  m a l i ce  o r en j oym ent).  Regard l ess o f  whe the r an  i nsi de r’s act i ons a re  i nadverten t  o r de l i be ra te ,  the
resu l ts can  be  the  sam e –  po ten t i a l l y devasta t i ng  ha rm  to  the  o rgan i za t i on ,  po ten t i a l l y si gn i f i can t  l i ab i l i t i es by the  o rgan i za t i on  to  i nd i vi dua l s and
o the r o rgan i za t i ons ha rm ed  by the  i nci den t ,  and  po ten t i a l l y si gn i f i can t  f i nes i m posed  on  the  o rgan i za t i on  by regu l a to rs.

Effect i ve  i nsi de r th rea t  m anagem ent requ i res a  ri sk-based ,  m u l t i -funct i ona l  approach  by an  o rgan i za t i on ’s va ri ous departm en ts and  d i sci p l i nes to  de te r,
p reven t ,  de tect  and  respond  to  cybersecuri ty i nci den ts and  da ta  b reaches caused  by i nsi de rs.  Governm ent agenci es and  o rgan i za t i ons have  i ssued  best
p ract i ces gu i dance  fo r m anag i ng  i nsi de r th rea ts,  i ncl ud i ng  How  To  Pro tect  Your Organ i za t i on  From Insi de r Th rea ts i ssued  i n  February 2020  by the
Canad i an  Cen tre  fo r Cyber Securi ty.  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i n  Manag i ng  Insi de r Ri sk –  Recen t  Best  Pract i ces Gu i dance.

Privacy Commissioner investigation report

In  Decem ber 2020 ,  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  (the  OPC) i ssued  an  i nvest i ga t i on  report regard i ng  a  f i nanci a l  i nst i tu t i on ’s
com p l i ance  wi th  PIPEDA re l a t i ng  to  a  b reach  o f  secu ri ty sa feguards tha t  a ffected  the  sensi t i ve  pe rsona l  i n fo rm at i on  o f  cl ose  to  9 .7  m i l l i on  i nd i vi dua l s.
T he  b reach  was caused  by one  o f  the  f i nanci a l  i nst i tu t i on ’s em p l oyees,  who  i n ten t i ona l l y exf i l t ra ted  pe rsona l  i n fo rm at i on  fo r a t  l east  26  m on ths.

T he  f i nanci a l  i nst i tu t i on  had  estab l i shed  system s and  p ract i ces desi gned  to  p ro tect  pe rsona l  i n fo rm at i on ,  i ncl ud i ng  techno l og i ca l  m easures to  restri ct
access to  pe rsona l  i n fo rm at i on  sto red  i n  da ta  warehouses.  However,  the  m easures d i d  no t  p reven t  we l l -m ean i ng  au tho ri zed  em p l oyees f rom  transfe rri ng
persona l  i n fo rm at i on  f rom  the  warehouses to  sha red  d ri ves tha t  were  no t  fu l l y p ro tected .  T he  m a l i ci ous em p l oyee ,  a  “ski l l ed  and  h i gh  pe rfo rm i ng ”
em p l oyee  who  was a  t rusted  resource  fo r m any o f  h i s co l l eagues,  was no t  au tho ri zed  to  access the  da ta  warehouses bu t  cou l d  access pe rsona l
i n fo rm at i on  tha t  o the r em p l oyees had  down l oaded  to  shared  d ri ves.  T he  m a l i ci ous em p l oyee  t ransfe rred  pe rsona l  i n fo rm at i on  f rom  shared  d ri ves on to
persona l  rem ovab l e  sto rage  devi ces (i .e . ,  USB keys) and  then  d i scl osed  the  i n fo rm at i on  to  th i rd  pa rt i es.

In  i ts report ,  the  OPC revi ewed  the  f i nanci a l  i nst i tu t i ons’ po l i ci es,  p ract i ces and  p rocedures to  p ro tect  the  securi ty and  con f i den t i a l i ty o f  pe rsona l
i n fo rm at i on .  T he  OPC com m ended  the  f i nanci a l  i nst i tu t i on  fo r i ts t rust i ng  re l a t i onsh i p  wi th  i ts em p l oyees bu t  cau t i oned  tha t  an  o rgan i za t i ona l  “cl i m a te
o f  t rust” m ust  be  accom pan i ed  by a  “cu l tu re  o f  vi g i l ance ” tha t  “adop ts ve ri f i ca t i on  and  con tro l  m easures”.  T he  OPC fu rthe r exp l a i ned  tha t  an
organ i za t i on  m ust  have  a  “cu l tu re  o f  accoun tab i l i ty”.

T he  OPC cau t i oned  tha t  the  “hum an facto r i s the  weakest  l i nk when  i t  com es to  i n fo rm at i on  p ro tect i on  i n  a  techno l og i ca l  envi ronm ent”.  T he  OPC no ted
tha t  b reaches caused  by i nsi de rs “a re  m ore  d i ff i cu l t  to  p reven t  than  a t tacks caused  by exte rna l  th rea ts,  i n  pa rt i cu l a r because  they a re  the  work o f
techn i ca l l y com peten t  em p l oyees who  know the  com pany’s system s and  securi ty weaknesses,  where  i n fo rm at i on  i s l oca ted ,  and  how to  ci rcum ven t the
pro tect i ve  p rocesses i n  p l ace ”.

T he  OPC em phasi zed  the  need  fo r vi g i l ance  and  a  ho l i st i c approach  when  dep l oyi ng  m easures to  address and  m i t i ga te  the  i m pact  o f  i nsi de r th rea ts.
T he  OPC de ta i l ed  severa l  recom m ended  m easures to  com bat i nsi de r th rea ts.  Fo l l owi ng  i s a  sum m ary.

Securi ty screen i ng /con f i den t i a l i ty ag reem ents: Securi ty screen i ng  (be fo re  h i ri ng  em p l oyees,  when  t ransfe rri ng  em p l oyees to  a  new posi t i on  and
peri od i ca l l y fo r ce rta i n  em p l oyees) to  i den t i fy j ob  cand i da tes o r em p l oyees wi th  susp i ci ous backgrounds o r conduct  tha t  m ake  them  unsu i tab l e  to  be
g i ven  access to  ce rta i n  resources,  and  con f i den t i a l i ty ag reem ents speci f i c to  assi gned  du t i es and  annua l  code  o f  conduct  a t testa t i ons.

Organ i za t i ona l  po l i ci es and  p rocedures: Persona l  i n fo rm at i on  securi ty po l i ci es and  p rocedures app l i ed  appropri a te l y and  consi sten t l y and  tha t
enab l e  ve ri f i ca t i on  o f  em p l oyee  com p l i ance .

Em p l oyee  t ra i n i ng  and  awareness: Em p l oyee  awareness o f  the  i m portance  o f  pe rsona l  i n fo rm at i on  con f i den t i a l i ty and  the  se ri ous consequences o f
vi o l a t i ng  pe rsona l  i n fo rm at i on  con f i den t i a l i ty.  Su ff i ci en t  t ra i n i ng  (e .g . ,  t ra i n i ng  fo r new em p l oyees and  ongo i ng  t ra i n i ng  and  awareness p rog ram s
fo r a l l  em p l oyees) to  enab l e  em p l oyees to  understand  and  e ffect i ve l y i m p l em ent the  o rgan i za t i on ’s i n fo rm at i on  securi ty po l i ci es and  p rocedures,
and  m easures to  dem onstra te  the  e ffect i veness o f  the  t ra i n i ng .

Access con tro l s and  da ta  segrega t i on : Organ i za t i ona l  and  techno l og i ca l  m easures to  p ro tect  pe rsona l  i n fo rm at i on ,  i ncl ud i ng  m easures to  m anage
da ta  access ri gh ts and  da ta  segrega t i on .

Oversi gh t  and  m on i to ri ng : Oversi gh t  and  m on i to ri ng  (e .g . ,  techno l og i ca l  m easures such  as act i ve  i n fo rm at i on  system  m on i to ri ng ,  a  use r and  en t i ty
behavi ou r ana l yt i cs so l u t i on ,  l ogg i ng  and  a  da ta  l oss p reven t i on  so l u t i on ) to  de tect  susp i ci ous uses o f  resources and  em p l oyees’ po ten t i a l  non -
com p l i ance  wi th  the  o rgan i za t i on ’s d i rect i ves and  po l i ci es and  to  de tect  and  p reven t  the  exf i l t ra t i on  o f  sensi t i ve  da ta .

T he  OPC concl uded  tha t  the  f i nanci a l  i nst i tu t i on  con travened  PIPEDA requ i rem en ts fo r sa feguard i ng  pe rsona l  i n fo rm at i on .  In  pa rt i cu l a r,  the  OPC
found :  (1 ) the  f i nanci a l  i nst i tu t i on  had  m any da ta  securi ty d i rect i ves,  po l i ci es,  and  p rocedures,  bu t  som e were  e i the r i ncom p l e te  o r no t  p roperl y
i m p l em ented ;  (2 ) the re  were  cri t i ca l  gaps i n  the  f i nanci a l  i nst i tu t i on ’s em p l oyee  t ra i n i ng  and  awareness;  (3 ) the  f i nanci a l  i nst i tu t i on  d i d  no t  e ffect i ve l y
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m anage  da ta  access ri gh ts and  da ta  segrega t i on ;  (4 ) the  f i nanci a l  i nst i tu t i on  had  no t  fu l l y i m p l em ented  system s to  de tect  and  p reven t  unau tho ri zed
access to  and  exf i l t ra t i on  o f  da ta ;  and  (5 ) the  f i nanci a l  i nst i tu t i on  had  no t  i m p l em ented  appropri a te  da ta  re ten t i on  pe ri ods o r p rocedures fo r the
destruct i on  o f  pe rsona l  i n fo rm at i on .

T he  OPC recom m ended  tha t  the  f i nanci a l  i nst i tu t i on  rem edy i den t i f i ed  de f i ci enci es and  engage  an  accred i ted  and  experi enced  exte rna l  aud i t i ng  f i rm
to  assess and  ce rt i fy the  i nst i tu t i on ’s i n fo rm at i on  securi ty and  p ri vacy p rog ram . T he  f i nanci a l  i nst i tu t i on  accep ted  the  OPC’s recom m enda t i ons.

Comment

Organ i za t i ons shou l d  eva l ua te  the i r i nsi de r th rea t  m anagem ent p rog ram  i n  l i gh t  o f  best  p ract i ces gu i dance  and  m ake  appropri a te  i m provem ents wi th  an
em phasi s on  p ro tect i ng  the  o rgan i za t i on ’s h i gh -va l ue  asse ts and  a reas o f  h i ghest  ri sk.

When  estab l i sh i ng  and  i m p l em ent i ng  an  i nsi de r th rea t  m anagem ent p rog ram , o rgan i za t i ons shou l d  be  m i nd fu l  o f  l ega l  com p l i ance  requ i rem en ts,
i ncl ud i ng  com p l i ance  wi th  p ri vacy/pe rsona l  i n fo rm at i on  p ro tect i on  l aws,  l abour/em p l oym ent l aws and  hum an ri gh ts l aws.  T i m e l y l ega l  advi ce  can  he l p
an  o rgan i za t i on  address those  l ega l  com p l i ance  requ i rem en ts.  In  add i t i on ,  the  i nvo l vem ent o f  l awyers i n  ce rta i n  i nsi de r th rea t  m anagem ent act i vi t i es
(e .g .  assi st i ng  i n  the  p repara t i on  o r revi ew o f  re l evan t  po l i ci es/p rocedures and  conduct i ng  test i ng / t ra i n i ng  act i vi t i es) i s necessary to  estab l i sh  l ega l
p ri vi l ege  ove r com m un i ca t i ons regard i ng  those  act i vi t i es.  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i ns Cyber Ri sk Management –  Lega l  Pri vi l ege  Stra tegy
(Part  1 );  Cyber Ri sk Management –  Lega l  Pri vi l ege  Stra tegy (Part  2 );  Lega l  Pri vi l ege  fo r Da ta  Securi ty Inci den t  Invest i ga t i on  Reports;  and  Loss o f  Lega l
Pri vi l ege  ove r Cybera t tack Invest i ga t i on  Report.

Organ i za t i ons shou l d  a l so  consi de r whe the r they have  appropri a te  i nsu rance  fo r l osses and  l i ab i l i t i es resu l t i ng  f rom  i nsi de r th rea ts.  Fo r m ore
i n fo rm at i on ,  see  BLG bu l l e t i n  Insu rance  fo r Cybersecuri ty Inci den ts and  Pri vacy Breaches.

By:  Brad l ey Freedm an
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