
March 30, 2020

ARTICLE

Managing privacy and cyber risks during a pandemic
In  a  recen t  announcem ent,  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  (OPC) rea ff i rm ed  i ts com m i tm en t to  p ro tect i ng  Canad i ans’ p ri vacy du ri ng
the  COVID-19  ou tb reak,  sta t i ng  tha t ,  “[d ]u ri ng  a  pub l i c hea l th  cri si s,  p ri vacy l aws st i l l  app l y,  bu t  they a re  no t  a  ba rri e r to  approp ri a te  i n fo rm at i on
shari ng .” Othe r p ri vacy com m i ssi oners th roughou t  Canada  have  m ade  si m i l a r sta tem en ts.

Gi ven  the  extrao rd i na ry na tu re  o f  the  cu rren t  si tua t i on ,  o rgan i za t i ons a re  understandab l y concerned  abou t  p ro tect i ng  the  sa fe ty o f  the i r cl i en ts and
em p l oyees.  A t  the  sam e t i m e , they a re  i ncreasi ng l y be i ng  asked  to  revea l  pe rsona l  i n fo rm at i on  abou t  known o r suspected  cases o f  the  vi rus wi th i n  the i r
estab l i shm ents and  to  p rovi de  i n fo rm at i on  abou t  the i r em p l oyees and  custom ers to  d i ffe ren t  pub l i c au tho ri t i es.  T h i s has l ed  som e to  i m p l em ent va ri ous
screen i ng  m easures (e .g .  tem pera tu re  checks,  quest i onna i res,  e tc. ) to  reduce  the  chances o f  the  vi rus sp read i ng .  Be fo re  co l l ect i ng  o r d i scl osi ng  any
i n fo rm at i on  abou t  an  i den t i f i ab l e  i nd i vi dua l ,  o rgan i za t i ons m ust  accu ra te l y assess the i r ob l i ga t i ons under the  l aws tha t  govern  the  p ro tect i on  o f
pe rsona l  i n fo rm at i on  i n  Canada  (Canad i an  Pri vacy Laws)  i n  o rde r to  de te rm i ne  the  exten t  to  wh i ch  they m ay co l l ect  and  share  such  i n fo rm at i on ,  and
under wha t  cond i t i ons.

Em p l oye rs shou l d  a l so  be  aware  o f  the  i ncreased  securi ty ri sks posed  by m a l i ci ous acto rs who  wan t to  take  advan tage  o f  the  d i srup t i on  and  con fusi on
caused  by the  vi rus.  In  pa rt i cu l a r,  m any cyber securi ty experts have  warned  abou t  an  i ncrease  i n  the  num ber o f  ph i sh i ng  em a i l s abou t  COVID-19 .
Organ i za t i ons m ust  ensure  tha t  e ffect i ve  securi ty m easures a re  i n  p l ace  to  p ro tect  bo th  the  hea l th  and  physi ca l  sa fe ty o f  the i r em p l oyees and  cl i en ts,  as
we l l  as f rom  a  cyber ri sk pe rspect i ve  fo r em p l oyees worki ng  rem ote l y.

Be l ow, we  p rovi de  answers to  key quest i ons re l a ted  to  m anag i ng  p ri vacy and  cybersecuri ty-re l a ted  i ssues du ri ng  a  pandem i c.

Collecting employee personal information

Can busi nesses l aw fu l l y request  the i r emp l oyees d i scl ose  w he the r they have  tested  posi t i ve  fo r the  COVID-19  vi rus o r been  exposed  to  ce rta i n  ri sk
facto rs?  Can  emp l oye rs request  tha t  emp l oyees undergo  ce rta i n  types o f  test i ng  o r compu l so ry checks?

Under Canad i an  Pri vacy Laws, an  o rgan i za t i on  tha t  co l l ects,  uses o r d i scl oses pe rsona l  i n fo rm at i on  i s genera l l y requ i red  to  ob ta i n  an  i nd i vi dua l ’s
consen t  be fo re  d i scl osi ng  the i r i n fo rm at i on  to  a  th i rd  pa rty,  un l ess a  consen t  excep t i on  app l i es (see  sect i on  I I  o f  th i s a rt i cl e  fo r m ore  i n fo rm at i on  on
consen t).

Necessity

Regard l ess o f  the  type  o f  i n fo rm at i on  be i ng  co l l ected  o r the  p ract i ce  pu rsued ,  an  o rgan i za t i on  m ust  respect  the  da ta  m i n i m i za t i on  p ri nci p l e,  and  l i m i t
i ts co l l ect i on  o f  pe rsona l  i n fo rm at i on  to  wha t  i s necessary to  ach i eve  i ts sta ted  pu rpose  (e .g .  p rese rvi ng  the  hea l th  and  sa fe ty o f  i ts em p l oyees).
S i m i l a rl y,  an  o rgan i za t i on  shou l d  avo i d  screen i ng  i nd i vi dua l s m u l t i p l e  t i m es i n  a  re l a t i ve l y sho rt  pe ri od  wi thou t  a  l eg i t i m a te  reason .

Reasonable and Legit imate Purposes

Under Canad i an  Pri vacy Laws, an  o rgan i za t i on  m ust  co l l ect ,  use  and  d i scl ose  pe rsona l  i n fo rm at i on  fo r pu rposes tha t  a re  reasonab l e  and  l eg i t i m a te  i n
the  ci rcum stances.  T he  no t i on  o f  reasonab l eness m ust  be  eva l ua ted  on  a  case-by-case  basi s,  taki ng  i n to  accoun t  the  o rgan i za t i on ’s act i vi t i es and
sta tu to ry ob l i ga t i ons (e .g .  hea l th  and  sa fe ty o f  worke rs),  gu i dance  i ssued  by pub l i c hea l th  au tho ri t i es and  o the r hea l th  p ro fessi ona l s,  and  the  sensi t i vi ty,
quan t i ty and  na tu re  o f  the  pe rsona l  i n fo rm at i on  i nvo l ved .

Gi ven  tha t  the  pandem i c has been  decl a red  a  pub l i c hea l th  em ergency i n  a  num ber o f  p rovi nces,  and  tha t  em p l oye rs a re  genera l l y requ i red  to  p rese rve
the  hea l th  and  sa fe ty o f  the i r em p l oyees,  an  o rgan i za t i on  m ay be  j ust i f i ed  i n  co l l ect i ng  som e types o f  i n fo rm at i on  re l a ted  to  an  em p l oyee ’s exposure  to
COVID-19 .  T h i s m ay i ncl ude  requ i ri ng  the  em p l oyee  to  d i scl ose  whe the r they recen t l y t rave l l ed  to  an  a ffected  reg i on ,  been  i n  con tact  wi th  a  pe rson
tha t  has con tracted  the  vi rus,  o r been  d i agnosed  wi th  the  vi rus them se l ves.

However,  g i ven  tha t  pe rsona l  m ed i ca l  i n fo rm at i on  i s sensi t i ve ,  em p l oye rs shou l d  exe rci se  cau t i on  and  l i m i t  co l l ect i ng  o f  th i s type  o f  i n fo rm at i on  as
m uch  as possi b l e .  An  em p l oye r i s advi sed  to  co l l ect  pe rsona l  m ed i ca l  i n fo rm at i on  on l y where  the re  i s a  reasonab l e  ri sk tha t  the  em p l oyee  m ay have
been  exposed  to  COVID-19 .

An  em p l oye r shou l d  no t  i nd i scri m i na te l y requ i re  em p l oyees to  undergo  pe ri od i c test i ng  o r screen i ng  (e .g .  tem pera tu re  checks),  as p ri vacy regu l a to rs
genera l l y consi de r th i s p ract i ce  to  be  h i gh l y i nvasi ve ,  un l ess the  ro l e  o f  the  em p l oyee  j ust i f i es th i s type  o f  screen i ng .  In  any even t ,  an  em p l oye r shou l d
a l ways ensure  tha t  the  test i ng  m ethod  used  i s re l i ab l e ,  and  we i gh  the  bene f i ts to  be  ga i ned  f rom  a  pa rt i cu l a r p ract i ce  aga i nst  the  i m pact  i t  m ay have
on  an  em p l oyee ’s p ri vacy ri gh ts.  Em p l oye rs shou l d  a l so  consi de r whe the r a l te rna t i ve  test i ng  m ethods o r p ract i ces m ay be  ava i l ab l e  tha t  wou l d  ach i eve
the  sam e goa l s i n  a  l ess i n t rusi ve  way.

Wh i l e  a  p ract i ce  m ay no t  be  consi de red  “reasonab l e  o r approp ri a te ” today,  i t  m ay becom e reasonab l e  i n  the  fu tu re  depend i ng  on  the  evo l u t i on  o f  the
pandem i c.  In  o the r words,  the  answers to  the  quest i ons above  a re  m ovi ng  ta rge ts tha t  m ust  pe ri od i ca l l y be  reassessed  and  ad j usted .

T he  tab l e  be l ow l i sts p rovi si ons estab l i sh i ng  the  reasonab l eness and  necessi ty requ i rem en ts fo r co l l ect i ng  pe rsona l  i n fo rm at i on .

Necessi ty and  Reasonab l eness

Sect i ons 4 ,  5 ,  ARPPIPS Sect i on  18 (1 )(k),  BC PIPA Sect i on  20 (g ),  A l be rta  PIPA Sect i on  7 (3 )(e ),  P IPEDA

“Any pe rson  ca rryi ng  on  an
en te rp ri se  who  m ay,  fo r a  se ri ous
and  l eg i t i m a te  reason ,  estab l i sh
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a  f i l e  on  ano the r pe rson  m ust ,
when  estab l i sh i ng  the  f i l e ,  en te r
i ts ob j ect . ”

“Any pe rson  co l l ect i ng  pe rsona l
i n fo rm at i on  to  estab l i sh  a  f i l e  on
ano the r pe rson  o r to  reco rd
persona l  i n fo rm at i on  i n  such  a
f i l e  m ay co l l ect  on l y the
i n fo rm at i on  necessary fo r the
ob j ect  o f  the  f i l e . ”

“Sub j ect  to  th i s Act ,  an  o rgan i za t i on  m ay co l l ect
pe rsona l  i n fo rm at i on  on l y fo r pu rposes tha t  a
reasonab l e  pe rson  wou l d  consi de r approp ri a te  i n
the  ci rcum stances and  tha t  fu l f i l l  the  pu rposes tha t
the  o rgan i za t i on  d i scl oses under sect i on  10 (1 ). ”
(i .e .  the  pu rposes fo r wh i ch  they were  co l l ected )

“An  o rgan i za t i on  m ay co l l ect
pe rsona l  i n fo rm at i on  on l y fo r
pu rposes tha t  a re
reasonab l e .” (i .e .  tha t  a
reasonab l e  pe rson  wou l d
consi de r approp ri a te  i n  the
ci rcum stances)”

“Where  an  o rgan i za t i on
co l l ects pe rsona l
i n fo rm at i on ,  i t  m ay do  so
on l y to  the  exten t  tha t  i s
reasonab l e  fo r m ee t i ng  the
purposes fo r wh i ch  the
i n fo rm at i on  i s co l l ected .”

An  o rgan i za t i on  m ay
co l l ect ,  use  o r d i scl ose
persona l  i n fo rm at i on  on l y
fo r pu rposes tha t  a
reasonab l e  pe rson  wou l d
consi de r a re  appropri a te  i n
the  ci rcum stances.”

“T he  co l l ect i on  o f  pe rsona l
i n fo rm at i on  sha l l  be  l i m i ted
to  tha t  wh i ch  i s necessary
fo r the  pu rposes i den t i f i ed
by the  o rgan i za t i on .”

Sharing personal information

In  the  con text  o f  a  pub l i c hea l th  emergency such  as COVID-19 ,  w hen  can  o rgan i za t i ons share  pe rsona l  i n fo rmat i on  –  i ncl ud i ng  hea l th -re l a ted
i n fo rmat i on  –  w i th  o the r emp l oyees,  cl i en ts o r regu l a to ry au tho ri t i es,  w i thou t  the  consen t  o f  the  a f fected  i nd i vi dua l (s)?

Canad i an  Pri vacy Laws p rovi de  ce rta i n  consen t  excep t i ons.  T hese  excep t i ons m ay a l l ow o rgan i za t i ons to  sha re  an  i nd i vi dua l ’s pe rsona l  i n fo rm at i on
wi th  a  th i rd  pa rty wi thou t  the i r consen t ,  i n  the  con text  o f  the  COVID-19  pandem i c.  Depend i ng  on  the  consen t  excep t i on  re l i ed  on  by an  o rgan i za t i on ,
and  the  p rovi nce  i n  wh i ch  i t  ope ra tes,  the  o rgan i za t i on  m ay be  requ i red  to  p rovi de  no t i ce  to  the  concerned  i nd i vi dua l  tha t  the i r pe rsona l  i n fo rm at i on
was d i scl osed  wi thou t  the i r consen t .  In  add i t i on ,  an  o rgan i za t i on  m ay wi sh  to  consi de r whe the r the re  a re  o the r facto rs i n  favour o f  no t i fyi ng  the
i nd i vi dua l  whose  i n fo rm at i on  has been  d i scl osed ,  even  i f  the re  i s no  l ega l  ob l i ga t i on  to  no t i fy.

Threat to life,  health or security

Genera l l y,  o rgan i za t i ons i n  Canada ,  excep t  i n  Québec,  m ay d i scl ose  pe rsona l  i n fo rm at i on  wi thou t  consen t  when  necessary to  respond  to  an  em ergency
tha t  th rea tens the  l i fe ,  hea l th  o r secu ri ty o f  any i nd i vi dua l.  T h i s m eans they can  d i scl ose  an  a ffected  em p l oyee ’s pe rsona l  i n fo rm at i on  wi th i n  the
organ i za t i on  o r to  i ts cl i en ts.  Under PIPEDA and  the  BC PIPA, an  o rgan i za t i on  m ust  a l so  no t i fy the  i nd i vi dua l  –  i n  wri t i ng  and  wi thou t  de l ay –  o f  th i s
d i scl osu re .  T here  a re  no  equ i va l en t  no t i ce  requ i rem en ts under the  A l be rta  PIPA.

In  con trast ,  Québec’s ARPPIPS consi de rab l y na rrows the  scope  o f  th i s excep t i on  to  si tua t i ons where  the  em ergency th rea tens the  l i fe ,  hea l th  o r secu ri ty
o f  the  pe rson whose  pe rsona l  i n fo rm at i on  i s d i scl osed .  I t  i s,  the re fo re ,  l ess cl ea r whe the r an  o rgan i za t i on  i n  Québec wou l d  be  a l l owed  to  d i scl ose  an
a ffected  em p l oyee ’s pe rsona l  i n fo rm at i on  wi th i n  the  o rgan i za t i on  o r to  i ts cl i en ts.

T he  tab l e  be l ow l i sts the  p rovi si ons re l a ted  to  d i scl osi ng  pe rsona l  i n fo rm at i on  wi thou t  consen t  based  on  a  th rea t  to  l i fe ,  hea l th  o r secu ri ty.

T h rea t  to  L i fe ,  Hea l th  o r Securi ty

Sect i on  18 (7 ),  ARPPIPS Sect i on  18 (1 )(k),  BC PIPA
Sect i on  20 (g ),  A l be rta
PIPA

Sect i on  7 (3 )(e ),  P IPEDA

“to  a  pe rson  to  whom  the
i n fo rm at i on  m ust  be
com m un i ca ted  by reason  o f
the  u rgency o f  a  si tua t i on
tha t  th rea tens the  l i fe ,
hea l th  o r sa fe ty o f  the
person  concerned”

“i f  the re  a re  reasonab l e  g rounds to  be l i eve
tha t  com pe l l i ng  ci rcum stances exi st  tha t
a ffect  the  hea l th  o r sa fe ty o f  any
i nd i vi dua l  and  i f  no t i ce  o f  d i scl osu re  i s
m a i l ed  to  the  l ast  known address o f  the
i nd i vi dua l  to  whom  the  pe rsona l
i n fo rm at i on  re l a tes”

“the  d i scl osu re  o f  the
i n fo rm at i on  i s necessary
to  respond  to  an
em ergency tha t
th rea tens the  l i fe ,
hea l th  o r secu ri ty o f  an
i nd i vi dua l  o r the  pub l i c”

“m ade  to  a  pe rson  who  needs the  i n fo rm at i on
because  o f  an  em ergency tha t  th rea tens the
l i fe ,  hea l th  o r secu ri ty o f  an  i nd i vi dua l  and ,  i f
the  i nd i vi dua l  whom  the  i n fo rm at i on  i s abou t  i s
a l i ve ,  the  o rgan i za t i on  i n fo rm s tha t  i nd i vi dua l
i n  wri t i ng  wi thou t  de l ay o f  the  d i scl osu re ”

Necessary or reasonable to manage an employment relat ionship

Wi th  the  excep t i on  o f  Québec’s ARPPIPS, Canad i an  Pri vacy Laws enab l e  o rgan i za t i ons to  co l l ect ,  use  and  d i scl ose  the i r em p l oyees’ pe rsona l
i n fo rm at i on  wi thou t  consen t  fo r the  pu rposes o f  “estab l i sh i ng ,  m anag i ng  o r te rm i na t i ng  an  em p l oym ent re l a t i onsh i p ” be tween  the  o rgan i za t i on  and  the
i nd i vi dua l  concerned .  Under the  BC PIPA and  the  A l be rta  PIPA, the  co l l ect i on ,  use  o r d i scl osu re  m ust  be  “reasonab l e ” i n  o rde r to  estab l i sh ,  m anage  o r
te rm i na te  the  em p l oym ent re l a t i onsh i p ,  whereas under PIPEDA, i t  m ust  be  “necessary,” wh i ch  i nd i ca tes a  h i gher standard  fo r em p l oye rs sub j ect  to  the
federa l  p ri vacy l eg i sl a t i on .  In  add i t i on ,  an  o rgan i za t i on  re l yi ng  on  th i s consen t  excep t i on  m ust  no t i fy the  i nd i vi dua l  concerned  (i .e .  the  em p l oyee) i n
advance  tha t  the i r pe rsona l  i n fo rm at i on  wi l l  be  co l l ected ,  used  o r d i scl osed  fo r those  pu rposes.

Under p rovi nci a l  occupa t i ona l  hea l th  and  sa fe ty l aws,  em p l oye rs a re  genera l l y requ i red  to  take  reasonab l e  m easures to  p rovi de  a  sa fe  work
envi ronm ent.  Com p l yi ng  wi th  occupa t i ona l  hea l th  and  sa fe ty requ i rem en ts has been  found  to  fa l l  under the  de f i n i t i on  o f  “m anag i ng  an  em p l oym ent
re l a t i onsh i p ” by the  A l be rta  OIPC.  Under th i s i n te rp re ta t i on  an  o rgan i za t i on  m ay be  a l l owed  to  l e t  i ts em p l oyees know tha t  a  co -worke r has COVID-19
wi thou t  ob ta i n i ng  the  i n fected  em p l oyee ’s consen t ,  i n  o rde r to  p rovi de  a  sa fe  work envi ronm ent.

Québec’s ARPPIPS does no t  con ta i n  a  si m i l a r consen t  excep t i on .  However,  a  Québec em p l oye r m ay none the l ess be  j ust i f i ed  i n  co l l ect i ng ,  usi ng  o r
d i scl osi ng  such  i n fo rm at i on  wi thou t  i ts em p l oyee ’s consen t  i n  o rde r to  com p l y wi th  i ts ob l i ga t i ons to  p ro tect  the  hea l th  and  sa fe ty o f  i ts em p l oyees,  as
enshri ned  i n  sect i on  46  o f  the  Charte r o f  Human Ri gh ts and  Freedoms and  under the  Act Respect i ng  Occupa t i ona l  Hea l th  and  Sa fe ty.

In  a l l  ci rcum stances and  p rovi nces tha t  re l y on  such  consen t  excep t i ons,  an  em p l oye r shou l d  a l ways ensure  tha t  i ts p roposed  co l l ect i on ,  use  o r
d i scl osu re  o f  pe rsona l  i n fo rm at i on  i s p roport i ona te  to  the  pu rpose  o f  ensuri ng  workp l ace  hea l th  and  sa fe ty.

T he  tab l e  be l ow l i sts p rovi si ons tha t  govern  d i scl osi ng  pe rsona l  i n fo rm at i on  wi thou t  consen t  fo r the  pu rpose  o f  m anag i ng  an  em p l oym ent re l a t i onsh i p .

M anag i ng  an  Em p l oym ent Re l a t i onsh i p
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ARPPIPS Sect i on  13 ,  16 ,  19 ,  BC PIPA Sect i ons 15 ,  18 ,  21 ,  A l be rta  PIPA Sect i on  7 .3 ,  P IPEDA

N/A

“T he  co l l ect i on ,  use  o r
d i scl osu re  i s reasonab l e  fo r
the  pu rposes o f  estab l i sh i ng ,
m anag i ng  o r te rm i na t i ng  an
em p l oym ent re l a t i onsh i p
be tween  the  o rgan i za t i on  and
the  i nd i vi dua l . ”

“An  o rgan i za t i on  m ust  no t i fy
an  i nd i vi dua l  tha t  i t  wi l l  be
co l l ect i ng ,  usi ng  o r d i scl osi ng
em p l oyee  pe rsona l
i n fo rm at i on  abou t  the
i nd i vi dua l  and  the  pu rposes
fo r the  co l l ect i on ,  use  o r
d i scl osu re  be fo re  the
organ i za t i on  co l l ects,  uses o r
d i scl oses em p l oyee  pe rsona l
i n fo rm at i on  abou t  the
i nd i vi dua l  wi thou t  the  consen t
o f  the  i nd i vi dua l . ”

“T he  i n fo rm at i on  i s co l l ected ,  use  o r d i scl osed  so l e l y fo r the  pu rposes
o f  estab l i sh i ng ,  m anag i ng  o r te rm i na t i ng  an  em p l oym ent o r
vo l un tee r-work re l a t i onsh i p  be tween  the  o rgan i za t i on  and  the
i nd i vi dua l ;  i t  i s reasonab l e  to  co l l ect ,  use  o r d i scl ose  the  i n fo rm at i on
fo r the  pa rt i cu l a r pu rpose  fo r wh i ch  i t  i s be i ng  co l l ected ,  used  o r
d i scl osed ;  and  i n  the  case  o f  an  i nd i vi dua l  who  i s a  cu rren t  em p l oyee
o f  the  o rgan i za t i on ,  the  o rgan i za t i on  has,  be fo re  co l l ect i ng ,  usi ng  o r
d i scl osi ng  the  i n fo rm at i on ,  p rovi ded  the  i nd i vi dua l  wi th  reasonab l e
no t i f i ca t i on  tha t  pe rsona l  em p l oyee  i n fo rm at i on  abou t  the  i nd i vi dua l
i s go i ng  to  be  co l l ected ,  used  o r d i scl osed  and  o f  the  pu rposes fo r
wh i ch  the  i n fo rm at i on  i s go i ng  to  be  co l l ected ,  used  o r d i scl osed .”

“T he  co l l ect i on ,  use  o r
d i scl osu re  i s necessary to
estab l i sh ,  m anage  o r te rm i na te
an  em p l oym ent re l a t i onsh i p
be tween  the  federa l  work,
undertaki ng  o r busi ness and  the
i nd i vi dua l ;  and  the  federa l
work,  undertaki ng  o r busi ness
has i n fo rm ed  the  i nd i vi dua l  tha t
the  pe rsona l  i n fo rm at i on  wi l l  be
o r m ay be  co l l ected ,  used  o r
d i scl osed  fo r those  pu rposes.”

Request from government authorit ies (inc luding public  health authorit ies)

In  the  con text  o f  a  pub l i c hea l th  em ergency,  Canad i an  Pri vacy Laws genera l l y pe rm i t  the  d i scl osu re  o f  pe rsona l  i n fo rm at i on  to  pub l i c au tho ri t i es,  as
l ong  as i t  re l a tes to  the  pub l i c hea l th  i ssue .  A l though  the re  m ay be  ce rta i n  d i ffe rences,  these  sta tu tes genera l l y i ncl ude  consen t  excep t i ons when  the
d i scl osu re  i s requ i red  by l aw o r i s fo r the  pu rpose  o f  en fo rci ng  o r adm i n i ste ri ng  a  l aw. T hese  excep t i ons m ay app l y to  d i scl osu res to  pub l i c hea l th
au tho ri t i es,  wh i ch  genera l l y have  b road  pe rm i ssi on  to  co l l ect  i n fo rm at i on  f rom  o rgan i za t i ons.  Organ i za t i ons m ay a l so  be  requ i red  to  d i scl ose
i n fo rm at i on  to  o the r types o f  pub l i c au tho ri t i es,  such  as pub l i c sa fe ty en t i t i es,  under em ergency l eg i sl a t i on  o r decrees o r o rde rs i ssued  under such
l eg i sl a t i on .

I t  i s a l so  worth  no t i ng  tha t  d i scl osu res m ade  to  pub l i c hea l th  au tho ri t i es pu rsuan t  to  these  consen t  excep t i ons do  no t  genera l l y requ i re  an  o rgan i za t i on
to  i n fo rm  the  concerned  i nd i vi dua l .  However,  an  o rgan i za t i on  m ay de te rm i ne  tha t  i t  wi shes to  i n fo rm  sa i d  i nd i vi dua l  anyway,  whe the r they a re  an
em p l oyee  o r a  cl i en t ,  even  i f  i t  i s no t  l ega l l y requ i red .

In  th i s rap i d l y evo l vi ng  envi ronm ent,  o rgan i za t i ons m ust  stay up  to  da te i n  o rde r to  accu ra te l y eva l ua te  the i r ob l i ga t i ons,  and  assess whe the r they m ust
com p l y wi th  any add i t i ona l  d i scl osu re  requ i rem en ts i n  the i r respect i ve  p rovi nces.

T he  tab l es be l ow l i sts the  re l evan t  p rovi si ons pe rta i n i ng  to  d i scl osi ng  pe rsona l  i n fo rm at i on  wi thou t  consen t  pu rsuan t  to  app l i cab l e  l aw requ i rem en t and
to  pub l i c au tho ri t i es.

Requ i red  by Law

Sect i on  18 (4 ),  ARPPIPS
Sect i on  18 (1 )
(o ),  BC PIPA

Sect i on  20 (b ),  A l be rta  PIPA
Sect i on
7(3 )(i ),
P IPEDA

“to  a  pe rson  to  whom  i t  i s necessary to
com m un i ca te  the  i n fo rm at i on  under an
Act  app l i cab l e  i n  Québec o r under a
co l l ect i ve  ag reem ent”

“the
d i scl osu re  i s
requ i red  o r
au tho ri zed  by
l aw”

“the  d i scl osu re  o f  the  i n fo rm at i on  i s au tho ri zed  o r requ i red  by a  sta tu te  o f
A l be rta  o r o f  Canada ,  a  regu l a t i on  o f  A l be rta  o r a  regu l a t i on  o f  Canada ,  a
byl aw o f  a  l oca l  governm ent body,  o r a  l eg i sl a t i ve  i nstrum en t o f  a
p ro fessi ona l  regu l a to ry o rgan i za t i on ”

“requ i red
by l aw”

 

Pub l i c Au tho ri t i es

Sect i on  18 (5 ),  ARPPIPS BC PIPA Sect i on  20 (c),  A l be rta  PIPA Sect i on  7 (3 )(c.1 ),  P IPEDA

“to  a  pub l i c body wi th i n  the  m ean i ng  o f  the  Act
respect i ng  Access to  docum ents he l d  by pub l i c bod i es
and  the  Pro tect i on  o f  pe rsona l  i n fo rm at i on  (chap te r A ‐
2 .1 ) wh i ch ,  th rough  a  rep resen ta t i ve ,  co l l ects such
i n fo rm at i on  i n  the  exe rci se  o f  i ts funct i ons o r the
i m p l em enta t i on  o f  a  p rog ram  under i ts m anagem ent”

N/A

“the  d i scl osu re  o f  the
i n fo rm at i on  i s to  a  pub l i c
body and  tha t  pub l i c body i s
au tho ri zed  o r requ i red  by an
enactm en t o f  A l be rta  o r
Canada  to  co l l ect  the
i n fo rm at i on  f rom  the
organ i za t i on ”

“m ade  to  a  governm ent i nst i tu t i on  o r pa rt  o f  a
governm ent i nst i tu t i on  tha t  has m ade  a
request  fo r the  i n fo rm at i on ,  i den t i f i ed  i ts
l awfu l  au tho ri ty to  ob ta i n  the  i n fo rm at i on  and
i nd i ca ted  tha t  the  d i scl osu re  i s requested  fo r
the  pu rpose  o f  adm i n i ste ri ng  any l aw o f
Canada  o r a  p rovi nce ”

Requirements applicable to all disc losures

Even  i f  an  o rgan i za t i on  i s pe rm i t ted  by l aw to  d i scl ose  ce rta i n  pe rsona l  i n fo rm at i on  wi thou t  consen t  i n  the  con text  o f  a  pandem i c,  i t  rem a i ns bound  by
i ts o the r ob l i ga t i ons under Canad i an  Pri vacy Laws. T he  o rgan i za t i on  rem a i ns accoun tab l e  to  those  i nd i vi dua l s whose  pe rsona l  i n fo rm at i on  i t  d i scl oses,
and  m ust  l i m i t  the  type ,  quan t i ty and  con ten t  o f  pe rsona l  i n fo rm at i on  i t  i s d i scl osi ng .  Fo r i nstance ,  i n  a  pa rt i cu l a r si tua t i on ,  the  speci f i c i den t i ty o f  the
person  whose  pe rsona l  i n fo rm at i on  i s d i scl osed  m i gh t  no t  need  to  be  d i vu l ged ,  o r the  reasons why an  i nd i vi dua l  has been  asked  to  se l f -quaran t i ne  m ay
no t  be  re l evan t .  In  o the r words,  an  o rgan i za t i on  m ust  ensure  tha t  any d i scl osu re  o f  pe rsona l  i n fo rm at i on  i t  m akes wi th  respect  to  COVID-19  i s:

Just i f i ed  by l aw (on  the  basi s o f  consen t  o r an  excep t i on  to  the  consen t  requ i rem en t);

L i m i ted  to  wha t  i s necessary to  ach i eve  the  pu rpose  o f  the  d i scl osu re  (o the rwi se  known as the  da ta  m i n i m i za t i on  p ri nci p l e );  and
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Docum ented  i n  su ff i ci en t  de ta i l  to  enab l e  i nd i vi dua l s to  understand  the  o rgan i za t i on ’s reason i ng  and  j ust i f i ca t i on .

To  th i s end ,  i t  i s advi sab l e  tha t  whenever an  o rgan i za t i on  d i scl oses COVID-19-re l a ted  pe rsona l  i n fo rm at i on  abou t  an  em p l oyee ,  the  o rgan i za t i on
docum ent the  d i scl osu re ,  i ncl ud i ng  such  th i ngs as the  l ega l  au tho ri ty fo r the  d i scl osu re ,  wha t  i n fo rm at i on  was d i scl osed ,  who  d i scl osed  the  i n fo rm at i on ,
to  whom  i t  was d i scl osed ,  the  da te  o f  the  d i scl osu re  and  o the r m a te ri a l  i n fo rm at i on  (e .g .  i f  no t i ce  was p rovi ded  to  the  i nd i vi dua l  whose  i n fo rm at i on  was
d i scl osed  pu rsuan t  to  any app l i cab l e  sta tu to ry requ i rem en t).

Managing cybersecurity risks

What must  o rgan i za t i ons do  to  comp l y w i th  Canad i an  Pri vacy Law s and  address the  cybersecuri ty ri sks t ri gge red  by remote  w orki ng  a rrangements and
COVID-19?

Under Canad i an  Pri vacy Laws, an  o rgan i za t i on  i s requ i red  to  take  adequa te  securi ty m easures to  p ro tect  the  pe rsona l  i n fo rm at i on  under i ts custody o r
con tro l  f rom  unau tho ri zed  access,  co l l ect i on ,  use ,  d i scl osu re ,  copyi ng ,  m od i f i ca t i on ,  d i sposa l  o r destruct i on .  M ore  speci f i ca l l y,  an  o rgan i za t i on  i s
responsi b l e  fo r the  act i ons o f  i ts em p l oyees and  se rvi ce  p rovi de rs who  m ay hand l e  pe rsona l  i n fo rm at i on  on  i ts beha l f .  Eve ryone  wi th i n  an  o rgan i za t i on
m ust  p l ay a  p roact i ve  ro l e  i n  p rese rvi ng  the  securi ty and  con f i den t i a l i ty o f  pe rsona l  i n fo rm at i on ,  especi a l l y when  worki ng  f rom  hom e.

In  p ract i ce ,  th i s o f ten  t ransl a tes i n to  an  ob l i ga t i on  to  i m p l em ent physi ca l ,  o rgan i za t i ona l  and  techn i ca l  m easures re l a ted  to  when ,  where ,  wha t  and  how
persona l  i n fo rm at i on  m ay be  accessed ,  and  by whom . However,  consi de ri ng  tha t  m any o rgan i za t i ons have  had  to  rap i d l y adap t  to  the  p resen t  si tua t i on
by a l l owi ng  the i r em p l oyees to  work f rom  hom e, the i r IT  i n f rastructu re  and  system s m ay be  pa rt i cu l a rl y vu l ne rab l e  to  cybera t tacks.  In  recen t  weeks,
m any have  seen  a  l a rge  num ber o f  ph i sh i ng  em a i l s re l a ted  to  COVID-19  tha t  were  desi gned  to  take  advan tage  o f  the  m ass d i srup t i on  and  con fusi on
caused  by the  vi rus.

I t  i s cruci a l  fo r o rgan i za t i ons to  take  p roact i ve  steps to  reduce  the  ri sk o f  a  successfu l  cybera t tack.  T hese  steps m ay i ncl ude :

Revi ew and  upda te  the  o rgan i za t i on ’s po l i ci es and  p rocedures.  Organ i za t i ons shou l d  ensure  tha t  the i r i n fo rm at i on  securi ty and  i nci den t  response
p l ans a re  up  to  da te  and  re f l ect  po ten t i a l  i ssues re l a ted  to  rem ote  worki ng  cond i t i ons and  the  he i gh tened  ri sk o f  cybera t tacks.  M ore  speci f i ca l l y,
g i ven  the  ri se  o f  cybera t tacks taki ng  advan tage  o f  the  cu rren t  si tua t i on ,  o rgan i za t i ons shou l d  ensure  tha t  they a re  ready to  respond i n  case  o f  a
securi ty i nci den t ;

Revi ew, upda te  and  i m p l em ent the  securi ty m easures i n  p l ace .  T hese  securi ty m easures wou l d  typ i ca l l y i ncl ude :  m on i to ri ng  and  l ogg i ng  ne twork-
re l a ted  act i vi t i es to  and  f rom  the  o rgan i za t i on ’s ne twork;  encryp t i ng  com m un i ca t i ons con ta i n i ng  pe rsona l  and  con f i den t i a l  i n fo rm at i on  th rough  a
vi rtua l  p ri va te  ne twork (VPN);  and  i m p l em ent i ng  m u l t i -facto r au then t i ca t i on  m easures and  o the r access-based  securi ty fea tu res (e .g .  pe ri od i c
password  rese ts) i n  o rde r to  p ro tect  access to  em p l oyees’ accoun ts;

Educa te  and  t ra i n  em p l oyees.  Em p l oyee  t ra i n i ng  shou l d  focus on  speci f i c m easures to  take  when  worki ng  f rom  hom e, such  as on l y usi ng
organ i za t i on -supported  com m un i ca t i on  p l a t fo rm s and  o the r IT  too l s,  avo i d i ng  the  use  o f  f ree  too l s tha t  m ay no t  a ffo rd  an  adequa te  l eve l  o f
con f i den t i a l i ty and  securi ty,  and  m a i n ta i n i ng  p ruden t  p ract i ces to  l i m i t  the  exten t  to  wh i ch  pe rsona l  i n fo rm at i on  i s exposed  to  o the r m em bers o f  the
househo l d ;  and  how to  de tect  and  report  th rea ts such  as ph i sh i ng  em a i l s.

Fo r fu rthe r quest i ons pe rta i n i ng  to  m anag i ng  p ri vacy and  cybersecuri ty,  p l ease  con tact  any o f  the  BLG Pri vacy and  Cybersecuri ty team  m em bers l i sted
be l ow. BLG has crea ted  a  COVID-19  Resource  Cen tre to  assi st  busi nesses on  a  va ri e ty o f  top i cs,  i ncl ud i ng  i nvestm en t m anagem ent,  l easi ng ,  con tractua l
ri sks,  pub l i c d i scl osu re  requ i rem en ts and  cri m i na l  l aw.

The  au tho r g ra te fu l l y acknow l edges the  assi stance  o f  a rt i cl i ng  studen t  Andy Nagy i n  w ri t i ng  th i s a rt i cl e .

 Fo r exam p l e ,  i n  i ts gu i dance  docum ent,  the  Off i ce  o f  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  A l be rta  (AB OIPC) ap t l y sta ted  tha t  “[p ] ri vacy l aws
are  no t  a  ba rri e r to  approp ri a te  i n fo rm at i on  shari ng  i n  a  pandem i c o r em ergency si tua t i on ,” wh i l e  a l so  rem i nd i ng  tha t  “[ i ] t  i s i m portan t  tha t  pub l i c
bod i es,  hea l th  custod i ans and  p ri va te  secto r o rgan i za t i ons know how persona l  o r hea l th  i n fo rm at i on  m ay be  shared  du ri ng  a  pandem i c o r em ergency
si tua t i on .” T he  Off i ce  o f  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  Bri t i sh  Co l um b i a and  the  Com m i ssi on  d ’accès à  l ’i n fo rm at i on  du  Québec i ssued
si m i l a r sta tem en ts.

 In  Canada ,  the re  a re  fou r genera l  p ri vacy l aws tha t  govern  the  co l l ect i on ,  use  and  d i scl osu re  o f  pe rsona l  i n fo rm at i on  i n  the  p ri va te  secto r:  the  federa l
Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act (P IPEDA),  Québec’s Act Respect i ng  the  Pro tect i on  o f  Persona l  In fo rmat i on  i n  the  Pri va te
Secto r (ARPPIPS),  Bri t i sh  Co l um b i a ’s Persona l  In fo rmat i on  Pro tect i on  Act (BC PIPA) and  A l be rta ’s Persona l  In fo rmat i on  Pro tect i on  Act (A l be rta  PIPA)
(co l l ect i ve l y,  Canad i an  Pri vacy Laws).  Pri va te  secto r o rgan i za t i ons i n  Québec,  Bri t i sh  Co l um b i a  and  A l be rta  a re  sub j ect  to  the  ARPPIPS, BC PIPA and
Al be rta  PIPA respect i ve l y,  whereas p ri va te -secto r o rgan i za t i ons opera t i ng  i n  o the r pa rts o f  the  coun try a re  sub j ect  to  P IPEDA. One  m a j o r d i ffe rence
be tween  PIPEDA and  the  a fo rem ent i oned  p rovi nci a l  p ri vacy l aws i s tha t  the  fo rm er does no t  p ro tect  the  pe rsona l  i n fo rm at i on  o f  non-federa l l y regu l a ted
em p l oyees,  whereas the  p rovi nci a l  p ri vacy l aws do  app l y to  the  pe rsona l  i n fo rm at i on  o f  em p l oyees wi th i n  those  p rovi nces.

 T ha t  sa i d ,  the  AB OIPC recom m ends tha t  o rgan i za t i ons i n fo rm  the i r em p l oyees o f  the  “speci f i c l eg i sl a t i ve  au tho ri ty tha t  i s engaged” to  d i scl ose  the i r
pe rsona l  i n fo rm at i on  wi thou t  consen t.

 See  deci si on  o f  the  AB OIPC P2019-04  a t  pa ra .  31 .  See  a l so  Order P2010-002 ,  i n  wh i ch  the  A l be rta  OIPC he l d  tha t  the  o rgan i za t i on ’s d i scl osu re  o f  i ts
fo rm er em p l oyee ’s pe rsona l  i n fo rm at i on  (i .e .  the  fact  tha t  he  was no  l onger worki ng  fo r the  em p l oye r) to  con tracto rs and  custom ers were  m ade  “so l e l y to
m anage  an  em p l oym ent re l a t i onsh i p  be tween  the  o rgan i za t i on  and  the  i nd i vi dua l , ” and  tha t  “[ t ]o  f i nd  o the rwi se  wou l d  resu l t  i n  a  si tua t i on  where  an
organ i za t i on  cou l d  no t  i n fo rm  i ts con tracto rs and  custom ers as to  who  i s cu rren t l y em p l oyed  wi th ,  o r rep resen t i ng ,  the  o rgan i za t i on .”

 See  Québec’s Pub l i c Hea l th  Act ,  sect i on  123(3 ).

 In  i ts gu i dance  docum ent re l a ted  to  COVID-19 ,  the  OPC sta ted  tha t  o rgan i za t i ons tha t  re l y on  a  consen t  excep t i on  to  d i scl ose  pe rsona l  i n fo rm at i on
shou l d  be  ab l e  “to  com m un i ca te  to  the  pe rsons i nvo l ved  the  speci f i c l eg i sl a t i ve  au tho ri ty under wh i ch  th i s i s done .”

By:  E l i sa  Henry,  I ra  Pargh i ,  M ax Ja rvi e ,  Andy Nagy

Servi ces:  Cybersecuri ty,  Pri vacy & Da ta  Pro tect i on
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https://www.blg.com/en/insights/2020/03/en/services/practice-areas/cybersecurity-privacy-data-protectio
https://www.blg.com/en/insights/2020/03/en/insights/covid-1
ttps://www.oipc.ab.ca/resources/privacy-in-a-pandemic-advisory.asp
ttps://www.oipc.bc.ca/news-releases/239
ttps://www.cai.gouv.qc.ca/pandemie-de-covid-19-protection-des-renseignements-personnels-et-securite-de-linformation
ttps://laws-lois.justice.gc.ca/PDF/P-8.6.pd
ttp://legisquebec.gouv.qc.ca/en/showdoc/cs/P-39.
ttp://legisquebec.gouv.qc.ca/en/showdoc/cs/P-39.
ttp://www.bclaws.ca/civix/document/id/complete/statreg/03063_0
ttp://www.qp.alberta.ca/documents/Acts/P06P5.pd
ttps://www.oipc.ab.ca/media/1007121/P2019-04Order.pd
ttps://www.oipc.ab.ca/media/125560/P2010-002Order.pd
ttps://www.priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-emergencies/gd_covid_202003
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