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Building a privacy-compliant autonomous vehicles business
Pri vacy l aw i s a  m ovi ng  ta rge t  and  i f  you  a re  bu i l d i ng  a  busi ness m ode l  a round  AV techno l ogy and  expect  to  use  even  a  f ract i on  o f  the  pe rsona l
i n fo rm at i on  genera ted  by AVs,  you  wi l l  need  to  take  deve l opm ents i n  th i s a rea  i n to  accoun t .  Be l ow, we  h i gh l i gh t  se l ected  fea tu res o f  and  recen t
deve l opm ents i n  Canad i an  p ri vacy l aw tha t  you  shou l d  be  aware  o f  and  m ay wan t to  facto r i n to  your busi ness m ode l .

The Canadian Privacy Law Landscape in General

In  Canada ,  the  Persona l  In fo rm at i on  Pro tect i on  and  E l ectron i c Docum ents Act  (“P IPEDA”) se ts ou t  g round  ru l es fo r how p ri va te  secto r o rgan i za t i ons and
federa l  works,  undertaki ngs and  busi nesses co l l ect ,  use  and  d i scl ose  i n fo rm at i on  abou t  an  i den t i f i ab l e  i nd i vi dua l  (“pe rsona l  i n fo rm at i on ”),  un l ess such
act i vi t i es a re  regu l a ted  by p rovi nci a l  l eg i sl a t i on  tha t  has been  decl a red  substan t i a l l y si m i l a r to  P IPEDA. T he  p rovi nces o f  Bri t i sh  Co l um b i a ,  A l be rta  and
Québec have  enacted  genera l  p rovi nci a l  pe rsona l  i n fo rm at i on  p ro tect i on  l eg i sl a t i on  tha t  has been  recogn i zed  as substan t i a l l y si m i l a r to  P IPEDA, and
opera tes i n  p l ace  o f  P IPEDA i n  those  p rovi nces fo r i n t ra -p rovi nci a l  m a tte rs.  Where  pe rsona l  i n fo rm at i on  crosses p rovi nci a l  o r na t i ona l  bo rde rs,  however,
PIPEDA p reva i l s.

Consequen t l y,  you r busi ness m ay be  a ffected  by one  o r m ore  o f  these  l aws,  depend i ng  on  how and  where  you  opera te  i n  Canada .  Gi ven  tha t  i n  the  AV
space ,  the  p ri m ary genera to r o f  pe rsona l  i n fo rm at i on  i s h i gh l y m ob i l e ,  i t  i s l i ke l y tha t  a  busi ness opera t i ng  i n  th i s secto r wi l l  be  sub j ect  to  P IPEDA. Our
com m ents i n  th i s a rt i cl e  wi l l  focus on  PIPEDA and  the  i n te rp re ta t i ons and  gu i dance  o f  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  (“OPC”) tha t
re l a te  to  PIPEDA.

Transborder Transfers of Personal Information

T he  OPC’s posi t i on  regard i ng  the  t ransfe r o f  pe rsona l  i n fo rm at i on  be tween  o rgan i za t i ons l oca ted  i n  d i ffe ren t  j u ri sd i ct i ons i s chang i ng .

In  the  past ,  the  OPC has taken  the  posi t i on  tha t  a  t ransfe r o f  da ta  to  a  th i rd  pa rty tha t  p rocesses pe rsona l  i n fo rm at i on  on  beha l f  o f  an  o rgan i za t i on
(i ncl ud i ng  bu t  no t  l i m i ted  to  ou tsourci ng  a rrangem ents,  such  as host i ng  da ta  on  a  cl oud  p rovi de r) d i d  no t  requ i re  the  consen t  o f  concerned  i nd i vi dua l s.

On  Apri l  9 ,  2019 ,  however,  the  OPC pub l i shed  a  docum ent en t i t l ed  “Consu l ta t i on  on  t ransborder da ta f l ows” sta t i ng  tha t  the  OPC i s now o f  the  vi ew tha t
t ransfe rs o f  pe rsona l  i n fo rm at i on  fo r m ere  p rocessi ng  act i vi t i es be tween  o rgan i za t i ons l oca ted  i n  d i ffe ren t  j u ri sd i ct i ons  (e .g .  be tween  a  Canad i an
com pany and  i ts host i ng  se rvi ce  p rovi de r l oca ted  i n  the  US) wou l d  requ i re  the  consen t  o f  concerned  i nd i vi dua l s.

T h i s si gn i f i can t  departu re  f rom  the  OPC’s ea rl i e r posi t i on  cou l d  have  substan t i a l  consequences fo r any AV busi ness tha t  p l ans to  use  th i rd  pa rty se rvi ce
p rovi de rs fo r p rocessi ng  pe rsona l  i n fo rm at i on .

However,  fo l l owi ng  the  Federa l  governm ent ’s announcem ent o f  a  new Di g i ta l  Charte r and  o f  P IPEDA’s upcom i ng  re fo rm tha t  wi l l  add ress (am ong  o the r
th i ngs) cross-bo rde r da ta  f l ows,  the  OPC has suspended  the  consu l ta t i on  i n  i ts cu rren t  fo rm  wh i l e  l eavi ng  the  door open  fo r i ts resum pt i on i n  response  to
fu tu re  deve l opm ents.  In  the  m ean t i m e , the  OPC has no t  re t rea ted  f rom  the  new posi t i on  a rt i cu l a ted  i n  the  consu l ta t i on  docum ent,  no r has the  OPC
i nd i ca ted  tha t  i t  wi l l  i nvest i ga te  new com p l a i n ts i n  acco rdance  wi th  i ts ea rl i e r posi t i on .

Furthe r com m ent on  these  m atte rs wi l l  be  p rovi ded  i n  a  separa te  bu l l e t i n  i n  the  near fu tu re .  Fo r now, com pan i es i n  the  AV space  shou l d  m on i to r cl ose l y
these  deve l opm ents.

Obtaining Meaningful Consent from Customers

In  January 2019 ,  the  OPC’s Gu i de l i nes fo r ob ta i n i ng  m ean i ng fu l  consen t (“Gu i de l i nes”) cam e i n to  e ffect .

Accord i ng  to  the  Gu i de l i nes,  consen t  shou l d  genera l l y be  exp ress and  can  be  i m p l i ed  on l y i n  “st ri ct l y l i m i ted  ci rcum stances”.  Organ i za t i ons m ust
genera l l y ob ta i n  an  i nd i vi dua l ’s exp ress consen t  i f  the  i n fo rm at i on  co l l ected ,  used  o r d i scl osed  i s sensi t i ve ,  o r i f  the  co l l ect i on ,  use  o r d i scl osu re  o f  the
i n fo rm at i on  i s ou tsi de  the  i nd i vi dua l ’s reasonab l e  expecta t i ons o r crea tes a  m ean i ng fu l ,  resi dua l  ri sk o f  si gn i f i can t  ha rm  (i ncl ud i ng  repu ta t i ona l  ha rm )
to  the  i nd i vi dua l .

Recogn i zi ng  tha t  pe rsona l  i n fo rm at i on  o r aggrega t i ons the reo f  co l l ected  by AVs m ay fa l l  i n to  one  o r m ore  o f  those  ca tegori es,  you  m i gh t  reason  tha t
your o rgan i za t i on  can  enum era te  a l l  o f  the  po ten t i a l  uses and  d i scl osu res i n  a  si ng l e  po l i cy up fron t  and  take  ca re  o f  exp ress consen t  ob l i ga t i ons a l l  a t
once .  T he  Gu i de l i nes,  however,  cri t i ci ze  p reci se l y th i s approach ,  d i scourag i ng  “the  use  o f  l eng thy,  l ega l i st i c p ri vacy po l i ci es tha t  too  o f ten  se rved  to
m ake  con tro l  –  and  pe rsona l  au tonom y –  m ake  the  i nd i vi dua l  con tro l  tha t  shou l d  be  enab l ed  by consen t  no th i ng  m ore  than  i l l uso ry”.  T he  OPC expects
o rgan i za t i ons to  th i nk abou t  wha t  they p l an  to  do  wi th  pe rsona l  i n fo rm at i on  and  the  ways they p l an  to  do  i t ,  and  then  ca re fu l l y consi de r how to
com m un i ca te  tha t  i n  a  fo rm  tha t  avo i ds i n fo rm at i on  ove rl oad  fo r “i nd i vi dua l s wi th  l i m i ted  t i m e  and  energy to  devo te  to  revi ewi ng  p ri vacy i n fo rm at i on”.

Fo r add i t i ona l  i n fo rm at i on ,  p l ease  see  ou r recen t  bu l l e t i n  tha t  consi de rs the  new Gu i de l i nes i n  fu rthe r de ta i l .

T he  p roposed  PIPEDA re fo rm suggests i n t roduci ng  new basi s to  hand l e  pe rsona l  i n fo rm at i on  beyond  consen t ,  i ncl ud i ng  fo r “standard  busi ness
act i vi t i es”.  Fu rthe r com m ent on  th i s quest i on  wi l l  be  p rovi ded  i n  a  separa te  bu l l e t i n  i n  the  near fu tu re .

Data Breach Reporting Requirements
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As o f  Novem ber 2018 ,  P IPEDA requ i res tha t  o rgan i za t i ons “i n  con tro l ” o f  pe rsona l  i n fo rm at i on  m ust  keep  reco rds o f  a l l  b reaches o f  secu ri ty sa feguards
i nvo l vi ng  pe rsona l  i n fo rm at i on ,  report  b reaches i nvo l vi ng  tha t  i n fo rm at i on  to  the  OPC, and  no t i fy concerned  i nd i vi dua l s where  i t  i s reasonab l e  to
be l i eve  tha t  the re  i s a  “rea l  ri sk o f  si gn i f i can t  ha rm ”.

T he  wi de  va ri e ty o f  system s and  com m un i ca t i on  channe l s tha t  AVs a re  expected  to  em p l oy p resen t  a  ve ry l a rge  “a t tack su rface”.  T he  m ore  soph i st i ca ted
the  system s, the  g rea te r the  po ten t i a l  fo r vu l ne rab i l i t i es tha t  can  be  exp l o i ted ,  l ead i ng  to  g rea te r ri sk o f  b reaches o f  secu ri ty sa feguards i nvo l vi ng
persona l  i n fo rm at i on .

M oreover,  b reaches su ffe red  by se rvi ce  p rovi de rs,  such  as cl oud  com put i ng  o r sto rage  system s and  th i rd  pa rty da ta  p rocessors,  m ust  a l so  be  accoun ted
fo r.  Where  an  o rgan i za t i on  has t ransfe rred  pe rsona l  i n fo rm at i on  to  a  th i rd  pa rty fo r p rocessi ng  and  a  b reach  occurs wh i l e  the  i n fo rm at i on  i s wi th  the
processor,  under P IPEDA, the  ob l i ga t i on  to  report  rem a i ns wi th  the  p ri nci pa l  o rgan i za t i on  ̶  the  one  “i n  con tro l ” o f  the  pe rsona l  i n fo rm at i on .

For fu rthe r d i scussi on ,  p l ease  see  ou r recen t  com m enta ry on  da ta  b reach  report i ng.

Upcoming IoT guidance from the OPC

T he  OPC has announced  tha t  i t  wi l l  re l ease  short l y new gu i dance  regard i ng  In te rne t  o f  T h i ngs (IoT ) fo r p roduct  m anu factu re rs.  Such  gu i dance  wi l l  be
re l evan t  fo r AV busi nesses.  Com pan i es i n  the  AV space  shou l d  cl ose l y m on i to r these  deve l opm ents.

Concluding Remarks

Pri vacy l aw i s a  m ovi ng  ta rge t .  Gi ven  the  constan t l y chang i ng  dynam i c be tween  i n fo rm at i on  use ,  the  econom y and  soci e ty,  we  expect  l ega l  f ram eworks
govern i ng  p ri vacy and  da ta  p ro tect i on  wi l l  con t i nue  to  evo l ve .  T h i s crea tes the  po ten t i a l  to  b reak busi ness m ode l s tha t  fa i l  to  accoun t  fo r these
deve l opm ents.  As the  p ri vacy l andscape  changes,  o rgan i za t i ons m ay f i nd  tha t  be i ng  p roact i ve  abou t  p ri vacy and  da ta  p ro tect i on  can  he l p  ensure  a
sm ooth  pa th  fo rward .

By:  E l i sa  Henry,  M ax Ja rvi e
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