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Mandatory Breach Reporting: Lessons from Year One
T he  federa l  Pri vacy Com m i ssi oner (OPC) recen t l y pub l i shed  a  b l og  post de ta i l i ng  ce rta i n  t rends tha t  have  em erged  i n  the  f i rst  yea r si nce  m anda to ry
b reach  report i ng  cam e i n to  e ffect  fo r o rgan i za t i ons sub j ect  to  the  Persona l  In fo rmat i on  and  E l ectron i c Documents Act  (P IPEDA),  as we l l  as ce rta i n  t i ps
fo r o rgan i za t i ons fo r respond i ng  to  a  b reach .

On  Novem ber 1 ,  2018 ,  b reach  report i ng  i n  ce rta i n  si tua t i ons becam e m anda to ry under PIPEDA. As we  de ta i l ed  i n  ou r p revi ous bu l l e t i n ,  “Canad i an
Persona l  In fo rm at i on  Securi ty Breach  Ob l i ga t i ons –  Prepari ng  fo r Com p l i ance”,  an  o rgan i za t i on  tha t  su ffe rs any “b reach  o f  secu ri ty sa feguards”
i nvo l vi ng  pe rsona l  i n fo rm at i on  under i ts con tro l  m ust  m a i n ta i n  a  reco rd  o f  the  b reach .  I f  the  b reach  p resen ts a  “rea l  ri sk o f  si gn i f i can t  ha rm  to  an
i nd i vi dua l ”,  the  o rgan i za t i on  m ust  a l so  p rom pt l y report  the  b reach  to  the  OPC and  g i ve  no t i ce  o f  the  b reach  to  a ffected  i nd i vi dua l s,   ce rta i n  o the r
o rgan i za t i ons and  governm ent i nst i tu t i ons.  S i nce  Novem ber 1 ,  2018 ,  an  o rgan i za t i on ’s knowi ng  con traven t i on  o f  the  pe rsona l  i n fo rm at i on  securi ty
b reach  report i ng ,  no t i f i ca t i on  (to  i nd i vi dua l s,  bu t  no t  to  o rgan i za t i ons o r governm ent i nst i tu t i ons) and  reco rd -keep i ng  ob l i ga t i ons i s an  o ffence
pun i shab l e  by a  f i ne  o f  up  to  $100 ,000 .

Mandatory Breach Reporting by the Numbers

In  the  year si nce  m anda to ry b reach  report i ng  cam e i n to  e ffect , the  OPC rece i ved  ove r 680  b reach  reports.  T h i s was si x t i m es m ore  than  i t  rece i ved
i n  the  year p ri o r,  when  b reach  report i ng  was no t  m anda to ry.  T he  OPC expressed  tha t  th i s vo l um e was si gn i f i can t l y g rea te r than  wha t  i t  had  been
expect i ng  i n  l i gh t  o f  the  A l be rta  p ri vacy com m i ssi oner’s experi ence  when  m anda to ry b reach  report i ng  was i m p l em ented  under i ts Persona l
In fo rmat i on  Pro tect i on  Act.

Based  on  the  b reach  reports rece i ved ,  ove r 28  m i l l i on  Canad i ans have  been  i m pacted  by a  da ta  b reach  ove r the  l ast  yea r.

Unau tho ri zed  access was i nvo l ved  i n  58  pe r cen t  o f  reported  b reaches,  m any o f  wh i ch  were  the  resu l t  o f  soci a l  eng i neeri ng  hacks,  such  as ph i sh i ng
and  i m persona t i on ,  and  em p l oyee  snoop i ng .   M ore  than  20  pe r cen t  o f  the  reported  b reaches were  the  resu l t  o f  acci den ta l  d i scl osu re,  such  as where
docum ents con ta i n i ng  pe rsona l  i n fo rm at i on  were  acci den ta l l y sen t  to  the  wrong  pe rson  o r l e f t  where  they cou l d  be  seen  by unau tho ri zed  peop l e ,
and  o the r reports i nvo l ved  docum ents o r devi ces be i ng  l ost  (12  pe r cen t) o r sto l en  (8  pe r cen t).

Key Takeaways for Businesses

T he  OPC rea ff i rm s tha t  be i ng  p roact i ve  abou t  p ri vacy concerns and  da ta  b reach  m anagem ent p l ans can  he l p  m i n i m i ze  the  ri sk tha t  an  even tua l  b reach
wi l l  l ead  to  si gn i f i can t  ha rm , bo th  to  i nd i vi dua l s and  to  the  o rgan i za t i on .  As such ,  we  con t i nue  to  encourage  a l l  o rgan i za t i ons to  i nco rpo ra te  p ri vacy
and  da ta  p ro tect i on  consi de ra t i ons and  sa feguards i n to  eve ry step  o f  the i r p rocesses and  p rocedures so  tha t  they a re  p roperl y p repared  to  m anage  and
respond  to  any even tua l  da ta  b reach  tha t  occu rs.  T h i s can  i ncl ude  va ri ous m easures,  such  as:

Breach  Response .  Estab l i sh  a  wri t ten  b reach  response  and  reco rdkeep i ng  p rocedure  tha t  i ncl udes desi gna t i ng  who  wi l l  be  m aki ng  and  docum ent i ng
deci si ons abou t  report i ng  b reach  i nci den ts to  the  OPC, no t i fyi ng  a ffected  i nd i vi dua l s and  m aki ng  t i m e l y d i scl osu res to  o the r i n te rested  pe rsons (i .e .
i nvesto rs).  A de ta i l ed  b reach  reco rd  can  he l p  an  o rgan i za t i on  de te rm i ne  i f  i t  has any pa rt i cu l a r vu l ne rab i l i t i es o r system i c i ssues tha t  cou l d  be  be t te r
addressed ;

In te rna l  accoun tab i l i ty.  Desi gna te  i nd i vi dua l s wi th i n  the  o rgan i za t i on  to  be  responsi b l e  fo r da ta  p ro tect i on  i n i t i a t i ves and  i nco rpo ra te  p ri vacy
consi de ra t i ons i n to  a l l  po l i ci es and  p ract i ces,  and  regu l a rl y revi ew these  to  ensure  tha t  they re f l ect  the  l a test  gu i dance ;

Pri vacy t ra i n i ng . Conduct  regu l a r p ri vacy t ra i n i ng  and  regu l a rl y upda te  p ri vacy t ra i n i ng  m odu l es to  ensure  these  re f l ect  the  l a test  gu i dance .  T h i s
can  a l l ow an  o rgan i za t i on  to  ensure  tha t  em p l oyees a re  aware  o f  how to  p roperl y hand l e  pe rsona l  i n fo rm at i on ,  wha t  const i tu tes a  b reach  and  wha t
the  p rocess i s fo r report i ng  a  b reach  i n te rna l l y;

Exte rna l  accoun tab i l i ty.  Incl ude  da ta  p ro tect i on  ob l i ga t i ons and  com m i tm en ts i n  ou tsourci ng  ag reem ents wi th  th i rd  pa rty se rvi ce  p rovi de rs and ,
where  use fu l ,  aud i t  ri gh ts wi th  respect  to  the  p ract i ces and  sa feguards em p l oyed  by those  th i rd  pa rt i es.  Fo r i nstance ,  i n  a  recen t  report  o f  f i nd i ngs,
the  Com m i ssi oner no ted  tha t  an  o rgan i za t i on  had  fu l f i l l ed  i ts accoun tab i l i ty requ i rem en ts when  t ransfe rri ng  pe rsona l  i n fo rm at i on  to  a  se rvi ce
p rovi de r fo r p rocessi ng  by usi ng  a  securi ty addendum  tha t  was deem ed “su ff i ci en t  to  ensure  a  l eve l  o f  p ro tect i on  tha t  was com parab l e  to  tha t  wh i ch
wou l d  be  requ i red  under [P IPEDA].” T he  securi ty addendum  i ncl uded  a  l i st  o f  speci f i c sa feguard  requ i rem en ts,  such  as:  “(i ) i m p l em ent i ng  m easures
to  p ro tect  aga i nst  com prom i se  o f  i ts system s, ne tworks and  da ta  f i l es;  (i i ) encryp t i on  o f  pe rsona l  i n fo rm at i on  i n  t ransi t  and  a t  rest ;  (i i i ) m a i n ta i n i ng
techn i ca l  sa feguards th rough  pa tches,  e tc. ;  (i v) l ogg i ng  and  a l e rts to  m on i to r system s access;  (v) l i m i t i ng  access to  those  who  need  i t  ;  (vi ) t ra i n i ng
and  supervi si on  o f  em p l oyees to  ensure  com p l i ance  wi th  securi ty requ i rem en ts;  [and ]  (vi i ) de ta i l ed  i nci den t  response  and  no t i f i ca t i on  requ i rem en ts”
(See  PIPEDA Report  o f  Fi nd i ngs #2019-003).

Fo r m ore  de ta i l s abou t  best  p ract i ces fo r com p l yi ng  wi th  PIPEDA’s m anda to ry b reach  report i ng  ob l i ga t i ons,  see  ou r p revi ous bu l l e t i ns,  “Pri vacy
Com m i ssi oner’s Gu i dance  fo r Com p l i ance  wi th  PIPEDA’s Breach  o f  Securi ty Sa feguards Ob l i ga t i ons” and  “Canad i an  Persona l  In fo rm at i on  Securi ty
Breach  Ob l i ga t i ons –  Prepari ng  fo r Com p l i ance”.
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