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PERSPECTIVE

Autonomous and Connected Vehicles — “Ideal” for a Class Action?

Why Autonomous Vehicles?

T he  techn i ca l  capab i l i t i es o f  au tonom ous veh i cl es con t i nue  to  advance  and  i m press.  Fea tu res such  as au tom ated  se l f -pa rki ng  a re  now b l asé ,  m aki ng
way fo r techno l ogy tha t  enab l es veh i cl es wi thou t  stee ri ng  whee l s o r peda l s to  be  m anu factu red  i n  2019 .  Duri ng  opera t i on ,  au tonom ous and  connected
veh i cl es genera te  and  can  reco rd  a  si gn i f i can t  am oun t o f  i n fo rm at i on  i ncl ud i ng  d ri vi ng  i npu t ,  speed ,  and  d i rect i on .  Veh i cl es cu rren t l y on  the  road  m ay
o ffe r connected  se rvi ces fo r com m un i ca t i ons and  d ri ve r a i ds (e .g .  cam era  rea r-vi ew m i rro r,  em ergency b raki ng ,  and  reve rse  au to  b raki ng ,  e tc. ).

Wh i l e  i m pressi ve ,  these  techno l og i es (and  the  da ta  crea t i on  tha t  com es wi th  them ) ri sk system  exp l o i ta t i on ,  da ta  b reach  and  p roduct-wi de  i ssues.
Researchers have  a l ready dem onstra ted  the  ab i l i ty to  pene tra te  connected  system s  and  the  ri sks o f  p ri vacy b reaches a re  a l l  too  we l l  known. As
i ncreasi ng  am oun ts o f  i n fo rm at i on  a re  reco rded  and  sto red  by au tonom ous veh i cl es o r up l oaded  to  connected  se rve rs,  da ta  f rom  au tonom ous and
connected  veh i cl es wi l l  becom e m ore  va l uab l e  to  th i rd -pa rty hackers.  So f tware  o r p rog ram m i ng  i ssues tha t  cou l d  render an  au tonom ous fea tu re
i nadequa te  o r unsa fe  wou l d  l i ke l y app l y to  a l l  veh i cl es across a  p roduct  range  ra the r than  i nd i vi dua l  veh i cl es.

T h i s a rt i cl e  consi de rs two  l i ke l y avenues fo r fu tu re  au tonom ous veh i cl e  cl ass act i on  l i t i ga t i on  - p ri vacy and  p roduct  l i ab i l i ty.

Privacy Class Actions

In  the  even t  tha t  p ri va te  da ta  i s accessed  o r d i scl osed  as a  resu l t  o f  a  cybersecuri ty vu l ne rab i l i ty,  a  cl ass act i on  p rovi des one  op t i on  fo r a ffected
consum ers.  Pri vacy cl ass act i ons a re  no th i ng  new to  Canada  and  have  resu l ted  i n  si gn i f i can t  m one ta ry se t t l em en ts.  Wh i l e  i nd i vi dua l  paym ents to  cl ass
m em bers a re  o f ten  nom i na l  (f rom  a round  $2 ,500  to  $5 ,000  each),  l a rge  cl ass si zes have  the  po ten t i a l  to  resu l t  i n  a  h i gh  to ta l  dam ages award  i n
add i t i on  to  o the r expenses such  as counse l  fees and  se t t l em en t adm i n i st ra t i on .  As an  exam p l e  o f  such  exposure ,  i n  a  recen t  case  re l a t i ng  to  a  b reach  o f
pe rsona l  and  f i nanci a l  i n fo rm at i on ,  a  de fendan t  pa i d  ou t  approxi m a te l y $1 .25  m i l l i on .

Wh i l e  the re  have  ye t  to  be  any cl ass act i ons com m enced  i n  Canada  fo r i ssues re l a t i ng  to  connected  and  au tonom ous veh i cl es,  recen t  l i t i ga t i on  i n  the
Un i ted  Sta tes has consi de red  cl a i m s re l a t i ng  to  cybersecuri ty vu l ne rab i l i t i es i n  connected  veh i cl es wi th  va ryi ng  resu l ts.

In  Cahen ,  e t  a l .  v.  Toyo ta  M oto r Corp . ,  e t  a l . ,  p l a i n t i f fs a l l eged  tha t  ce rta i n  Toyo ta  veh i cl es had  i nsu ff i ci en t  secu ri ty m easures and  sough t  dam ages on
the  basi s tha t  the  veh i cl es cou l d  be  vu l ne rab l e  to  hacki ng  desp i te  the  fact  tha t  no  hacki ng  had  actua l l y occu rred .  T he  d i st ri ct  cou rt  d i sm i ssed  the  case ,
f i nd i ng  tha t  the  p l a i n t i f fs had  no t  su ff i ci en t l y a l l eged  an  i n j u ry wh i ch  was speci f i ca l l y l i nked  to  the  ri sk o f  hacki ng  i tse l f .  T h i s deci si on  was uphe l d  on
appea l .

In  con trast ,  p l a i n t i f fs i n  a  pu ta t i ve  cl ass act i on  b rough t  aga i nst  Fi a t  Chrysl e r,  Fl ynn  e t  a l .  v.  FCA US LLC e t  a l . ,  were  pa rt i a l l y successfu l  i n  be i ng
perm i t ted  to  p roceed  wi th  cl a i m s re l a t i ng  to  the  ri sk o f  hacki ng .  T he  act i on  was com m enced  a f te r so f tware  was upda ted  to  p ro tect  aga i nst  po ten t i a l
hacki ng  vu l ne rab i l i t i es.  A l though  the  Court  d i sm i ssed  cl a i m s fo r possi b l e  fu tu re  hacki ng  even ts,  i t  pe rm i t ted  the  p l a i n t i f fs to  p roceed  wi th  cl a i m s tha t
the i r veh i cl es depreci a ted  i n  va l ue  due  to  ri sk o f  hacki ng .  Fi a t  Chrysl e r has requested  l eave  to  seek an  i n te rl ocu to ry appea l ,  sta t i ng  tha t  “a l l  connected
products a re  po ten t i a l l y ‘vu l ne rab l e ’ to  hacki ng ” and  tha t  an  act i on  a l l eg i ng  tha t  a  p roduct  cou l d  be  vu l ne rab l e  was no t  su ff i ci en t  fo r ce rt i f i ca t i on .

In  Canada ,  m anu factu re rs wi l l  wan t  to  con t i nue  to  desi gn  the i r au tonom ous system s wi th  su ff i ci en t  p ro tect i on  to  guard  aga i nst  the  po ten t i a l  fo r p ri vacy
breaches i n  o rde r to  avo i d  a  cl ass act i on .  Gi ven  the  experi ence  i n  the  U.S. ,  cl ass act i ons b rough t  to  address po ten t i a l  fu tu re  p rob l em s tha t  have  ye t  to
m ate ri a l i ze  wi l l  l i ke l y be  m et wi th  cha l l enge .

Product Liabili ty Class Actions

I t  i s o f ten  suggested  tha t  p roduct  l i ab i l i ty cases a re  “we l l -su i ted ” o r “i dea l  cand i da tes” fo r cl ass act i on  t rea tm en t,  as p roo f  o f  a  de fect  o r p roduct  i ssue
can  be  extrapo l a ted  to  a l l  o f  those  who  have  pu rchased  the  sam e p roduct .  In  Canada ,  a  num ber o f  au tom ot i ve  cl a i m s have  been  deem ed appropri a te
to  be  ce rt i f i ed  as a  cl ass act i on .

A cl ass act i on  m ay no t ,  however,  be  appropri a te  i n  cases where  a  com m on quest i on  i s no t  easi l y posed .  T h i s m ay occur i n  ci rcum stances where
m anu factu ri ng  techn i ques change  ove r t i m e ,  the re  a re  m u l t i p l e  pa rt i es i nvo l ved  i n  de l i ve ri ng  the  f i n i shed  p roduct  to  a  consum er o r the re  i s a  change  i n
the  appropri a te  standard  o f  ca re .  Gi ven  the  pace  o f  techno l og i ca l  i m provem ent and  the  com p l exi ty o f  the  techn i ca l  m a tte rs l i ke l y to  be  i n  i ssue ,  the
i m portance  o f  subm i t t i ng  evi dence  f rom  an  adequa te  expert  to  g i ve  som e evi den t i a ry basi s fo r the  cl a i m  canno t  be  i gno red .

“Com m ona l i ty” wi l l  l i ke l y be  a  fe rt i l e  ba t t l e  g round  fo r l i t i ga t i on  re l a t i ng  to  au tonom ous veh i cl es.  In  a  p roduct  l i ab i l i ty act i on ,  a rgum ents usua l l y focus
upon  the  si m i l a ri t i es (o r d i ffe rences) be tween  the  p roducts wh i ch  a re  a l l eged  to  have  been  de fect i ve .

As an  i l l ust ra t i ve  exam p l e ,  th ree  si m i l a r pu ta t i ve  cl ass act i ons consi de red  p roduct  l i ab i l i ty cl a i m s i n  re l a t i on  to  m ed i ca l  devi ces,  bu t  each  a rri ved  a t
separa te  resu l ts on  ce rt i f i ca t i on .  Two  act i ons wh i ch  a l l eged  i ssues wi th  a  wi de  range  o f  si m i l a r,  bu t  va ri ed ,  p roducts were  deem ed i nappropri a te  fo r
ce rt i f i ca t i on  –  the  de fendan t ’s conduct  d i ffe red  am ong  the  p roducts and  no  com m on de fect  across a l l  p roducts was i den t i f i ed .  An  act i on  tha t  focused
on  one  “si ng l e  und i ffe ren t i a ted  p roduct  g roup” was deem ed appropri a te  fo r ce rt i f i ca t i on  as the  pa rt i es d i d  no t  d raw d i st i nct i ons be tween  the  devi ces.

Looking Forward

Whi l e  au tonom ous o r connected  veh i cl es have  ye t  to  be  the  sub j ect  o f  a  cl ass act i on  i n  Canada ,  the  p l a i n t i f f ’s ba r wi l l  be  ce rta i n  to  ra i se  i ssues wh i ch
wi l l  test  the  boundari es o f  cl ass p roceed i ngs.
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M anufactu re rs and  o the r pa rt i es responsi b l e  fo r the  co l l ect i on ,  use  and  sto rage  o f  da ta  g l eaned  f rom  these  p roduct i ons shou l d  rem a i n  aware  o f  the
l ega l  ri sks associ a ted  wi th  m a i n ta i n i ng  da ta .  Canada  has a l ready ga i ned  experi ence  wi th  cl ass act i ons a ri si ng  f rom  p ri vacy b reaches,  bu t  the re  i s an
open  quest i on  as to  wha t  type  o f  l oss wi l l  be  su ff i ci en t  to  g i ve  ri se  to  a  ce rt i f i ab l e  cl ass act i on .

M anu factu re rs and  d i st ri bu to rs o f  au tonom ous and  connected  veh i cl es rem a i n  exposed  to  the  possi b i l i ty o f  a  p roduct  l i ab i l i ty cl ass act i on ,  bu t  i t  i s no t
ye t  cl ea r whe the r the  i ssues regard i ng  these  veh i cl es wi l l  be  si m p l e  o r na rrow enough  to  be  answered  i n  com m on across a  cl ass.  La rge l y,  th i s wi l l
depend  on  the  speci f i c de fect  be i ng  a l l eged  and  the  degree  to  wh i ch  tha t  de fect  i s m an i fested  across the  se ri es o f  p roducts t i ed  to  a  p rospect i ve  cl ass
de f i n i t i on .  I t  rem a i ns to  be  seen  how these  p roducts wi l l  be  dea l t  wi th  on  a  m ot i on  fo r ce rt i f i ca t i on .

For fu rthe r i n fo rm at i on  on  the  p rocess and  steps o f  a  cl ass act i on ,  p l ease  vi si t  the  cl ass act i ons sect i on  o f  BLG’ s Product  L i ab i l i ty Handbook.
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