
Data breaches and cybersecurity incidents spawn a wide range of
l it igation claims and regulatory proceedings, demanding the advice and
counsel of a skil led team of advocates. These claims typical ly include
negl igence, breach of fiduciary duty, breach of the duty of good faith,
breach of contract and breach of statutory duty, as wel l  as the new tort
of “intrusion upon seclusion” and significant compliance issues for
regulated organizations.

We  re g u l a rl y  h e l p  o rg a n i za t i o n s a cro ss Ca n a d a  wi th  b re a ch e s i n  th e i r i n fo rm a t i o n  te ch n o l o g y syste m s o r th e  u n a u th o ri ze d  u se  o r d i sc l o su re  o f  th e i r
se n si t i ve ,  p ro te cte d  o r re g u l a te d  d a ta .  Ou r co l l a b o ra t i ve  te a m  h a s e xte n si ve  e xp e ri e n ce  wi th  a  ra n g e  o f  cyb e rse cu ri t y  l i t i g a t i o n  a n d  d i sp u te s,  i n c l u d i n g :

c l a ss a ct i o n s

co n f i d e n t i a l  i n fo rm a t i o n

i n fo rm a t i o n  te ch n o l o g y

p ri va cy l a w

f ra u d

wh i te -co l l a r cri m e

i n su ra n ce  l a w

i n te l l e ctu a l  p ro p e rty

i n j u n ct i o n s a n d  e xt ra o rd i n a ry i n te rl o cu to ry re m e d i e s

Cyb e rse cu ri t y  i ssu e s a f fe ct  a l l  o rg a n i za t i o n s,  wh e th e r p u b l i c  o r p ri va te ,  l a rg e  o r sm a l l ,  i rre sp e ct i ve  o f  se cto r o r i n d u st ry.  We  a ssi st  o u r c l i e n ts i n  a l l  m a n n e r
o f  re g u l a to ry p ro ce e d i n g s a n d  l i t i g a t i o n ,  a n d  ro u t i n e l y a ssi st  wi th  n e g o t i a t i o n s wi th  g o ve rn m e n t  a g e n ci e s a n d  re g u l a to rs.  We  l e ve ra g e  o u r b ro a d  i n d u st ry
kn o wl e d g e  a n d  e xte n si ve  e xp e ri e n ce  i n  p u b l i c  a n d  a d m i n i st ra t i ve  l a w to  b e n e f i t  o u r c l i e n ts.

We also have significant experience in cyber risk management and crisis management to help
prevent breaches from happening in the first place, and manage the many challenges faced by
organizations when they do.

Experience

BLG l i t i ga to rs act  and  have  acted  i n  som e o f  the  m ost  no tab l e  cybersecuri ty cases i n  the  coun try.

BLG i s de fend i ng  one  o f  the  f i rst  cl ass act i ons b rough t  under the  “i n t rusi on  upon  secl usi on ” b reach  o f  p ri vacy to rt .  T he  case  i s l i ke l y to  be  p receden t-se t t i ng ,  i n  wha t  i s

consi de red  by m any observe rs to  be  the  fastest-g rowi ng  a rea  fo r cl ass act i ons.  BLG rep resen ts a  “B i g  Fi ve ” Bank be i ng  sued  fo r the  cri m i na l  act i ons o f  a  rogue

em p l oyee  a l l eged  to  have  b reached  the  p ri vacy o f  custom ers o f  the  Bank,  wh i ch  i ncl uded  e l ectron i ca l l y sto red  i n fo rm at i on .  T he  m atte r wi l l  be  p roceed i ng  to  a

com m on i ssues t ri a l ,  wh i ch  wi l l  deci de  nove l  l ega l  i ssues,  i ncl ud i ng  whe the r an  em p l oye r can  be  vi ca ri ousl y l i ab l e  fo r i ts em p l oyees’ b reach  o f  p ri vacy.

BLG rep resen ted  a  f i nanci a l  se rvi ces regu l a to r nam ed as a  de fendan t  i n  a  cl ass act i on  regard i ng  the  l oss o f  pe rsona l  i n fo rm at i on  con ta i ned  on  a  po rtab l e  com pute r.

BLG was successfu l  i n  ob ta i n i ng  the  d i sm i ssa l  o f  the  ce rt i f i ca t i on  on  the  basi s tha t  the  rep resen ta t i ve  p l a i n t i f f  su ffe red  no  com pensab l e  ha rm  si nce  h i s pe rsona l

i n fo rm at i on  was no t  used  f raudu l en t l y.

BLG p resen ted  a  m a j o r au tom ob i l e  f i nanci ng  com pany nam ed as a  de fendan t  i n  a  cl ass act i on  regard i ng  the  l oss o f  pe rsona l  i n fo rm at i on  tha t  was sto red  on  a  da ta

tape  wh i ch  was l ost  du ri ng  t ransi t .  BLG was successfu l  i n  ob ta i n i ng  a  d i sm i ssa l  o f  the  ce rt i f i ca t i on  o f  the  cl ass act i on  on  the  basi s tha t  the  rep resen ta t i ve  p l a i n t i f f

su ffe red  no  com pensab l e  ha rm  si nce  h i s pe rsona l  i n fo rm at i on  was no t  used  f raudu l en t l y.

BLG rep resen ted  a  l ead i ng  In te rne t  sea rch  eng i ne  nam ed as a  de fendan t  i n  a  po ten t i a l  cl ass act i on  (now a t  the  p re -ce rt i f i ca t i on  stage) on  beha l f  o f  pe rsons whose

e l ectron i c da ta  was a l l eged l y t ransm i t ted  ove r unsecured  wi re l ess i n te rne t  connect i on  and  whose  pe rsona l  i n fo rm at i on  was a l l eged l y i n te rcep ted .



BLG rep resen ted  a  New York-based  b roke r-dea l e r p rosecu t i ng  an  act i on  to  ob ta i n  em ergency i n j unct i ve  re l i e f  aga i nst  a  com pute r ne twork se rvi ce  p rovi de r wh i ch

re fused  to  p rovi de  i t  wi th  adm i n i st ra t i ve  passwords necessary fo r i t  to  access essen t i a l  funct i ons such  as em a i l  and  the  ab i l i ty to  p ri n t .

BLG rep resen ted  a  m a j o r au tom ob i l e  f i nanci ng  com pany nam ed as a  de fendan t  i n  a  cl ass act i on  regard i ng  the  l oss o f  pe rsona l  i n fo rm at i on  tha t  was sto red  on  a  da ta

tape  wh i ch  was l ost  du ri ng  t ransi t .  T he  cl ass act i on  was ce rt i f i ed  on  the  basi s tha t  the  rep resen ta t i ve  p l a i n t i f f  a l l eged  tha t  h i s pe rsona l  i n fo rm at i on  was used

fraudu l en t l y.

BLG rep resen ts num erous hosp i ta l s and  hea l thca re  i nst i tu t i ons faci ng  po ten t i a l  o r actua l  cl a i m s re l a t i ng  to  hea l th  ca re  i n fo rm at i on ,  rang i ng  f rom  sm a l l  i nd i vi dua l

b reaches and  l a rge  si tua t i ons i nvo l vi ng  l oss o r the f t  o f  da ta  sto rage  devi ces.
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