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ARTICLE

Canada’s Consumer Privacy Protection Act: Impact for businesses
On Novem ber 17 ,  2020 ,  the  M i n i ste r o f  Innova t i on ,  Sci ence  and  Industry,  Navdeep  Ba i ns,  i n t roduced  B i l l  C-11 ,  An Act  to  enact  the  Consumer Pri vacy
Pro tect i on  Act  and  the  Persona l  In fo rmat i on  and  Da ta  Pro tect i on  Tri buna l  Act  and  to  make  consequen t i a l  and  re l a ted  amendments to  o the r Acts,  o r
Di g i ta l  Charte r Imp l ementa t i on  Act ,  2020.  T he  p roposa l  wou l d  m odern i ze ,  and  i n  ce rta i n  respects toughen ,  Canad i an  p ri va te  secto r p ri vacy l aw by
enhanci ng  t ransparency and  con tro l  ove r pe rsona l  i n fo rm at i on  he l d  by busi nesses,  and  i m posi ng  new, po ten t i a l l y onerous sanct i ons fo r non-com p l i ance .
T h i s a rt i cl e  focuses on  the  key d i ffe rences be tween  the  federa l  governm ent ’s cu rren t  p ri vacy f ram ework,  the  Persona l  In fo rmat i on  Pro tect i on  and
El ectron i c Documents Act,  and  i ts rep l acem ent,  the  Consumer Pri vacy Pro tect i on  Act.

What you need to know

T h i s a rt i cl e  p rovi des an  ove rvi ew o f  the  key aspects o f  the  CPPA and  the i r i m pact  on  Canad i an  busi nesses.  As m ore  fu l l y de ta i l ed  he re i n ,  th i s new
pri vacy reg i m e  wou l d  i n t roduce  the  fo l l owi ng  changes:

New en fo rcem ent too l s:

T he  newl y const i tu ted  Persona l  In fo rm at i on  and  Da ta  Pro tect i on  T ri buna l  wou l d  have  powers to  i m pose ,  upon  recom m enda t i on  by the  Off i ce  o f
the  Pri vacy Com m i ssi oner o f  Canada  (Com m i ssi oner),  adm i n i st ra t i ve  m one ta ry pena l t i es o f  C$10 ,000 ,000  o r,  i f  g rea te r,  the  am oun t
co rrespond i ng  to  3  pe r cen t  o f  the  o rgan i za t i on ’s g l oba l  g ross revenues i n  i ts p revi ous f i sca l  yea r.

Re i n fo rced  f i nes i n  the  case  o f  pena l  p roceed i ngs o f  a  m axi m um  o f  C$25 ,000 ,000 ,  o r,  i f  g rea te r,  the  am oun t co rrespond i ng  to  5  pe r cen t  o f  the
o rgan i za t i on ’s g l oba l  g ross revenues i n  i ts p revi ous f i sca l  yea r.

New p ri va te  ri gh t  o f  act i on  fo r i nd i vi dua l s.

New p rovi si ons to  enab l e  the  crea t i on  o f  “codes o f  p ract i ce ” and  “ce rt i f i ca t i on  p rog ram s”.

New i nd i vi dua l  ri gh ts i nsp i red  by European  l aw: ri gh t  to  be  i n fo rm ed  o f  au tom ated  deci si on -m aki ng ,  ri gh t  to  d i sposa l  and  ri gh t  to  m ob i l i ty.

Re i n fo rced  accoun tab i l i ty ru l es:

New de f i n i t i on  o f  the  no t i on  o f  “con tro l ”.

New ob l i ga t i on  to  estab l i sh ,  i m p l em ent and  m ake  ava i l ab l e  a  p ri vacy m anagem ent p rog ram .

Cl a ri ty concern i ng  the  ro l e  and  responsi b i l i t i es o f  se rvi ce  p rovi de rs.

Re i n fo rced  consen t  requ i rem en ts,  i ncl ud i ng  g rea te r cl a ri ty concern i ng  the  no t i on  o f  va l i d  consen t .

Som e l ess st ri ngen t  ru l es:  new consen t  excep t i ons fo r de -i den t i f i ed  i n fo rm at i on ,  soci a l l y bene f i ci a l  pu rposes and  l eg i t i m a te  busi ness p ract i ces.
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Introduction

T he  federa l  governm ent ’s p roposa l  to  m odern i ze  the  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act (P IPEDA) –  a  l eg i sl a t i on  tha t  was
enacted  nearl y two  decades ago ,  i s as am b i t i ous as i t  i s cau t i ous i n  i ts a t tem pt to  m ean i ng fu l l y enhance  p ri vacy p ro tect i ons fo r i nd i vi dua l s.  T he
proposa l ,  wh i ch  wou l d  e ffect i ve l y rep l ace  PIPEDA’s p ri vacy p rovi si ons wi th  the  Consumer Pri vacy Pro tect i on  Act (CPPA),  a i m s to  opera t i ona l i ze  the
Canad i an  governm ent ’s Di g i ta l  Charte r as we l l  as past  p roposa l s to  st reng then  p ri vacy i n  the  d i g i ta l  age i n  o rde r to  address the  cha l l enges posed  by the
d i g i ta l  econom y and  new techno l og i es.  In  add i t i on ,  the  p roposa l  wou l d  enact  the  Persona l  In fo rmat i on  Da ta  Pro tect i on  Tri buna l  Act,  estab l i sh i ng  a  new
Persona l  In fo rm at i on  and  Da ta  Pro tect i on  T ri buna l  (T ri buna l ),  wh i ch  wou l d  have  the  ab i l i ty to  i m pose  si gn i f i can t  pena l t i es.  Fu rthe r,  the  m ost  se ri ous
vi o l a t i ons o f  the  CPPA cou l d  resu l t ,  upon  p rosecu t i on ,  i n  f i nes,  wh i ch  have  been  descri bed  as the  st rongest  am ong  G7  p ri vacy l aws,  i ncl ud i ng  the
European  Un i on ’s Genera l  Da ta  Pro tect i on  Regu l a t i on (GDPR) and  the  Cal i fo rn i a  Consumer Pri vacy Act  o f  2018 (CCPA).

Wh i l e  cl ea rl y i nsp i red  by si m i l a r i n i t i a t i ves i n  o the r coun tri es,  nam e l y the  EU’s GDPR and  Ca l i fo rn i a ’s CCPA, the  Canad i an  p roposa l  i s un i que  i n  i ts
approach  tha t ,  i n  m any i nstances,  i t  a ffo rds busi nesses wi th  g rea te r f l exi b i l i ty and  cl a ri ty re l a t i ve  to  the  p resen t  p ri vacy reg i m e ’s requ i rem en ts.  M ost
no tab l y,  i t  bo rrows d i rect l y f rom  past  gu i dance  and  deci si ons i ssued  by the  federa l  p ri vacy com m i ssi oner,  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f
Canada  (Com m i ssi oner),  and  p rovi des i nd i vi dua l s wi th  new ri gh ts tha t  a re  m ore  na rrowl y f ram ed  than  those  cu rren t l y found  under the  GDPR. In  th i s
sense ,  i t  bea rs no t i ng  tha t  Québec B i l l  64 ,  An Act  to  modern i ze  l eg i sl a t i ve  p rovi si ons as regards the  p ro tect i on  o f  pe rsona l  i n fo rmat i on –  a  recen t
p roposa l  tha t  seeks to  am endm ent Québec’s p rovi nci a l  p ri vacy reg i m e , i ncl ud i ng  the  Act respect i ng  the  p ro tect i on  o f  pe rsona l  i n fo rmat i on  i n  the  p ri va te
secto r –  i s consi de rab l y m ore  onerous than  the  CPPA, ra i si ng  a  num ber o f  cha l l enges f rom  an  i n te roperab i l i ty standpo i n t  fo r busi nesses opera t i ng  a t  a
na t i ona l  l eve l .  Fo r a  m ore  de ta i l ed  ana l ysi s o f  Québec B i l l  64 ’s p roposed  am endm ents,  p l ease  see  Proposed  amendments to  Québec p ri vacy l aw :
Impact  fo r busi nesses.

Wh i l e  these  p roposa l s a re  l i ke l y to  undergo  a  num ber o f  changes be fo re  becom i ng  l aw, these  d i scussi ons h i gh l i gh t  the  i m portance  o f  enhanci ng
consi stency am ong  d i ffe ren t  p ri vacy l aw reg i m es,  especi a l l y as Canada ’s adequacy sta tus under the  GDPR, wh i ch  a ffo rds Canad i an  busi nesses hand l i ng
persona l  da ta  tha t  i s sub j ect  to  the  GDPR wi th  a  com pet i t i ve  advan tage ,  i s cu rren t l y up  fo r revi ew. Fu rthe rm ore ,  we  can  expect  si m i l a r ta l ks o f  re fo rm
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concern i ng  the  A l be rta  Persona l  In fo rmat i on  Pro tect i on  Act (A l be rta  PIPA) and  the  Bri t i sh  Co l um b i a  Persona l  In fo rmat i on  Pro tect i on  Act (BC PIPA),
wh i ch ,  i n  add i t i on  to  the  Québec Pri va te  Secto r Act ,  a re  deem ed “substan t i a l l y si m i l a r” to  P IPEDA and  the re fo re  app l y i n  l i eu  the reo f  fo r i n t ra -
p rovi nci a l  p ri vacy m atte rs.

Enforcement

T he  CPPA wi l l  b ri ng  m a j o r changes to  the  federa l  p ri vacy en fo rcem ent reg i m e  and  crea te  si gn i f i can t  com p l i ance  ri sks fo r busi nesses.  M ost  no tab l y,  the
CPPA wi l l  g ran t  new o rde r-m aki ng  powers to  the  Com m i ssi oner,  and  enab l e  the  Com m i ssi oner to  m ake  recom m enda t i ons to  the  T ri buna l  fo r the
i m posi t i on  o f  pena l t i es o f  up  to  C$10 ,000 ,000  o r 3  pe r cen t  o f  the  o rgan i za t i on ’s g l oba l  g ross revenues,  wh i chever i s h i gher.  In  con trast ,  equ i va l en t
f i nes use  a  cap  o f  2  pe r cen t  under the  GDPR and  Québec B i l l  64 .  Fu rthe r,  the  m ost  eg reg i ous CPPA vi o l a t i ons wou l d  const i tu te  o ffences pun i shab l e ,
upon  p rosecu t i on ,  wi th  a  f i ne  up  to  C$25 ,000 ,000  o r 5  pe r cen t  o f  the  o rgan i za t i on ’s g l oba l  g ross revenues.  T h i s i s an  upper l i m i t  tha t  i s h i gher than
the  one  cu rren t l y p rovi ded  under e i the r the  GDPR o r Québec B i l l  64 ,  wh i ch  i s capped  a t  4  pe r cen t  (a l though  Québec B i l l  64  p rovi des fo r the  doub l i ng
o f  f i nes fo r subsequen t  o ffences).

Powers of the Commissioner

Curren t  powers m a i n ta i ned  –  i nvest i ga t i ons,  com p l i ance  ag reem ents and  aud i ts. As under the  cu rren t  reg i m e , the  CPPA p rovi des tha t  i nd i vi dua l s m ay
f i l e  com p l a i n ts o r the  Com m i ssi oner can  i n i t i a te  a  com p l a i n t  on  i ts own  i n i t i a t i ve  (s.  82  CPPA rep l aci ng  s.  11  PIPEDA).  T he  Com m i ssi oner m a i n ta i ns
the  fo l l owi ng  powers:

Carryi ng  ou t  i nvest i ga t i ons i n  respect  o f  a  com p l a i n t  (s.  83  CPPA rep l aci ng  s.  12  PIPEDA);

En te ri ng  i n to  com p l i ance  ag reem ents wi th  o rgan i za t i ons who  have  con travened  the  sta tu te  (s.  86  CPPA rep l aci ng  s.  17 .1  PIPEDA);  and

Conduct i ng  aud i ts regard i ng  an  o rgan i za t i on ’s com p l i ance  wi th  the  sta tu te  (s.  96  CPPA rep l aci ng  s.  18  PIPEDA).

New powers –  com p l i ance  o rde rs and  recom m enda t i ons o f  pena l t i es. T he  CPPA wi l l  g ran t  the  Com m i ssi oner new powers to  conduct  an  i nqu i ry a f te r
i nvest i ga t i ng  a  com p l a i n t  (s.  88 ) o r i n  respect  o f  the  non-com p l i ance  wi th  a  com p l i ance  ag reem ent (s.  89 ).  Fo l l owi ng  an  i nqu i ry,  the  Com m i ssi oner wi l l
have  to  render a  deci si on  and ,  i f  the  Com m i ssi oner f i nds tha t  o rgan i za t i on  has con travened  the  CPPA, i t  wi l l  be  ab l e  to  i ssue  a  com p l i ance  o rde r o r a
recom m enda t i on  tha t  the  T ri buna l  i m pose  a  pena l ty (s.  92 ).

Com p l i ance  o rde rs. T he  CPPA wou l d  g ran t  the  Com m i ssi oner si gn i f i can t  new powers to  o rde r o rgan i za t i ons to  do  the  fo l l owi ng :

Take  m easures to  com p l y wi th  the  sta tu te ;

Stop  do i ng  som eth i ng  tha t  i s i n  con traven t i on  o f  the  sta tu te ;

Com p l y wi th  a  com p l i ance  ag reem ent;  and

M ake  pub l i c any m easures to  co rrect  i ts po l i ci es,  p ract i ces o r p rocedures (s.  92 (2 )).

An  o rgan i za t i on  wi l l  be  ab l e  to  appea l  a  com p l i ance  o rde r to  the  T ri buna l ,  as d i scussed  be l ow. I f  i t  i s no t  appea l ed ,  i t  wi l l  be  en fo rceab l e  i n  the  sam e
m anner as an  o rde r o f  the  Federa l  Court  (s.  103).

Pena l ty recom m enda t i on . Un l i ke  p ri vacy regu l a to rs under o the r reg i m es (e .g . ,  the  GDPR and  Québec B i l l  64 ),  the  Com m i ssi oner wi l l  no t  have
powers to  d i rect l y i m pose  pena l t i es fo r CPPA vi o l a t i ons.  However,  the  Com m i ssi oner wi l l  have  powers to  m ake  a  recom m enda t i on  to  the  T ri buna l
tha t  i t  i m pose  a  f i ne  on  the  o rgan i za t i on  fo r vi o l a t i ng  the  CPPA’s key p rovi si ons (s.  93 ).

Monetary penalt ies imposed by the Tribunal

T he  CPPA wi l l  g ran t  the  T ri buna l  powers to  i m pose  a  pena l ty on  an  o rgan i za t i on  a f te r g i vi ng  the  o rgan i za t i on  and  the  Com m i ssi oner the  opportun i ty to
m ake  rep resen ta t i ons (s.  94 (1 )).  T he  T ri buna l  m ay re l y on  e i the r the  Com m i ssi oner’s f i nd i ngs o r i ts own  f i nd i ngs (s.  94 (2 )).  S i gn i f i can t l y,  o rgan i za t i ons
wi l l  have  a  de fence  o f  due  d i l i gence  (s.  94 (3 )).  T h i s i s a  no tab l e  d i st i nct i on  f rom  the  reg i m e  cu rren t l y p roposed  under Québec B i l l  64 ,  wh i ch  does no t
p rovi de  an  equ i va l en t  de fence .

T he  m axi m um  pena l ty fo r a l l  the  con traven t i ons i n  a  recom m enda t i on  taken  toge the r i s the  h i gher o f  C$10 ,000 ,000  and  3  pe r cen t  o f  the
o rgan i za t i on ’s g ross g l oba l  revenue  i n  i ts f i nanci a l  yea r be fo re  the  one  i n  wh i ch  the  pena l ty i s i m posed  (s.  94 (4 )).  T he  sta tu te  se ts ou t  the  facto rs tha t
the  T ri buna l  m ust  consi de r i n  de te rm i n i ng  the  am oun t o f  the  pena l ty (s.  95 (5 )).

Appeals to the Tribunal

T he  CPPA wi l l  a l so  g ran t  com p l a i nan ts and  o rgan i za t i ons a  ri gh t  to  appea l  be fo re  the  T ri buna l  (s.  100) any deci si on  i ssued  by the  Com m i ssi oner i n
wh i ch  i t  f i nds tha t  the  o rgan i za t i on  has con travened ,  o r no t ,  the  CPPA. T h i s wi l l  a l so  extend  to  any com p l i ance  o rde r i ssued  by the  Com m i ssi oner
aga i nst  the  o rgan i za t i on  and  any deci si on  i ssued  by the  Com m i ssi oner i n  wh i ch  i t  deci des no t  to  recom m end the  i m posi t i on  o f  a  pena l ty.

Offences

Certa i n  m ore  eg reg i ous conduct  cou l d  const i tu te  an  o ffence  l ead i ng  to  a  f i ne  o f  a  m axi m um  o f  the  h i gher o f  C$25 ,000 ,000  and  5  pe r cen t  o f  the
o rgan i za t i on ’s g ross g l oba l  revenue  i n  i ts p revi ous f i nanci a l  yea r (s.  125).  Such  as fo r o ffences p rovi ded  under sect i on  28  o f  P IPEDA, these  o ffences
wou l d  be  p rosecu ted  by the  At to rney Genera l  o f  Canada .
T he  fo l l owi ng  wi l l  const i tu te  an  o ffence  under sect i on  125  o f  the  CPPA:

Knowi ng l y con traven i ng  the  b reach  report i ng  and  no t i f i ca t i on  requ i rem en ts (s.  58 ),  i ncl ud i ng  reco rd -keep i ng  requ i rem en ts (s.  60 (1 ));

Knowi ng l y con traven i ng  the  requ i rem en t to  re ta i n  pe rsona l  i n fo rm at i on  tha t  i s sub j ect  to  an  access request  (s.  69 );

Knowi ng l y usi ng  de -i den t i f i ed  i n fo rm at i on  to  i den t i fy an  i nd i vi dua l  (s.  75 );

Knowi ng l y con traven i ng  a  com p l i ance  o rde r i ssued  by the  Com m i ssi oner;  and

Obstruct i ng  the  Com m i ssi oner i n  the  i nvest i ga t i on  o f  a  com p l a i n t ,  i n  conduct i ng  an  i nqu i ry o r i n  ca rryi ng  ou t  an  aud i t .

Private right of act ion
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T he  CPPA wi l l  i n t roduce  a  new p ri va te  ri gh t  o f  act i on  by wh i ch  an  i nd i vi dua l  a ffected  by a  CPPA con traven t i on  m ay b ri ng  a  cl a i m  aga i nst  the
o rgan i za t i on  fo r dam ages fo r l oss o r i n j u ry su ffe red  as a  resu l t  o f  the  con traven t i on ,  p rovi ded  tha t :

T he  Com m i ssi oner f i nds tha t  the  o rgan i za t i on  has con travened  the  CPPA and  the  f i nd i ng  m ay no  l onger be  appea l ed ,  e i the r because  the  t i m e  l i m i t
to  appea l  has exp i red  o r the  T ri buna l  has d i sm i ssed  a  p ri o r appea l ;  o r

T he  T ri buna l  f i nds tha t  the  o rgan i za t i on  has con travened  the  CPPA.

An  i nd i vi dua l  a ffected  by a  con traven t i on  o f  the  o ffences se t  ou t  i n  CPPA (e .g . ,  fa i l i ng  to  report  to  the  Com m i ssi oner,  m a i n ta i n  reco rds o r ce rta i n
i n fo rm at i on ;  pena l i zi ng  an  em p l oyee  fo r report i ng  a  CPPA con traven t i on ;  o r usi ng  de -i den t i f i ed  i n fo rm at i on  to  i den t i fy an  i nd i vi dua l ) m ay a l so  b ri ng  a
cl a i m  aga i nst  the  o rgan i za t i on .  In  each  case ,  a  l i m i ta t i on  pe ri od  o f  two  years a f te r the  da te  o f  the  Com m i ssi oner’s f i nd i ng ,  the  T ri buna l ’s deci si on  o r
convi ct i on  o f  a  CPPA o ffence  (as app l i cab l e ) app l i es.

By way o f  com pari son ,  Québec B i l l  64 ’s p ri va te  ri gh t  o f  act i on  i s b roader than  the  one  p roposed  under the  CPPA, as i t  does no t  requ i re  a  p ri o r f i nd i ng
o f  con traven t i on  to  the  CPPA o r a  convi ct i on  fo r an  o ffence  i n  o rde r to  b ri ng  a  cl a i m  fo r dam ages.  Ano the r i m portan t  d i st i nct i on  i s the  fact  tha t  Québec
Bi l l  64  g ran ts p l a i n t i f fs pun i t i ve  dam ages o f  a t  l east  C$1 ,000  fo r an  i n f ri ngem ent tha t  i s i n ten t i ona l  o r resu l ts f rom  a  g ross fau l t ,  m ean i ng  tha t  a
p l a i n t i f f  m ay no t  have  to  estab l i sh  the  exi stence  o f  com pensab l e  ha rm  under Québec B i l l  64 ’s p ri va te  ri gh t  o f  act i on .

Whist leblowing and ant i-reprisal provis ions

T he  CPPA wi l l  i ncl ude  a  wh i st l eb l owi ng  p rovi si on  tha t  i s the  sam e as the  p rovi si on  cu rren t l y i ncl uded  i n  P IPEDA (s.  123  CPPA rep l aci ng  s.  27  PIPEDA).
T he  Com m i ssi oner has used  i n fo rm at i on  rece i ved  under th i s p rovi si on  to  i n i t i a te  a  com p l a i n t  on  a t  l east  one  occasi on  (PIPEDA Case  Sum m ary #310).
S i m i l a rl y,  the  CPPA wi l l  i ncl ude  an  an t i -rep ri sa l  p rovi si on  tha t  i s the  sam e as the  p rovi si on  cu rren t l y i ncl uded  i n  P IPEDA (s.  124  CPPA rep l aci ng  s.  27 .1
PIPEDA).

Codes o f  p ract i ce  and  ce rt i f i ca t i on  p rog ram s

Sect i ons 76  and  77  o f  the  CPPA wi l l  b ri ng  i n  new p rovi si ons to  enab l e  the  crea t i on  o f  “codes o f  p ract i ce ” and  “ce rt i f i ca t i on  p rog ram s”,  a  m eans o f
encourag i ng  vo l un ta ry,  secto ra l  p ract i ces tha t  favour p ri vacy p ro tect i on .  S i m i l a r p rovi si ons a re  i ncl uded  i n  Art i cl es 40  to  43  o f  the  GDPR and  m ay
provi de  fo r g rea te r ce rta i n ty i n  the  app l i ca t i on  o f  the  CPPA.

T he  CPPA wi l l  a l l ow any o rgan i za t i on  and  o the r “en t i t i es” (whe the r o r no t  sub j ect  to  the  CPPA and  i ncl ud i ng  governm ent i nst i tu t i ons) to  seek the
Com m i ssi oner’s approva l  o f  codes o f  p ract i ce  and  ce rt i f i ca t i on  p rog ram s. Organ i za t i ons m ay choose  to  vo l un ta ri l y com p l y and  m a i n ta i n  ce rt i f i ca t i on  as
a  busi ness m easure .  Do i ng  so  wi l l  no t  necessari l y be  p roo f  o f  com p l i ance  wi th  the  CPPA, though  the  Com m i ssi oner has d i scre t i on  to  decl i ne  to
i nvest i ga te  ce rt i f i ed  o rgan i za t i ons (s.  83 (1 )(d )) and  i s p roh i b i ted  f rom  recom m end i ng  tha t  a  pena l ty be  i m posed  aga i nst  an  o rgan i za t i on  “i f  the
Com m i ssi oner i s o f  the  op i n i on  tha t ,  a t  the  t i m e  o f  the  con traven t i on  o f  the  p rovi si on  i n  quest i on ,  the  o rgan i za t i on  was i n  com p l i ance  wi th  the
requ i rem en ts o f  [an  approved ]  ce rt i f i ca t i on  p rog ram  (s.  93 (3 ))”.

Accountability

In  sect i ons 7  th rough  11 ,  the  CPPA cod i f i es and  e l abora tes on  the  Pri nci p l e  o f  Accoun tab i l i ty cu rren t l y a rt i cu l a ted  i n  Schedu l e  1  o f  P IPEDA. Wh i l e  the
changes to  cu rren t  requ i rem en ts appear re l a t i ve l y l i m i ted ,  som e no tab l e  add i t i ons under the  CPPA wi l l  l i ke l y enhance  the  cl a ri ty o f  those  requ i rem en ts
fo r busi nesses.

In  l i gh t  o f  Québec B i l l  64 ,  i t  i s no tab l e  tha t  the  CPPA i s si l en t  abou t  the  ob l i ga t i on  to  conduct  a  p ri vacy i m pact  assessm ent i n  ce rta i n  ci rcum stances
and  a  “p ri vacy by desi gn ” requ i rem en t,  bo th  o f  wh i ch  appear to  p l ay an  i m portan t  ro l e  under the  p roposed  Québec p ri vacy reg i m e .

Notion of control

As under PIPEDA, the  CPPA con t i nues to  p rovi de  tha t  an  o rgan i za t i on  i s accoun tab l e  fo r pe rsona l  i n fo rm at i on  tha t  i s under i ts con tro l  (s.  7 (1 ) CPPA
rep l aci ng  Pri nci p l e  4 .1  PIPEDA).  However,  the  CPPA wi l l  go  fu rthe r by de f i n i ng  the  no t i on  o f  “con tro l ”,  sta t i ng  tha t  pe rsona l  i n fo rm at i on  “i s under the
con tro l  o f  the  o rgan i za t i on  tha t  deci des to  co l l ect  i t  and  tha t  de te rm i nes the  pu rposes fo r i ts co l l ect i on ,  use  o r d i scl osu re ” (s.  7 (2 ) CPPA).  L i ke  PIPEDA,
the  CPPA re i te ra tes tha t  con tro l  rests wi th  the  o rgan i za t i on  even  when  the  i n fo rm at i on  has been  t ransfe rred  to  a  se rvi ce  p rovi de r (s.  7 (2 ) CPPA rep l aci ng
Pri nci p l e  4 .1 .3  PIPEDA).  S i m i l a rl y to  the  GDPR, the  CPPA d i st i ngu i shes the  ob l i ga t i ons app l i cab l e  to  o rgan i za t i ons i n  con tro l  and  se rvi ce  p rovi de rs,
the  l a t te r no t  be i ng  sub j ect  to  Part  I  o f  the  B i l l  excep t  fo r sect i on  57  (securi ty sa feguards) and  sect i on  61  (no t i f i ca t i on  to  custom er i n  case  o f  a  b reach).

Role of the privacy officer

T he  CPPA a l so  echoes the  PIPEDA requ i rem en t tha t  an  o rgan i za t i on  m ust  desi gna te  an  i nd i vi dua l  “to  be  responsi b l e  fo r m a tte rs re l a ted  to  i ts
ob l i ga t i ons” under the  CPPA (s.  8  CPPA rep l aci ng  Pri nci p l e  4 .1 .1  PIPEDA) and  p rovi de  the  desi gna ted  i nd i vi dua l ’s busi ness con tact  i n fo rm at i on  to  any
person  who  requests i t  (s.  8  CPPA rep l aci ng  Pri nci p l e  4 .1 .2  PIPEDA).  Un l i ke  Québec B i l l  64 ,  wh i ch  a t t ri bu tes th i s ro l e  to  “the  pe rson  exe rci si ng  the
h i ghest  au tho ri ty” wi th i n  the  o rgan i za t i on  (i .e . ,  the  CEO) by de fau l t ,  the  CPPA does no t  speci fy who  wi th i n  the  o rgan i za t i on  m ust  fu l f i l l  th i s ro l e .

Privacy management program

CPPA wi l l  requ i re  each  o rgan i za t i on  to  i m p l em ent a  “p ri vacy m anagem ent p rog ram ” tha t  i ncl udes (bu t  p resum ab l y i s no t  l i m i ted  to ) the  po l i ci es,
p ract i ces,  and  p rocedures the  o rgan i za t i on  i m p l em ents to  fu l f i l  i ts CPPA ob l i ga t i ons.  T he  requ i red  sub j ect  m a tte r o f  these  po l i ci es i s genera l l y the
sam e as under PIPEDA: they m ust  address the  p ro tect i on  o f  pe rsona l  i n fo rm at i on ,  the  hand l i ng  o f  i nqu i ri es and  com p l a i n ts,  the  t ra i n i ng  o f  sta ff  on
po l i ci es and  p rocedures,  and  the  deve l opm ent o f  m a te ri a l s to  exp l a i n  the  po l i ci es and  p rocedures (s.  9  CPPA rep l aci ng  Pri nci p l e  4 .1 .4  PIPEDA).
No tab l y,  the  CPPA wi l l  i n t roduce  a  new requ i rem en t tha t  an  o rgan i za t i on ,  when  deve l op i ng  i ts p ri vacy m anagem ent p rog ram , consi de r the  vo l um e and
sensi t i vi ty o f  the  pe rsona l  i n fo rm at i on  under i ts con tro l  (s.  9 (2 ) CPPA).  T h i s i s l i ke l y i n tended  to  re i n fo rce  the  Com m i ssi oner’s l ongstand i ng  m essage
tha t  o rgan i za t i ons’ po l i ci es and  sa feguards need  to  be  reasonab l e  havi ng  regard  to  the  types o f  i n fo rm at i on  they hand l e .

T he  CPPA wi l l  a l so  requ i re  an  o rgan i za t i on  m ust  g i ve  the  Com m i ssi oner access to  i ts po l i ci es and  p rocedures upon  request  (s.  10  CPPA).  A l though
PIPEDA does no t  con ta i n  an  equ i va l en t  requ i rem en t,  o rgan i za t i ons have  genera l l y p rovi ded  such  m ate ri a l s to  the  Com m i ssi oner i n  any even t ,
the re fo re ,  th i s p rovi si on  l i ke l y changes l i t t l e  as a  p ract i ca l  m a tte r.

Un l i ke  Québec B i l l  64 ,  wh i ch  requ i res o rgan i za t i ons to  pub l i sh  equ i va l en t  i n te rna l  po l i ci es and  p rocedures on  i ts websi te  o r,  i f  the  o rgan i za t i on  does
no t  have  a  websi te ,  by any o the r approp ri a te  m eans,  CPPA does no t  appear to  i m pose  a  si m i l a r requ i rem en t wi th  respect  to  i ts p ri vacy m anagem ent
p rog ram .
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Record of purposes

Add i t i ona l l y,  sect i on  12 (3 ) o f  the  CPPA wi l l  requ i re  an  o rgan i za t i on  to  i den t i fy and  reco rd  each  o f  the  pu rposes fo r wh i ch  i t  co l l ects,  uses,  o r d i scl oses
any pe rsona l  i n fo rm at i on ,  and  tha t  i t  do  so  a t  o r be fo re  the  t i m e  o f  co l l ect i on .  In  th i s respect ,  the  CPPA appears to  go  beyond  PIPEDA, wh i ch  requ i res
tha t  o rgan i za t i ons docum ent on l y the  pu rposes o f  co l l ect i on  (Pri nci p l e  4 .2 .1  PIPEDA).

Consent

Whi l e  the  no t i on  o f  consen t  has on l y been  sl i gh t l y upda ted  under the  CPPA, the  p roposa l  p rom i ses to  i n t roduce  new consen t  excep t i on  fo r a  co l l ect i on
o r use  o f  pe rsona l  i n fo rm at i on  fo r va ri ous types o f  busi ness act i vi t i es (see  sect i on  “Leg i t i m a te  busi ness act i vi ty” be l ow fo r de ta i l s).  T he  i n ten t  beh i nd
th i s new consen t  excep t i on  appears to  be  to  enhance  the  m ean i ng fu l ness o f  the  no t i on  o f  consen t  by reduci ng  the  num ber o f  si tua t i ons i n  wh i ch  i t  m ust
be  sough t ,  the reby m i t i ga t i ng  the  ri sk o f  “consen t  fa t i gue ”.

I t  bea rs no t i ng  tha t ,  un l i ke  Québec B i l l  64 ,  the  CPPA does no t  d i rect l y address requ i rem en ts pe rta i n i ng  to  the  hand l i ng  o f  a  ch i l d ren  da ta .

T h i s sect i on  sum m ari zes the  PIPEDA consen t  requ i rem en ts tha t  rem a i n  unchanged  o r tha t  were  sl i gh t l y upda ted  under the  CPPA, and  d i scusses the  new
consen t  excep t i ons i n t roduced  by the  CPPA.

Updated PIPEDA consent requirements

Pri nci p l e  4 .3  o f  Schedu l e  1  o f  P IPEDA i s rep l aced  by sect i on  15  o f  the  CPPA wh i ch  p rovi des,  si m i l a rl y to  P IPEDA, tha t  an  o rgan i za t i on  m ust  ob ta i n  an
i nd i vi dua l ’s va l i d  consen t  fo r the  co l l ect i on ,  use  o r d i scl osu re  o f  the  i nd i vi dua l ’s pe rsona l  i n fo rm at i on  un l ess o the rwi se  p rovi ded  by the  l aw (s.  15 (1 )).  I t
a l so  p rovi des tha t  the  i nd i vi dua l ’s consen t  m ust  be  ob ta i ned  a t  o r be fo re  the  t i m e  o f  the  co l l ect i on  o f  pe rsona l  i n fo rm at i on  o r,  i f  the  i n fo rm at i on  i s to
be  used  o r d i scl osed  fo r a  new purpose ,  be fo re  the  i n fo rm at i on  i s used  o r d i scl osed  fo r th i s new purpose  (s.  15  (2 )).

Fo rm  o f  consen t . T he  fo rm  o f  consen t  rem a i ns unchanged  under the  CPPA, as i t  m ust  be  exp ressl y ob ta i ned ,  un l ess the  o rgan i za t i on  estab l i shes tha t  i t
i s approp ri a te  to  re l y on  an  i nd i vi dua l ’s i m p l i ed  consen t ,  taki ng  i n to  accoun t  the  reasonab l e  expecta t i ons o f  the  i nd i vi dua l  and  the  sensi t i vi ty o f  the
persona l  i n fo rm at i on  (s.  15  (4 ) rep l aci ng  Pri nci p l es 4 .3 .4 ,  4 .3 .5  and  4 .3 .6  PIPEDA).

Va l i d  consen t . Fo r consen t  to  be  va l i d ,  the  CPPA, i nsp i red  by the  recen t l y pub l i shed  Gu i de l i nes fo r ob ta i n i ng  m ean i ng fu l  consen t,  requ i res an
organ i za t i on  to  p rovi de  the  i nd i vi dua l  wi th  ce rta i n  i n fo rm at i on  i n  “p l a i n  l anguage”.  T he  i n fo rm at i on  to  be  p rovi ded  seem s to  be  a l i gned  wi th  tha t
typ i ca l l y i ncl uded  i n  a  p ri vacy no t i ce :

T he  speci f i c type  o f  pe rsona l  i n fo rm at i on  co l l ected ,  used  o r d i scl osed ;

T he  pu rposes fo r the  co l l ect i on ,  use  o r d i scl osu re ;

T he  way i n  wh i ch  the  i n fo rm at i on  i s co l l ected ,  used  o r d i scl osed ;

Any reasonab l y fo reseeab l e  consequences o f  the  co l l ect i on ,  use  o r d i scl osu re ;  and

T he  nam es o f  any th i rd  pa rt i es o r types o f  th i rd  pa rt i es to  wh i ch  the  o rgan i za t i on  m ay d i scl ose  the  pe rsona l  i n fo rm at i on  (s.  15  (3 ) CPPA rep l aci ng
Pri nci p l e  4 .3 .2  and  sect i on  6 .1  PIPEDA).

I t  shou l d  be  no ted  tha t  th i s l ast  requ i rem en t (i .e . ,  d i scl osi ng  the  nam es o f  th i rd  pa rt i es) does no t  app l y to  se rvi ce  p rovi de rs si nce  the  CPPA sta tes tha t  a
t ransfe r to  a  se rvi ce  p rovi de r can  take  p l ace  wi thou t  the  knowl edge  o r consen t  o f  i nd i vi dua l s (s.  19 ).

L i m i t i ng  co l l ect i on  and  wi thd rawi ng  consen t . Othe r P IPEDA consen t  requ i rem en ts rem a i n  unchanged .  T h i s i ncl udes the  requ i rem en t to  on l y co l l ect
i n fo rm at i on  requ i red  to  p rovi de  the  p roduct  o r se rvi ce  (s.  15 (5 ) CPPA rep l aci ng  Pri nci p l e  4 .3 .3  PIPEDA);  the  requ i rem en t no t  to  use  decep t i ve  o r
m i sl ead i ng  p ract i ces to  ob ta i n  consen t  (s.  16  CPPA rep l aci ng  Pri nci p l e  4 .4 .2  PIPEDA);  and  requ i rem en ts re l a t i ng  to  the  wi thd rawa l  o f  consen t  (s.  17 (1 )
and  (2 ) CPPA rep l aci ng  Pri nci p l e  4 .3 .8  PIPEDA).

New consent exceptions

M any o f  the  PIPEDA consen t  excep t i ons rem a i n  i n  the  CPPA. T h i s i ncl udes the  em p l oym ent re l a t i onsh i p  consen t  excep t i on  (s.  24  CPPA rep l aci ng  s.  7 .3
PIPEDA),  the  work p roduct  consen t  excep t i on  (s.  23  CPPA rep l aci ng  s.  7 (1 )(b .2 ) P IPEDA) and  the  busi ness t ransact i on  consen t  excep t i on  (s.   22 (1 ) CPPA
rep l aci ng  s.  7 .2 (1 ) P IPEDA),  a l though  the re  i s a  new requ i rem en t tha t  the  i n fo rm at i on  be  de -i den t i f i ed  be fo re  i t  i s used  o r d i scl osed  un t i l  the
transact i on  i s com p l e ted  (s.  22 (1 )(a )).  I t  i s uncl ea r whe the r th i s l ast  requ i rem en t i s rea l i st i c i n  a l l  ci rcum stances (e .g . ,  i n  som e si tua t i ons,  the  pu rchaser
m ay wi sh  to  va l i da te  the  i den t i ty o f  ce rta i n  key em p l oyees be fo re  deci d i ng  to  com p l e te  the  t ransact i on ).  I t  i s a l so  uncl ea r how the  busi ness t ransact i on
excep t i on  wi l l  i n te ract  wi th  the  new CPPA consen t  excep t i on  p rovi ded  when  an  o rgan i za t i on  i s ca rryi ng  a  due  d i l i gence  exe rci se  to  p reven t  o r reduce
i ts com m erci a l  ri sk (s.  18 (2 )(b )).

T he  CPPA p rovi des fo r the  fo l l owi ng  new consen t  excep t i ons:

Leg i t i m a te  busi ness act i vi ty. T he  CPPA p rovi des a  new consen t  excep t i on  fo r a  co l l ect i on  o r use  o f  pe rsona l  i n fo rm at i on  i f :

I t  fa l l s wi th i n  the  l i st  o f  busi ness act i vi t i es de ta i l ed  be l ow;

A reasonab l e  pe rson  wou l d  expect  such  a  co l l ect i on  o r use  fo r the  busi ness act i vi ty;  and

T he  pe rsona l  i n fo rm at i on  i s no t  co l l ected  o r used  fo r the  pu rpose  o f  i n f l uenci ng  the  i nd i vi dua l ’s behavi ou r o r deci si ons (s.  18 (1 )).

T he  l i st  o f  busi ness act i vi t i es covered  by th i s consen t  excep t i on  a re  act i vi t i es:

Necessary to  p rovi de  o r de l i ve r a  p roduct  o r se rvi ce  tha t  the  i nd i vi dua l  has requested  f rom  the  o rgan i za t i on ;

Carri ed  ou t  i n  the  exe rci se  o f  due  d i l i gence  to  p reven t  o r reduce  the  o rgan i za t i on ’s com m erci a l  ri sk;

Necessary fo r the  o rgan i za t i on ’s i n fo rm at i on ,  system  o r ne twork securi ty;

Necessary fo r the  sa fe ty o f  a  p roduct  o r se rvi ce  tha t  the  o rgan i za t i on  p rovi des o r de l i ve rs;

In  the  course  o f  wh i ch  ob ta i n i ng  the  i nd i vi dua l ’s consen t  wou l d  be  i m pract i cab l e  because  the  o rgan i za t i on  does no t  have  a  d i rect  re l a t i onsh i p  wi th
the  i nd i vi dua l ;  o r

Any o the r p rescri bed  act i vi ty (s.  18 (2 )).
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Soci a l l y bene f i ci a l  pu rposes. T he  CPPA i n troduces a  new excep t i on  fo r d i scl osi ng  pe rsona l  i n fo rm at i on  tha t  has been  de -i den t i f i ed  wi thou t  consen t  fo r
a  soci a l l y bene f i ci a l  pu rpose  to  a  governm ent i nst i tu t i on  (o r pa rt  o f  a  governm ent i nst i tu t i on  i n  Canada),  a  hea l th  ca re  i nst i tu t i on ,  post-secondary
educa t i ona l  i nst i tu t i on  o r pub l i c l i b ra ry i n  Canada  o r to  any o rgan i za t i on  tha t  i s m anda ted ,  under a  federa l  o r p rovi nci a l  l aw o r by con tract  wi th  a
governm ent i nst i tu t i on  o r pa rt  o f  a  governm ent i nst i tu t i on  i n  Canada  (s.  39 (1 )).  T he  no t i on  o f  “soci a l l y bene f i ci a l  pu rpose” i s de f i ned  i n  the  CPPA as a
purpose  re l a ted  to  hea l th ,  the  p rovi si on  o r i m provem ent o f  pub l i c am en i t i es o r i n f rastructu re ,  the  p ro tect i on  o f  the  envi ronm ent o r any o the r p rescri bed
purpose  (s.  39 (2 )).

Research  and  sta t i st i cs. T he  CPPA a l so  p rovi des new consen t  excep t i ons fo r the  use  o f  de -i den t i f i ed  pe rsona l  i n fo rm at i on  (s.  20 ) as we l l  as fo r the
o rgan i za t i on ’s i n te rna l  research  and  deve l opm ent pu rposes upon  the  i n fo rm at i on  be i ng  de -i den t i f i ed  (s.  21 ),  as fu rthe r d i scussed  i n  the  sect i on  be l ow
en t i t l ed  “Research  and  ana l yt i cs. ”

Reasonableness test (appropriate purpose)

PIPEDA i ncl udes a  ca tcha l l  reasonab l eness test  (i .e . ,  the  “reasonab l e  pe rson” test),  wh i ch  d i cta tes the  l i m i ts o f  i ts app l i ca t i on  and  wh i ch  m ay app l y
even  i f  consen t  was ob ta i ned  f rom  i nd i vi dua l s.  T he  CPPA i ncl udes th i s sam e requ i rem en t under wh i ch  an  o rgan i za t i on  m ay co l l ect ,  use  o r d i scl ose
persona l  i n fo rm at i on  on l y  fo r  pu rposes  tha t   a   reasonab l e  pe rson  wou l d  consi de r approp ri a te  i n  the  ci rcum stances (s.  12 (1 ) CPPA rep l aci ng  s.  5 (3 )
PIPEDA).

T he  CPPA p rovi des the  facto rs tha t  m ust  be  taken  i n to  accoun t  i n  de te rm i n i ng  whe the r the  pu rposes a re  appropri a te .  T hese  facto rs a re  l a rge l y the  sam e
as the  those  e l abora ted  i n  the  Turner v.  Te l us Commun i ca t i ons Inc. deci si on  i n  wh i ch  the  Federa l  Court ,  and  subsequen t l y a ff i rm ed  by the  Federa l  Court
o f  Appea l ,  se t  ou t  the  facto rs fo r eva l ua t i ng  whe the r an  o rgan i za t i on ’s pu rpose  was i n  com p l i ance  wi th  subsect i on  5 (3 ).  T hese  facto rs a re :

T he  sensi t i vi ty o f  the  pe rsona l  i n fo rm at i on ;

Whethe r the  pu rposes rep resen t  l eg i t i m a te  busi ness needs o f  the  o rgan i za t i on ;

T he  e ffect i veness o f  the  co l l ect i on ,  use  o r d i scl osu re  i n  m ee t i ng  the   o rgan i za t i on ’s l eg i t i m a te  busi ness needs;

Whethe r the re  a re  l ess i n t rusi ve  m eans o f  ach i evi ng  those  pu rposes a t  a  com parab l e  cost  and  wi th  com parab l e  bene f i ts;  and

Whether the  i nd i vi dua l ’s l oss o f  p ri vacy i s p roport i ona te  to  the  bene f i ts i n  l i gh t  o f  any m easures,  techn i ca l  o r o the rwi se ,  i m p l em ented  by the
organ i za t i on  to  m i t i ga te  the  i m pacts o f  the  l oss o f  p ri vacy on  the  i nd i vi dua l  (s.  12 (2 ) CPPA).

S i nce  the  word i ng  o f  the  new p rovi si on  i s si m i l a r to  the  one  used  under PIPEDA, the  Gui dance  on  i nappropri a te  da ta  p ract i ces:  In te rp re ta t i on  and
app l i ca t i on  o f  subsect i on  5 (3 ) docum ent pub l i shed  by the  Com m i ssi oner i n  M ay 2018  m ay st i l l  be  re l evan t .

Individual rights

Si m i l a rl y to  P IPEDA, the  CPPA wi l l  g ran t  i nd i vi dua l s the  ri gh t  to  access and  am end  (co rrect) the i r pe rsona l  i n fo rm at i on .  I t  wi l l  a l so  crea te  a  new ri gh t  to
have  pe rsona l  i n fo rm at i on  d i sposed  (de l e ted ) and  to  have  i t  m oved  f rom  one  o rgan i za t i on  to  the  o the r under l i m i ted  ci rcum stances.

Right to access and amend

T he  ri gh ts to  access and  am end  pe rsona l  i n fo rm at i on  a re  de ta i l ed  i n  sect i ons 63  to  71  o f  the  CPPA.

Overa l l ,  the  CPPA wi l l  no t  m od i fy the  p revi ous reg i m e  (sect i ons 8  and  9  and  Pri nci p l e  4 .9  PIPEDA).

Di scl osu res to  th i rd  pa rt i es. As under PIPEDA, upon  a  wri t ten  request  f rom  an  i nd i vi dua l ,  an  o rgan i za t i on  wi l l  be  requ i red  to  i n fo rm  h i m /her whe the r i t
ho l ds any pe rsona l  i n fo rm at i on  abou t  h i m /he r,  how i t  used  i t  and ,  when  i t  had  d i scl osed  such  i n fo rm at i on ,  p rovi de  the  nam e o f  the  th i rd  pa rt i es o r types
o f  th i rd  pa rt i es to  whom  the  d i scl osu re  was m ade  (i ncl ud i ng  when  such  d i scl osu re  was m ade  wi thou t  consen t).  We no te  tha t  the  CPPA does no t  p rovi de
an  excep t i on  to  th i s l ast  requ i rem en t,  whereas under PIPEDA, an  o rgan i za t i on  m ay,  when  i t  i s no t  possi b l e  to  p rovi de  an  accu ra te  l i st  o f  th i rd  pa rt i es,
p rovi de  a  l i st  o f  o rgan i za t i ons to  wh i ch  i t  m ay have  d i scl osed  such  pe rsona l  i n fo rm at i on  (sect i on  63 (1 ) and  (2 ) CPPA rep l aci ng  Pri nci p l e  4 .9 .3  PIPEDA).

Am endm ent and  reco rd  o f  d i sag reem ent. Once  an  i nd i vi dua l  i s g ran ted  access to  the i r pe rsona l  i n fo rm at i on ,  i f  they dem onstra te  tha t  the i r pe rsona l
i n fo rm at i on  i s i naccura te ,  ou tda ted  o r i ncom p l e te ,  the  CPPA m a i n ta i ns PIPEDA requ i rem en t to  am end  such  i n fo rm at i on  and  to  i n fo rm  any th i rd  pa rty
tha t  has access to  such  i n fo rm at i on  abou t  the  am endm ent.  I f  the  o rgan i za t i on  d i sag rees wi th  the  requested  am endm ents,  i t  m ust  keep  a  reco rd  o f  the
d i sagreem ent and  i n fo rm  th i rd  pa rt i es abou t  such  d i sag reem ent (sect i on  71  and  71 (3 ) CPPA rep l aci ng  Pri nci p l es 4 .9 .5  and  4 .9 .6  PIPEDA).

Re ten t i on  o f  i n fo rm at i on  used  fo r deci si on -m aki ng .  As under PIPEDA, the  CPPA wi l l  requ i re  the  o rgan i za t i on  to  re ta i n  the  i n fo rm at i on  fo r a  su ff i ci en t
pe ri od  o f  t i m e  to  pe rm i t  the  i nd i vi dua l  to  m ake  a  request  to  access o r am end  h i s/he r pe rsona l  i n fo rm at i on  (s.  69  CPPA rep l aci ng  s.  8 (8 ) P IPEDA) o r to
be  i n fo rm ed  abou t  au tom ated  deci si on -m aki ng  (see  be l ow).  T h i s re ten t i on  pe ri od  wi l l  be  se t  a t  si x m on ths f rom  the  da te  o f  the  re fusa l  to  g ran t  the
request  (o r fa i l u re  to  respond  to  such  request),  bu t  the  Com m i ssi oner can  deci de  to  extend  th i s pe ri od  (s.  54  and  82 (3 ) CPPA).

Right to be informed of automated decis ion-making systems

T he  CPPA wi l l  g ran t  i nd i vi dua l s,  a t  sect i on  63 (3 ),  a  new ri gh t  to  rece i ve  an  exp l ana t i on  abou t  the  use  o f  an  au tom ated  deci si on  system  to  m ake  a
p red i ct i on ,  recom m enda t i on  o r deci si on  abou t  them  and  o f  how persona l  i n fo rm at i on  was used  to  tha t  e ffect .  Con tra ry to  Québec B i l l  64  and  the  GDPR
however,  the  CPPA wi l l  no t  g ran t  i nd i vi dua l s wi th  the  ri gh t  to  ob j ect  to  such  use  o r to  have  the  deci si on  revi ewed  by an  em p l oyee  o f  the  o rgan i za t i on
(fo r m ore  i n fo rm at i on  on  the  CPPA’s p rovi si ons regard i ng  au tom ated  deci si on -m aki ng  system s, see  sect i on  en t i t l ed  “Research  and  ana l yt i cs” above).

Right to disposal

Sect i on  55  o f  the  CPPA wi l l  crea te  a  cl ea r ri gh t  fo r i nd i vi dua l s to  have  the i r pe rsona l  i n fo rm at i on  d i sposed  (i .e . ,  pe rm anen t l y and  i rreve rsi b l y de l e ted )
by an  o rgan i za t i on  i n  con tro l  upon  request .  T h i s ri gh t  app l i es to  any pe rsona l  i n fo rm at i on  co l l ected  f rom  the  i nd i vi dua l  (i .e . ,  no t  f rom  th i rd  pa rt i es).
Grounds fo r re fusi ng  such  d i sposa l ,  wh i ch  wi l l  have  to  be  de ta i l ed  by the  o rgan i za t i on  i n  i ts wri t ten  response  to  the  request i ng  i nd i vi dua l ,  wi l l  be
l i m i ted  to  si tua t i ons where  i t  wou l d  resu l t  i n  d i sposi ng  o f  i n fo rm at i on  abou t  ano the r i nd i vi dua l  o r where  federa l ,  p rovi nci a l  o r con tractua l  requ i rem en ts
wou l d  p reven t  the  o rgan i za t i on  f rom  do i ng  so .  In  si tua t i ons where  the  o rgan i za t i on  has t ransfe rred  the  i n fo rm at i on  to  a  se rvi ce  p rovi de r,  i t  wi l l  be
requ i red  to  i n fo rm  i t  o f  the  d i sposa l  request  and  ob ta i n  a  wri t ten  con f i rm a t i on  f rom  such  p rovi de r tha t  i t  has a l so  d i sposed  o f  the  i n fo rm at i on .

ttps://www.canlii.org/en/ca/fct/doc/2005/2005fc1601/2005fc1601.htm
ttps://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gd_53_201805


I t  i s worth  no t i ng  tha t  th i s ri gh t  to  d i sposa l  does no t  appear to  encom pass a  ri gh t  to  de -i ndexa t i on  o r ri gh t  to  be  fo rgo t ten ,  con tra ry to  Québec B i l l  64
and  the  GDPR.

Right to mobility

T he  CPPA i nnova tes a t  sect i on  72  by crea t i ng  a  l i m i ted  ri gh t  to  da ta  po rtab i l i ty,  wh i ch  wi l l  a l l ow i nd i vi dua l s to  request  f rom  an  o rgan i za t i on  i n  con tro l
tha t  the i r pe rsona l  i n fo rm at i on  be  d i scl osed  to  ano the r o rgan i za t i on  (s)he  desi gna tes i f  bo th  o rgan i za t i ons a re  sub j ect  to  a  “da ta  m ob i l i ty f ram ework”
p rovi ded  under the  regu l a t i ons.  T h i s ri gh t  wi l l  on l y app l y to  pe rsona l  i n fo rm at i on  co l l ected  f rom  i nd i vi dua l s (i .e . ,  no t  f rom  th i rd  pa rt i es).  T he  da ta
m ob i l i ty f ram eworks to  be  crea ted  th rough  regu l a t i on  wi l l  have  to  i ncl ude  sa feguards fo r the  secure  d i scl osu re  o f  i n fo rm at i on  and  pa ram ete rs fo r the
techn i ca l  m eans fo r ensuri ng  i n te roperab i l i ty (s.  120).  T hey wi l l  a l so  have  to  speci fy the  o rgan i za t i ons sub j ect  to  the  f ram ework,  wh i ch  wi l l  l i ke l y be l ong
to  speci f i c i ndustry secto rs such  as open  banki ng  o r te l ecom m un i ca t i ons.  Here  aga i n ,  the  CPPA wi l l  be  m ore  l i m i ted  i n  scope  than  Québec B i l l  64  and
the  GDPR, as i t  re f ra i ns f rom  open i ng  the  door to  genera l  po rtab i l i ty requests a i m ed  a t  o rgan i za t i ons tha t  m ay no t  be  i nvo l ved  i n  any i n te roperab i l i ty
schem e o r sub j ect  to  speci f i c com pet i t i on  requ i rem en ts.

Research and analytics

T he  CPPA wi l l  i n t roduce  a  de f i n i t i on  o f  “de -i den t i f i ed ” i n fo rm at i on ,  wh i ch  a l be i t  no t  exp ressl y excl uded  f rom  the  scope  o f  “pe rsona l  i n fo rm at i on ”,
m ean i ng  tha t  i t  m ay st i l l  be  sub j ect  to  Canad i an  p ri vacy l aw requ i rem en ts,  wi l l  a l l ow o rgan i za t i ons to  bene f i t  f rom  g rea te r f l exi b i l i ty wi th  respect  to
p rocessi ng  such  de -i den t i f i ed  i n fo rm at i on ,  i ncl ud i ng  fo r i n te rna l  research  and  deve l opm ent pu rposes.  Fu rthe rm ore ,  the  CPPA wi l l  a l so  i ncl ude
provi si ons concern i ng  the  use  o f  “au tom ated  deci si on  system s”,  wh i ch  a i m  to  enhance  t ransparency.

De-identificat ion

T he  CPPA wi l l  take  an  approach  to  anonym i za t i on  and  de -i den t i f i ca t i on  tha t  d i ffe rs bo th  f rom  i ts p redecessor,  P IPEDA (wh i ch  does no t  m en t i on  de -
i den t i f i ca t i on  and  m akes on l y passi ng  re fe rence  to  anonym i za t i on  as an  a l te rna t i ve  to  destruct i on ),  and  the  new Québec B i l l  64 ,  wh i ch  i n t roduces a
cl ea r separa t i on  be tween  de -i den t i f i ed  i n fo rm at i on  and  anonym i zed  i n fo rm at i on .  Under the  CPPA, to  “de -i den t i fy” m eans,  “to  m od i fy pe rsona l
i n fo rm at i on  — o r crea te  i n fo rm at i on  f rom  persona l  i n fo rm at i on  — by usi ng  techn i ca l  p rocesses to  ensure  tha t  the  i n fo rm at i on  does no t  i den t i fy an
i nd i vi dua l  o r cou l d  no t  be  used  i n  reasonab l y fo reseeab l e  ci rcum stances,  a l one  o r i n  com b i na t i on  wi th  o the r i n fo rm at i on ,  to  i den t i fy an  i nd i vi dua l ” (s.
2 ).  Anonym i za t i on  wi l l  fa l l  wi th i n  th i s de f i n i t i on ,  crea t i ng  i n fo rm at i on  tha t  does no t  i den t i fy an  i nd i vi dua l  f rom  persona l  i n fo rm at i on .  However,  i t
appears tha t  the  de f i n i t i on  wi l l  a l so  a l l ow fo r l ess ri go rous fo rm s o f  de -i den t i f i ca t i on ,  wh i ch  m i gh t  i ncl ude  such  techn i ques as pseudonym i za t i on ,
token i za t i on  o r cryp tog raph i c hash i ng ,  p rovi ded  those  l esse r va ri e t i es o f  de -i den t i f i ca t i on  cou l d  no t  be  used  to  re -i den t i fy an  i nd i vi dua l  i n  reasonab l y
fo reseeab l e  ci rcum stances.

Furthe r evi dence  tha t  the  CPPA wi l l  recogn i ze  fo rm s o f  de -i den t i f i ca t i on  l ess ri go rous than  anonym i za t i on  can  be  found  i n  CPPA sect i ons 74  and  75 .
Sect i on  74  sta tes tha t  an  o rgan i za t i on  tha t  de -i den t i f i es pe rsona l  i n fo rm at i on  m ust  ensure  tha t  any techn i ca l  and  adm i n i st ra t i ve  m easures app l i ed  to
the  i n fo rm at i on  a re  p roport i ona te  to  the  pu rpose  fo r wh i ch  the  i n fo rm at i on  i s de -i den t i f i ed  and  the  sensi t i vi ty o f  the  pe rsona l  i n fo rm at i on ;  sect i on  75
sta tes tha t  an  o rgan i za t i on  m ust  no t  use  de -i den t i f i ed  i n fo rm at i on  a l one  o r i n  com b i na t i on  wi th  o the r i n fo rm at i on  to  i den t i fy an  i nd i vi dua l ,  excep t  i n
o rde r to  conduct  test i ng  o f  the  e ffect i veness o f  secu ri ty sa feguards tha t  the  o rgan i za t i on  has pu t  i n  p l ace  to  p ro tect  the  i n fo rm at i on .  M oreover,
o rgan i za t i ons tha t  knowi ng l y con travene  sect i on  75  a re  l i ab l e  to  a  f i ne  o f  up  to  the  h i gher o f  $25 ,000 ,000  o r 5  pe r cen t  o f  the  o rgan i za t i on ’s g ross
g l oba l  revenue  (s.  125(a )).  T hese  sect i ons i m p l i ci t l y recogn i ze  the  i nhe ren t  ri sk o f  re -i den t i f i ca t i on  associ a ted  wi th  fo rm s o f  de -i den t i f i ed  da ta  tha t  fa l l
sho rt  o f  t rue  anonym i ty.

How the  cl ause  “cou l d  no t  be  used  to  re -i den t i fy an  i nd i vi dua l  i n  reasonab l y fo reseeab l e  ci rcum stances” shou l d  be  i n te rp re ted  rem a i ns to  be  seen ,  bu t
g i ven  o the r p rovi si ons o f  the  CPPA, i t  m ay need  to  be  t rea ted  as p rovi d i ng  a  degree  o f  f l exi b i l i ty favourab l e  to  o rgan i za t i ons.  Fo r exam p l e ,  i n  the  new
sect i on  addressi ng  p rospect i ve  busi ness t ransact i ons (s.  22 ),  pa rt i es to  a  p rospect i ve  busi ness t ransact i on  m ay use  and  d i scl ose  an  i nd i vi dua l ’s pe rsona l
i n fo rm at i on  wi thou t  the i r knowl edge  o r consen t  i f  the  i n fo rm at i on  i s de -i den t i f i ed  be fo re  i t  i s used  o r d i scl osed .  Typ i ca l l y,  i n  p rospect i ve  t ransact i ons,
the  se l l e r wi l l  p rovi de  the  buyer wi th  i n fo rm at i on  abou t  em p l oyees as pa rt  o f  the  due  d i l i gence  p rocess.  Wh i l e  d i rect  i den t i f i e rs and  som e i nd i rect
i den t i f i e rs m ay be  redacted  i n  such  ci rcum stances,  the re  a re  l i m i ts,  and  aggrega t i on  i s i m pract i ca l .

Im portan t l y,  the  CPPA wi l l  p rovi de  tha t  the  act  o f  de -i den t i fyi ng  pe rsona l  i n fo rm at i on  i s a  use  o f  pe rsona l  i n fo rm at i on  tha t  does no t  requ i re  the
knowl edge  o r consen t  o f  i nd i vi dua l s,  reso l vi ng  a  l ong -stand i ng  am b i gu i ty under PIPEDA.

Fi na l l y,  as m ay be  evi den t  f rom  the  sect i ons d i scussed  above ,  de -i den t i f i ed  i n fo rm at i on  wi l l  be  sub j ect  to  the  CPPA. Arguab l y,  as de f i ned ,  even  t ru l y
anonym i zed  i n fo rm at i on  (i .e . ,  i n fo rm at i on  crea ted  f rom  persona l  i n fo rm at i on  tha t  does no t  i den t i fy an  i nd i vi dua l ) wi l l  be  sub j ect  to  the  CPPA, a l though
the  ri sk o f  fa l l i ng  a fou l  o f  ob l i ga t i ons such  as those  se t  ou t  a t  sect i ons 74  and  75  when  usi ng  t ru l y anonym i zed  i n fo rm at i on  wi l l  l i ke l y be  l ow.

Research

T he  CPPA wi l l  i n t roduce  a  new consen t  excep t i on  tha t  wi l l  a l l ow the  use  o f  pe rsona l  i n fo rm at i on  fo r an  o rgan i za t i on ’s i n te rna l  research  and
deve l opm ent pu rposes,  i f  the  i n fo rm at i on  i s de -i den t i f i ed  be fo re  i t  i s used  (s.  21 ).  S i m i l a r to  Québec B i l l  64 ,  the  CPPA the reby wi l l  pe rm i t
o rgan i za t i ons to  re -use  i n fo rm at i on  co l l ected  fo r one  pu rpose  fo r secondary research  pu rposes,  such  as en te rp ri se  o r busi ness ana l yt i cs.  Usi ng  such
i n fo rm at i on  to  t ra i n  m ach i ne  l ea rn i ng  system s wi l l  a rguab l y a l so  fa l l  wi th i n  the  “research  and  deve l opm ent” con tem p l a ted  by th i s excep t i on .

Automated decis ion systems

T he  CPPA wi l l  i n t roduce  severa l  p rovi si ons tha t  re fe r to  the  use  o f  au tom ated  deci si on  system s, wh i ch  a re  de f i ned  as “techno l ogy tha t  assi sts o r rep l aces
the  j udgm ent o f  hum an deci si on  m akers usi ng  techn i ques such  as ru l es-based  system s, reg ressi on  ana l ysi s,  p red i ct i ve  ana l yt i cs,  m ach i ne  l ea rn i ng ,  deep
l ea rn i ng  and  neura l  ne ts”.  T he  CPPA wi l l  i nvoke  the  de f i ned  te rm  i n  two  con texts,  “Openness and  T ransparency” (s.  62  CPPA) and  “Access to  and
Am endm ent o f  Persona l  In fo rm at i on ” (s.  63 -71  CPPA).

Under Openness and  T ransparency,  an  o rgan i za t i on  usi ng  an  au tom ated  deci si on  system  wi l l  be  ob l i ged  to  m ake  read i l y ava i l ab l e ,  i n  p l a i n  l anguage ,
a  genera l  accoun t  o f  the  o rgan i za t i on ’s use  o f  such  a  system  to  m ake  p red i ct i ons,  recom m enda t i ons o r deci si ons abou t  i nd i vi dua l s tha t  cou l d  have
si gn i f i can t  i m pacts on  them  (s.  62 (2 )(c)).  Wh i l e  “si gn i f i can t  i m pacts” i s no t  de f i ned  o r e l uci da ted ,  one  na tu ra l  i n te rp re ta t i on  cou l d  i ncl ude  som e o f  the
ci rcum stances tha t  ri sk g i vi ng  ri se  to  si gn i f i can t  ha rm  as tha t  te rm  i s de f i ned  under sect i on  58 (7 ),  such  as ci rcum stances i nvo l vi ng  repu ta t i on ,
em p l oym ent,  f i nances o r cred i t .

Under Access to  and  Am endm ent o f  Persona l  In fo rm at i on ,  i f  an  o rgan i za t i on  has used  an  au tom ated  deci si on  system  to  m ake  a  p red i ct i on ,
recom m enda t i on  o r deci si on  abou t  the  i nd i vi dua l ,  the  o rgan i za t i on  wi l l  be  requ i red ,  on  request  by the  i nd i vi dua l ,  to  p rovi de  them  wi th  an  exp l ana t i on
o f  the  p red i ct i on ,  recom m enda t i on  o r deci si on  and  o f  how the  pe rsona l  i n fo rm at i on  tha t  was used  to  m ake  the  p red i ct i on ,  recom m enda t i on  o r deci si on
was ob ta i ned  (s.  63 (1 )(3 )).

T h i s ob l i ga t i on  to  exp l a i n  m ay be  rendered  pa rt i cu l a rl y cha l l eng i ng  by the  add i t i ona l  requ i rem en t se t  ou t  i n  sect i on  66 (1 ),  wh i ch  ob l i ges the
organ i za t i on  to  p rovi de  th i s i n fo rm at i on  to  the  i nd i vi dua l  i n  p l a i n  l anguage .  Whereas the  p l a i n  l anguage  requ i rem en t se t  ou t  i n  the  p rovi si ons
govern i ng  openness and  t ransparency wi l l  be  sa t i sf i ed  by g i vi ng  “a  genera l  accoun t”,  i t  i s no t  cl ea r whe the r a  p l a i n  l anguage  exp l ana t i on  o f  a  g i ven
pred i ct i on ,  recom m enda t i on  o r deci si on  can  be  g i ven  when  the  system  used  i s based  on  m ach i ne  l ea rn i ng ,  deep  l ea rn i ng  o r neura l  ne ts.  T he  CPPA



does no t  p rovi de  i nd i vi dua l s wi th  any fu rthe r ri gh ts beyond  the  ri gh t  to  an  exp l ana t i on .  Fo r exam p l e ,  i n  con trast  to  Québec B i l l  64 ,  i nd i vi dua l s canno t
subm i t  observa t i ons to  a  sta ff  m em ber i n  a  posi t i on  to  revi ew a  deci si on .  M oreover,  the  CPPA p rovi si ons tha t  wi l l  pe rm i t  i nd i vi dua l s to  have  i n fo rm at i on
am ended  i f  they can  dem onstra te  tha t  the  i n fo rm at i on  i s no t  accu ra te ,  up -to -da te  o r com p l e te  (s.  71 (1 )) do  no t  p rovi de  a  cl ea r founda t i on  fo r
cha l l eng i ng  the  concl usi ons reached  by an  au tom ated  deci si on  system .

Outsourcing and cross-border

T he  CPPA wi l l  no t  m a te ri a l l y a l te r ou tsourci ng  o r cross-bo rde r requ i rem en ts.  Ra the r,  i t  wi l l  fo rm a l l y i nco rpo ra te  exi st i ng  requ i rem en ts and  best
p ract i ces,  and  fo rm a l l y d i st i ngu i sh  be tween  the  ro l e  and  ob l i ga t i ons o f  the  se rvi ce  p rovi de r and  the  o rgan i za t i on  tha t  has pe rsona l  i n fo rm at i on  under i ts
con tro l .  Fo r busi nesses,  these  changes wi l l  l i ke l y be  we l com e i n  tha t  they wi l l  p rovi de  g rea te r cl a ri ty and  consi stency.

Outsourc ing

T he  CPPA wi l l  p rovi de  we l com e cl a ri ty wi th  respect  to  the  t ransfe r o f  pe rsona l  i n fo rm at i on  to  a  se rvi ce  p rovi de r,  wh i ch  the  CPPA de f i nes as “an
organ i za t i on ,  i ncl ud i ng  a  pa ren t  co rpo ra t i on ,  subsi d i a ry,  a ff i l i a te ,  con tracto r o r subcon tracto r,  wh i ch  p rovi des se rvi ces fo r o r on  beha l f  o f  ano the r
o rgan i za t i on  to  assi st  the  o rgan i za t i on  i n  fu l f i l l i ng  i ts pu rpose” (s.  2 ).

S i gn i f i can t l y,  sect i on  19  o f  the  CPPA wi l l  exp ressl y pe rm i t  o rgan i za t i ons to  t ransfe r pe rsona l  i n fo rm at i on  to  a  th i rd  pa rty se rvi ce  p rovi de r wi thou t
knowl edge  o r consen t ,  p rovi d i ng  a  de f i n i t i ve  concl usi on  to  a  tum u l tuous few years i n  wh i ch  the  Com m i ssi oner adop ted ,  and  subsequen t l y reve rsed ,  the
po l i cy posi t i on  tha t  the  t ransfe r o f  pe rsona l  i n fo rm at i on  fo r p rocessi ng  requ i red  add i t i ona l ,  exp ress consen t .

Last l y,  the  CPPA wi l l  e l uci da te  the  fo l l owi ng  add i t i ona l  p ri nci p l es tha t  app l y to  ou tsourci ng :

T he  CPPA deem s persona l  i n fo rm at i on  co l l ected ,  used  o r d i scl osed  on  beha l f  o f  an  o rgan i za t i on  by a  se rvi ce  p rovi de r to  be  under the  con tro l  o f  the
o rgan i za t i on  (no t  the  se rvi ce  p rovi de r) i f  the  o rgan i za t i on  de te rm i nes the  pu rposes o f  co l l ect i on ,  use  o r d i scl osu re  (s.  7 (2 ));

As wi th  PIPEDA, the  CPPA i m poses accoun tab i l i ty on  an  o rgan i za t i on  tha t  t ransfe rs pe rsona l  i n fo rm at i on  to  a  th i rd  pa rty se rvi ce  p rovi de r to  ensure
(by con tract  o r o the rwi se ) tha t  the  se rvi ce  p rovi de r p rovi des si m i l a r p ro tect i on  ove r tha t  pe rsona l  i n fo rm at i on  (s.  11 (1 ));

T he  CPPA cl a ri f i es tha t  the  ob l i ga t i ons se t  ou t  i n  the  CPPA do  no t  app l y to  a  se rvi ce  p rovi de r to  the  exten t  tha t  an  o rgan i za t i on  t ransfe rs pe rsona l
i n fo rm at i on  to  i t  fo r p rocessi ng .  I f  the  se rvi ce  p rovi de r co l l ects,  uses o r d i scl oses pe rsona l  i n fo rm at i on  fo r any o the r pu rpose ,  then  Part  1  o f  the
CPPA app l i es (s.  11 (2 ));

I f  an  o rgan i za t i on  d i sposes o f  pe rsona l  i n fo rm at i on  upon  request  by an  i nd i vi dua l ,  the  CPPA requ i res the  o rgan i za t i on  to  no t i fy and  con f i rm  i ts
se rvi ce  p rovi de rs do  the  sam e (s.  55 (3 ));  and

T he  CPPA i m poses no t i f i ca t i on  ob l i ga t i ons on  a  se rvi ce  p rovi de r tha t  su ffe rs a  da ta  b reach  (s.  61 ;  see  the  “Sa feguard i ng  and  i nci den t  response”
sect i on  fo r m ore  i n fo rm at i on ).

I t  i s a l so  worth  no t i ng ,  by way o f  com pari son ,  tha t  Québec B i l l  64  i nco rpo ra tes si m i l a r requ i rem en ts wi th  respect  to  ou tsourci ng ,  a l though  i ts
requ i rem en ts wi th  respect  to  the  con ten t  o f  ou tsourci ng  ag reem ents a re  m ore  p rescri p t i ve  than  under the  CPPA.

Cross-border transfers and cooperat ion

Contra ry to  Québec B i l l  64  and  the  GDPR, wh i ch  p rovi de  fo r an  eva l ua t i on  o f  the  fo re i gn  p ri vacy f ram ework’s l eve l  o f  equ i va l ency,  bu t  i n  l i ne  wi th
PIPEDA and  past  gu i dance  f rom  the  Com m i ssi oner,  the  CPPA does no t  con ta i n  any restri ct i on  to  the  t ransfe r o f  pe rsona l  i n fo rm at i on  ou tsi de  o f  Canada .

T ransparency.  T he  on l y requ i rem en t found  i n  the  CPPA a t  sect i on  62 (2 )(d ) i s a  t ransparency one :  the  p ri vacy po l i cy to  be  m ade  ava i l ab l e  by
o rgan i za t i ons wi l l  have  to  i ncl ude  de ta i l s as to  whe the r o r no t  the  o rgan i za t i on  ca rri es on  any i n te rna t i ona l  o r i n te rp rovi nci a l  t ransfe r o r d i scl osu re  o f
pe rsona l  i n fo rm at i on  bu t  on l y to  the  exten t  such  t ransfe r o r d i scl osu re  m ay have  reasonab l y fo reseeab l e  p ri vacy i m p l i ca t i ons.  T h i s l ast  po rt i on  o f  the
requ i rem en t i s uncl ea r and  seem s to  i m p l y tha t  th i s i n fo rm at i on  m ust  on l y be  i ncl uded  where  pe rsona l  i n fo rm at i on  i s sha red  wi th  an  o rgan i za t i on /en t i ty
tha t  m ay no t  p ro tect  i t  adequa te l y o r m ay be  sub j ect  to  l aws tha t  a re  no t  substan t i a l l y si m i l a r to  the  CPPA. T h i s shou l d  be  cl a ri f i ed .

Coopera t i on  wi th  fo re i gn  regu l a to rs. Acknowl edg i ng  the  i nhe ren t  i n te rna t i ona l  na tu re  o f  da ta  p ro tect i on  e ffo rts,  sect i on  117  o f  the  CPPA wi l l  a ffo rd  the
Com m i ssi oner new powers regard i ng  the  d i scl osu re  o f  ce rta i n  i n fo rm at i on  to  fo re i gn  p ri vacy regu l a to rs.  In te rest i ng l y,  such  powers wi l l  i ncl ude  the  ab i l i ty
to  en te r i n to  coopera t i on  ag reem ents wi th  fo re i gn  regu l a to rs,  wh i ch  m ay i nvo l ve  coopera t i on  fo r en fo rci ng  fo re i gn  da ta  p ro tect i on  l aws,  deve l op i ng
gu i dance ,  undertaki ng  and  pub l i sh i ng  research ,  sha ri ng  expert i se  and  i den t i fyi ng  i ssues o f  m u tua l  i n te rest .

Safeguards and incident response

T he  CPPA wi l l  i ncl ude  a  securi ty-sa feguard i ng  ob l i ga t i on  tha t  i s ve ry si m i l a r to  tha t  now i n  e ffect  under P IPEDA –  an  ob l i ga t i on  to  p ro tect  pe rsona l
i n fo rm at i on  th rough  “p roport i ona te ” physi ca l ,  o rgan i za t i ona l  and  techno l og i ca l  secu ri ty sa feguards (s.  57 (1 )).  Sensi t i vi ty wi l l  becom e the  new p ri m ary
facto r govern i ng  the  adequacy o f  secu ri ty sa feguards,  though  “the  quan t i ty,  d i st ri bu t i on ,  fo rm at and  m ethod  o f  sto rage  o f  the  i n fo rm at i on ” wi l l  con t i nue
to  be  re l evan t  (s.  57 (2 )).

T he  CPPA wi l l  p rese rve  the  no t i f i ca t i on  and  report i ng  requ i rem en ts tha t  app l y to  “b reach  o f  secu ri ty” sa feguards as they exi st  today.  Nam e l y:

T he  “b reach  o f  secu ri ty sa feguards” de f i n i t i on  i s una l te red ;

T he  CPPA wi l l  con t i nue  to  requ i re  report i ng  to  the  Com m i ssi oner and  i nd i vi dua l  no t i f i ca t i on ;

T he  standard  fo r report i ng  and  no t i f i ca t i on  wi l l  con t i nue  to  be  the  “rea l  ri sk o f  si gn i f i can t  ha rm ” standard ;

T he  t i m e  requ i rem en t fo r report i ng  and  no t i f i ca t i on  wi l l  con t i nue  to  be  “as soon  as feasi b l e ”;  and

T here  wi l l  con t i nue  to  be  a  requ i rem en t to  no t i fy o the r o rgan i za t i ons who  a re  be l i eved  to  have  an  ab i l i ty to  reduce  the  ri sk o f  ha rm  o r m i t i ga te
harm .

T he  on l y new requ i rem en t i s tha t  se rvi ce  p rovi de rs wi l l  becom e ob l i ga ted  under the  CPPA to  no t i fy the i r custom ers as soon  as feasi b l e  a f te r
“de te rm i n [ i ng ]  tha t  a  b reach  o f  secu ri ty sa feguards has occu rred ” (s.  61 ).  T h i s change  wi l l  estab l i sh  a  sta tu to ry m i n i m um  fo r se rvi ce  p rovi de r
no t i f i ca t i on ,  a  m a tte r typ i ca l l y governed  by the  te rm s o f  se rvi ce  p rovi de r ag reem ents.  T he  chosen  t ri gge r fo r no t i f i ca t i on  –  a  “de te rm i na t i on ” –  wi l l  g i ve
vendors t i m e  to  i nvest i ga te  securi ty i nci den ts be fo re  no t i fyi ng .



Next steps

I t  i s no tab l e  tha t  the  federa l  governm ent has no t  p rovi ded  any i nd i ca t i on  wi th  respect  to  the  t i m e l i ne  fo r adop t i ng  i ts p roposa l  no r wi th  respect  to  the
transi t i on  pe ri od  tha t  wi l l  be  a ffo rded  to  busi nesses,  once  B i l l  C-11  i s enacted ,  i n  o rde r to  adap t  the i r p ract i ces be fo re  be i ng  exposed  to  new and
po ten t i a l  one rous en fo rcem ent m echan i sm s. However,  as the  p roposa l  con tem p l a tes a  consi de rab l e  i ncrease  i n  pena l t i es,  i t  i s l i ke l y tha t  the
governm ent wi l l  ho l d  consu l ta t i ons and  heari ngs i n  o rde r to  ob ta i n  the  i npu t  o f  stakeho l de rs,  as was recen t l y the  case  i n  Québec wi th  respect  to  B i l l  64
(see  “Sum m ary o f  speci a l  consu l ta t i ons and  pub l i c heari ngs on  Québec’s B i l l  64” fo r m ore  de ta i l ).
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