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ARTICLE

Proposed amendments to Québec privacy law: Impact for businesses
On June  12 ,  2020 ,  the  day be fo re  the  Québec Na t i ona l  Assem b l y ad j ou rned  un t i l  Sep tem ber 2020 ,  the  Governm ent o f  Québec i n t roduced  B i l l  64 ,  An
Act to  modern i ze  l eg i sl a t i ve  p rovi si ons as regards the  p ro tect i on  o f  pe rsona l  i n fo rmat i on.  T he  p roposa l  wou l d  b ri ng  si gn i f i can t  changes to  Québec
pri va te  secto r and  pub l i c secto r p ri vacy l aw. T h i s a rt i cl e  focuses on  p roposed  am endm ents to  Québec’s Act respect i ng  the  p ro tect i on  o f  pe rsona l
i n fo rmat i on  i n  the  p ri va te  secto r.

T h i s a rt i cl e  sum m ari zes the  key i m pact  o f  B i l l  64  fo r busi nesses.

What you need to know

M aj o r changes to  the  cu rren t  l eg i sl a t i ve  f ram ework i ncl ude :

New en fo rcem ent too l s:

T he  Com m i ssi on  d ’accès à  l ’i n fo rm at i on  (CAI) wou l d  have  powers to  i m pose  adm i n i st ra t i ve  m one ta ry pena l t i es o f  up  to  C$10 ,000 ,000  o r,  i f
g rea te r,  the  am oun t co rrespond i ng  to  2  pe r cen t  o f  worl dwi de  tu rnover i n  the  p reced i ng  year.

Re i n fo rced  f i nes i n  the  case  o f  pena l  p roceed i ngs o f  a  m axi m um  o f  C$25 ,000 ,000 ,  o r,  i f  g rea te r,  the  am oun t co rrespond i ng  to  4  pe r cen t  o f
worl dwi de  tu rnover fo r the  p reced i ng  f i sca l  yea r.

New p ri va te  ri gh t  o f  act i on  fo r i nd i vi dua l s.

New b reach  report i ng  requ i rem en ts.

New requ i rem en ts fo r ou tsourci ng  and  t ransfe rs ou tsi de  o f  Québec,  i ncl ud i ng  an  adequacy system  seem i ng l y i n f l uenced  by European  l aw.

New i nd i vi dua l  ri gh ts i nsp i red  by European  l aw: ri gh t  to  da ta  po rtab i l i ty,  ri gh t  to  be  fo rgo t ten  and  ri gh t  to  ob j ect  to  au tom at i c p rocessi ng .

New accoun tab i l i ty ru l es:

In t roduct i on  o f  a  new p ri vacy o ff i ce r ro l e  tha t  wou l d  rest  wi th  CEOs by de fau l t .

New ob l i ga t i on  to  estab l i sh ,  i m p l em ent and  pub l i sh  governance  po l i ci es and  p ract i ces.

New ob l i ga t i on  to  conduct  p ri vacy i m pact  assessm ents (P IAs).

Pri vacy by desi gn  requ i rem en ts.

Re i n fo rced  consen t  requ i rem en ts (i ncl ud i ng  exp l i ci t  requ i rem en ts to  ob ta i n  exp ress consen t  i n  ce rta i n  si tua t i ons).

New transparency requ i rem en ts,  i ncl ud i ng  when  o rgan i za t i ons a re  usi ng  techno l og i es a l l owi ng  i nd i vi dua l s to  be  i den t i f i ed ,  l oca ted  and  p ro f i l ed .

Som e l ess st ri ngen t  ru l es:

New consen t  excep t i ons fo r research  and  busi ness t ransact i ons.

Excl usi on  o f  busi ness con tact  i n fo rm at i on  f rom  the  de f i n i t i on  o f  “pe rsona l  i n fo rm at i on .”

Introduction

Québec’s Act respect i ng  the  p ro tect i on  o f  pe rsona l  i n fo rmat i on  i n  the  p ri va te  secto r (Pri va te  Secto r Act),  wh i ch  was adop ted  i n  1993 ,  was the  f i rst
p ri va te -secto r p ri vacy l aw i n  Canada .  T he  federa l  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act (P IPEDA),  the  A l be rta  Persona l
In fo rmat i on  Pro tect i on  Act (A l be rta  PIPA) and  the  Bri t i sh  Co l um b i a  Persona l  In fo rmat i on  Pro tect i on  Act (BC PIPA) cam e abou t  10  years l a te r.Wi th
B i l l  64 ,  Québec m i gh t  becom e the  f i rst  Canad i an  j u ri sd i ct i on  to  fo l l ow the  new t rend  o f  st ronger p ri vacy l aws i n i t i a ted  by European  Un i on ’s Genera l
Da ta  Pro tect i on  Regu l a t i on (GDPR) and  m ore  recen t l y,  the  Cal i fo rn i a  Consumer Pri vacy Act  o f  2018 (CCPA).

Enforcement

Bi l l  64  wou l d  m ake  the  CAI the  f i rst  Canad i an  p ri vacy regu l a to r wi th  powers to  d i rect l y i m pose  adm i n i st ra t i ve  m one ta ry pena l t i es (AM Ps) to
o rgan i za t i ons fo r p ri vacy vi o l a t i ons.  I t  wou l d  a l so  re i n fo rce  the  cu rren t  pena l  reg i m e  and  i n t roduce  a  new p ri va te  ri gh t  o f  act i on .

Administrat ive monetary penalt ies

T he  AM Ps wou l d  app l y to  a  b road  range  o f  con traven t i ons:  fa i l u re  to  com p l y wi th  t ransparency requ i rem en ts;  co l l ect i on ,  com m un i ca t i on ,  use  o r
destruct i on  o f  pe rsona l  i n fo rm at i on  i n  con traven t i on  o f  the  sta tu te ;  fa i l u re  to  report  a  b reach ;  and  non-com p l i ance  wi th  the  au tom ated  deci si ons
provi si on  (s.  90 .1 ).  Fo r busi nesses,  the  CAI wou l d  be  em powered  to  i m pose  pena l t i es o f  a  m axi m um  o f  C$10 ,000 ,000  o r,  i f  g rea te r,  the  am oun t
co rrespond i ng  to  2  pe r cen t  o f  worl dwi de  tu rnover fo r the  p reced i ng  f i sca l  yea r (s.  90 .12 ).  B i l l  64  wou l d  requ i re  tha t  the  CAI deve l op  and  m ake  pub l i c a
genera l  f ram ework fo r the  app l i ca t i on  o f  AM Ps, speci fyi ng  va ri ous e l em en ts l i sted  i n  the  b i l l  (s.  90 .2 ).  B i l l  64  p rovi des fo r a  no t i f i ca t i on  p rocedure
be fo re  the  i m posi t i on  o f  an  AM P (s.  90 .3  and  90 .4 ),  an  i n te rna l  revi ew p rocess (s.  90 .6 ,  90 .7  and  90 .8 ) and  a  ri gh t  to  con test  the  revi ew deci si on  be fo re
the  Court  o f  Québec.
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Penal regime

T he  Pri va te  Secto r Act  cu rren t l y i ncl udes a  pena l  reg i m e  a l l owi ng  the  p rovi nce ’s a t to rney genera l  to  seek f i nes be fo re  the  courts fo r vi o l a t i on  o f  the
sta tu te .  However,  these  p rovi si ons have  never been  used .  Under B i l l  64 ,  the  CAI wou l d  be  em powered  to  i nst i tu te  pena l  p roceed i ngs.  B i l l  64  wou l d  a l so
substan t i a l l y i ncrease  the  po ten t i a l  f i nes.  From  the  cu rren t  m axi m um  o f  C$10 ,000  fo r a  f i rst  o ffence  and  C$20 ,000  fo r a  second ,  the  m axi m um  f i ne
wou l d  becom e C$25 ,000 ,000 ,  o r,  i f  g rea te r,  the  am oun t co rrespond i ng  to  4  pe r cen t  o f  worl dwi de  tu rnover fo r the  p reced i ng  f i sca l  yea r (s.  91 ).  In  the
case  o f  a  subsequen t  o ffence ,  the  f i nes wou l d  be  doub l ed  (s.  92 .1 ).  T he  pena l  reg i m e  app l i es to  m ore  o ffences than  the  AM Ps, i ncl ud i ng :  i n te rfe ri ng
wi th  the  CAI ’s i nvest i ga t i on  and  i den t i fyi ng  o r a t tem pt i ng  to  i den t i fy a  na tu ra l  pe rson  by usi ng  de -i den t i f i ed  i n fo rm at i on  wi thou t  the  au tho ri za t i on  o f
the  pe rson  ho l d i ng  the  i n fo rm at i on  o r by usi ng  anonym i zed  i n fo rm at i on  (s.  91 ).

Private right of act ion

Ind i vi dua l s a re  cu rren t l y ab l e  to  b ri ng  p ri vacy act i ons be fo re  Québec courts fo r p ri vacy vi o l a t i ons based  on  the  p ri vacy p rovi si ons o f  the  Ci vi l  Code  o f
Québec.  B i l l  64  wou l d  crea te  a  p ri va te  ri gh t  o f  act i on  a l l owi ng  i nd i vi dua l s to  be  com pensa ted  fo r the  un l awfu l  i n f ri ngem ent o f  a  ri gh t  con fe rred  by the
sta tu te  o r the  p ri vacy a rt i cl es o f  the  Ci vi l  Code ,  un l ess the  dam age  resu l ts f rom  “superi o r fo rce ” (s.  93 .1 ).  T h i s p rovi si on  m ay t ransl a te  i n  Québec
becom i ng  an  even  f ri end l i e r j u ri sd i ct i on  fo r p ri vacy cl ass act i ons.  T he  sta tu te  a l so  p rovi des fo r the  award  o f  pun i t i ve  dam ages o f  a t  l east  C$1 ,000
where  the  i n f ri ngem ent i s i n ten t i ona l  o r resu l ts f rom  a  g ross fau l t .

Accountability

Unl i ke  PIPEDA, the  Pri va te  Secto r Act  does no t  pu t  a  st rong  and  exp l i ci t  em phasi s on  accoun tab i l i ty.  T h i s wou l d  change  as B i l l  64  i n t roduces a  new
pri vacy o ff i ce r ro l e ,  an  ob l i ga t i on  to  i m p l em ent and  pub l i sh  po l i ci es and  p ract i ces re l a t i ng  to  the  p ro tect i on  o f  pe rsona l  i n fo rm at i on ,  an  ob l i ga t i on  to
conduct  p ri vacy i m pact  assessm ents (P IAs) and  p ri vacy by desi gn  requ i rem en ts.

Introduct ion of a privacy officer role for the CEO

T he  Pri va te  Secto r Act does no t  exp l i ci t l y requ i re  tha t  o rgan i za t i ons desi gna te  a  pe rson  accoun tab l e  fo r the  o rgan i za t i on ’s com p l i ance  wi th  the  sta tu te ,
as opposed  to  PIPEDA. B i l l  64  wou l d  crea te  a  new p ri vacy accoun tab i l i ty ro l e  wi th i n  the  o rgan i za t i on  tha t  resem b l es the  da ta  p ro tect i on  o ff i ce r (DPO)
ro l e  under the  EU Genera l  Da ta  Pro tect i on  Regu l a t i on .  By de fau l t ,  the  CEO wou l d  be  the  “pe rson  i n  cha rge  o f  the  p ro tect i on  o f  pe rsona l  i n fo rm at i on ”
(fo r conven i ence ,  we  re fe r to  th i s ro l e  as the  “p ri vacy o ff i ce r” i n  th i s a rt i cl e ) and  wou l d  bear the  responsi b i l i ty o f  ensuri ng  tha t  the  en te rp ri se  i m p l em ents
and  com p l i es wi th  the  Act  (s.  3 .1 ).  T ha t  pe rson  wou l d  be  ab l e  to  de l ega te  a l l  o r pa rt  o f  tha t  funct i on  i n  wri t i ng  to  a  pe rsonne l  m em ber.  T h i s pe rson ’s
con tact  i n fo rm at i on  wou l d  have  to  be  pub l i shed  on  the  en te rp ri se ’s websi te  (o r by ano the r approp ri a te  m e thod  i f  the  en te rp ri se  does no t  have  a
websi te ).

Polic ies and pract ices

Bi l l  64  i n t roduces ano the r si gn i f i can t  requ i rem en t re l a ted  to  accoun tab i l i ty:  en te rp ri ses i n  Québec wou l d  have  to  estab l i sh  and  i m p l em ent governance
po l i ci es and  p ract i ces regard i ng  the  p ro tect i on  o f  pe rsona l  i n fo rm at i on .  T hese  po l i ci es m ust  “p rovi de  a  f ram ework fo r the  keep i ng  and  destruct i on  o f  the
i n fo rm at i on ,  de f i ne  the  ro l es and  responsi b i l i t i es o f  the  m em bers o f  i ts pe rsonne l  th roughou t  the  l i fe  cycl e  o f  the  i n fo rm at i on  and  p rovi de  a  p rocess fo r
dea l i ng  wi th  com p l a i n ts regard i ng  the  p ro tect i on  o f  the  i n fo rm at i on ” (s.  3 .2 ).  Su rp ri si ng l y,  en te rp ri ses m ust  pub l i sh  these  po l i ci es and  p ract i ces on  the i r
websi te .  We expect  the  i ndustry to  ask fo r cl a ri f i ca t i on  regard i ng  th i s p rovi si on  as i t  seem s to  requ i re  the  pub l i ca t i on  o f  i n te rna l  po l i ci es.  Un l i ke  p ri vacy
po l i ci es o r no t i ces tha t  o rgan i za t i ons typ i ca l l y pub l i sh  on  the i r websi te  pu rsuan t  to  the  t ransparency requ i rem en t (speci f i ca l l y addressed  a t  sect i on  8  o f
the  b i l l ),  o rgan i za t i ons genera l l y do  no t  pub l i sh  the i r i n te rna l  p ri vacy po l i ci es and  p rocedures.

Mandatory privacy impact assessments

Bi l l  64  requ i res en te rp ri ses to  conduct  an  “assessm ent o f  the  p ri vacy-re l a ted  facto rs” wi th  respect  to  any “i n fo rm at i on  system  p ro j ect” o r “e l ectron i c
se rvi ce  de l i ve ry p ro j ect” i nvo l vi ng  the  p rocessi ng  o f  pe rsona l  i n fo rm at i on  (s.  3 .3 ).  T h i s act i vi ty i s com m on l y known as a  "p ri vacy i m pact  assessm ent"
(PIA).  A PIA i s a  p rocess tha t  enab l es an  o rgan i za t i on  to  revi ew an  i n i t i a t i ve ,  p rog ram  o r p ro j ect  i nvo l vi ng  the  co l l ect i on ,  use  o r d i scl osu re  o f  pe rsona l
i n fo rm at i on  i n  o rde r to  i den t i fy app l i cab l e  l ega l  requ i rem en ts,  assess po ten t i a l  p ri vacy ri sks and  m i t i ga te  those  ri sks to  an  accep tab l e  l eve l  th rough  a
com b i na t i on  o f  m easures.

Wh i l e  the  Pri va te  Secto r Act  does no t  cu rren t l y re fe r to  the  concep t  o f  P IAs,  i t  i s consi de red  a  best  p ract i ce  under Canad i an  p ri va te -secto r p ri vacy l aws
(and  i s o f ten  m anda to ry i n  the  pub l i c secto r).  B i l l  64  wou l d  si gn i f i can t l y expand  the  num ber o f  i nstances i n  wh i ch  an  o rgan i za t i on  wou l d  have  to
conduct  P IAs,  as i t  wou l d  l i ke l y extend  to  m ost  e -com m erce  act i vi t i es and  da ta  p rocessi ng  system s.

Privacy by design

Bi l l  64  wou l d  requ i re  en te rp ri ses co l l ect i ng  pe rsona l  i n fo rm at i on  th rough  techno l og i ca l  goods o r se rvi ces to  fo l l ow a  “p ri vacy by desi gn ” approach .  In
part i cu l a r,  o rgan i za t i ons wou l d  have  to  ensure  tha t  the  pa ram ete rs o f  the i r techno l og i ca l  p roducts o r se rvi ces p rovi de  the  “h i ghest  l eve l  o f
con f i den t i a l i ty by de fau l t ,  wi thou t  any i n te rven t i on  by the  pe rson  concerned” (s.  9 .1 ).

A p ri vacy by desi gn  approach  seeks to  ensure  tha t  i nd i vi dua l s’ p ri vacy ri gh ts a re  respected  a t  eve ry stage  o f  an  i n i t i a t i ve ’s deve l opm ent and  renders a l l
stakeho l de rs accoun tab l e  fo r m aki ng  a  pa rt i cu l a r p roduct  o r se rvi ce  p ri vacy-p ro tect i ve  by de fau l t .  T h i s approach  i s exp ressl y found  under Art i cl e  25  o f
the  GDPR, and  was endorsed  i n  a  recen t  Report  o f  the  Stand i ng  Com m i t tee  on  Access to  In fo rm at i on ,  Pri vacy and  Eth i cs concern i ng  the  revi ew o f
PIPEDA. Ye t ,  un l i ke  the  GDPR, wh i ch  exp ressl y takes i n to  accoun t  the  ci rcum stances su rround i ng  a  pa rt i cu l a r i n i t i a t i ve ,  i ncl ud i ng  the  costs o f
i m p l em enta t i on  and  degree  o f  ri sk fo r i nd i vi dua l s i nvo l ved ,  the  p roposed  sect i on  9 .1  does no t  p rovi de  any qua l i f i e r wi th  respect  to  wha t  wi l l  be
consi de red  the  “h i ghest  l eve l  o f  con f i den t i a l i ty” i n  a  g i ven  con text .  Fu tu re  am endm ents o r gu i dance  m i gh t  cl a ri fy the  scope  o f  th i s p rovi si on  i n  a
m anner tha t  takes i n to  accoun t  reasonab l e  com m erci a l  consi de ra t i ons and  busi ness m ode l s.

New breach notification requirements

Wi th  Bri t i sh  Co l um b i a ,  Québec i s the  on l y j u ri sd i ct i on  i n  North  Am eri ca  tha t  does no t  m anda te  b reach  report i ng .  T h i s wou l d  change  wi th  B i l l  64 ,  wh i ch
i n troduces b reach  no t i f i ca t i on  requ i rem en ts si m i l a r to  P IPEDA and  the  A l be rta  PIPA (s.  3 .5 ).  T he  requ i rem en t to  no t i fy the  CAI and  the  a ffected
i nd i vi dua l s i s t ri gge red  when  a  “con f i den t i a l i ty i nci den t” p resen ts a  “ri sk o f  se ri ous i n j u ry” to  the  i nd i vi dua l s.  T he  “ri sk o f  se ri ous i n j u ry” th resho l d  i s
assessed  usi ng  facto rs si m i l a r to  the  “rea l  ri sk o f  si gn i f i can t  ha rm ” under PIPEDA, nam e l y:  the  sensi t i vi ty o f  the  i n fo rm at i on  concerned ,  the  an t i ci pa ted
consequences o f  i ts use  and  the  l i ke l i hood  tha t  such  i n fo rm at i on  wi l l  be  used  fo r i n j u ri ous pu rposes (s.  3 .7 ).  S i m i l a r to  P IPEDA, en te rp ri ses wou l d  have
to  keep  a  reg i ste r o f  b reaches tha t  they wou l d  be  requ i red  to  p rovi de  to  the  CAI upon  request  (s.  3 .8 ).

ttps://www.ourcommons.ca/Content/Committee/421/ETHI/Reports/RP9690701/ethirp12/ethirp12-e.pd


Bi l l  64 ’s b reach  no t i f i ca t i on  requ i rem en ts cover i nci den ts i nvo l vi ng  the  unau tho ri zed  use  o f  pe rsona l  i n fo rm at i on ,  whereas the  com m on approach  fo r
b reach  no t i f i ca t i on  requ i rem en ts i n  Canada  and  g l oba l l y (i ncl ud i ng  under the  GDPR and  U.S.  sta te  b reach  no t i f i ca t i on  l aws) i s to  focus on
unau tho ri zed  access to ,  d i scl osu re  o r l oss o f  pe rsona l  i n fo rm at i on .  I t  wi l l  be  i m portan t  to  fo l l ow the  deve l opm ents o f  B i l l  64 ,  because  as cu rren t l y
d ra f ted ,  o rgan i za t i ons opera t i ng  i n  Québec m ay have  to  com p l y wi th  enhanced  no t i f i ca t i on  requ i rem en ts.

Transparency and consent

In  p ri nci p l e ,  the  Pri va te  Secto r Act  requ i res ob ta i n i ng  m an i fest ,  f ree  and  en l i gh tened  consen t ,  wh i ch  m ust  be  g i ven  fo r speci f i c pu rposes i n  o rde r to
co l l ect ,  use  o r com m un i ca te  pe rsona l  i n fo rm at i on .  B i l l  64  p rovi des m ore  de ta i l s a round  the  type  o f  i n fo rm at i on  tha t  m ust  be  ava i l ab l e  to  i nd i vi dua l s
upon  co l l ect i ng  the i r i n fo rm at i on ,  new requ i rem en ts to  ob ta i n  exp ress consen t  i n  ce rta i n  si tua t i ons,  new restri ct i ons when  dea l i ng  wi th  ch i l d ren  under
14  years o f  age ,  new consen t  excep t i ons coveri ng  busi ness con tact  i n fo rm at i on  and  the  shari ng  o f  pe rsona l  i n fo rm at i on  i n  the  con text  o f  com m erci a l
t ransact i ons.  I t  a l so  i n t roduces an  ob l i ga t i on  to  i n fo rm  i nd i vi dua l s o f  the  use  o f  a  techno l ogy tha t  a l l ows them  to  be  i den t i f i ed ,  l oca ted  o r p ro f i l ed .

Transparency and privacy policy

Bi l l  64  i n t roduces a  new sect i on  under wh i ch  ce rta i n  speci f i c i n fo rm at i on  m ust  be  m ade  ava i l ab l e  upon  the  co l l ect i on  o f  pe rsona l  i n fo rm at i on  (s.  8 ).
T h i s i ncl udes the  pu rposes o f  the  co l l ect i on ,  the  m eans o f  co l l ect i on ,  the  ri gh ts o f  access and  rect i f i ca t i on  and  the  pe rson ’s ri gh t  to  wi thd raw consen t  to
the  com m un i ca t i on  o r use  o f  the  i n fo rm at i on  co l l ected .  I f  app l i cab l e ,  the  i nd i vi dua l  m ust  be  i n fo rm ed  o f  the  nam e o f  the  th i rd  pe rson  fo r whom  the
i n fo rm at i on  i s be i ng  co l l ected  and  o f  the  possi b i l i ty tha t  the  i n fo rm at i on  cou l d  be  com m un i ca ted  ou tsi de  Québec.  On  request ,  the  pe rson  concerned
m ust a l so  be  i n fo rm ed  o f  the  pe rsona l  i n fo rm at i on  co l l ected  f rom  h i m , the  ca tegori es o f  pe rsons who  have  access to  the  i n fo rm at i on  wi th i n  the
en te rp ri se ,  the  du ra t i on  o f  the  pe ri od  o f  t i m e  the  i n fo rm at i on  wi l l  be  kep t  and  the  con tact  i n fo rm at i on  o f  the  pe rson  i n  cha rge  o f  the  p ro tect i on  o f
pe rsona l  i n fo rm at i on .  T h i s i n fo rm at i on  m ust  be  p rovi ded  to  the  pe rson  concerned  i n  cl ea r and  si m p l e  l anguage ,  regard l ess o f  the  m eans used  to  co l l ect
pe rsona l  i n fo rm at i on .

Reinforced consent

T he  Pri va te  Secto r Act  does no t  cu rren t l y exp ressl y re fe r to  the  concep ts o f  exp ress and  i m p l i ed  consen t  (consen t  m ust  be  “m an i fest ,  f ree ,  and
en l i gh tened ,  and  m ust  be  g i ven  fo r speci f i c pu rposes”).M eanwh i l e  P IPEDA, the  A l be rta  PIPA and  the  BC PIPA au tho ri ze  i m p l i ed  consen t  under ce rta i n
ci rcum stances.  B i l l  64  p rovi des tha t  pe rsona l  i n fo rm at i on  m ay no t  be  used ,  excep t  fo r the  pu rposes fo r wh i ch  i t  was co l l ected  o r com m un i ca ted  to  a
th i rd  pe rson  un l ess the  pe rson  concerned  g i ves the i r consen t  o r the  l aw p rovi des fo r the  com m un i ca t i on  (s.  12  and  13 ).  Such  consen t  m ust  be  g i ven
expressl y when  i t  concerns sensi t i ve  pe rsona l  i n fo rm at i on  (s.  12  and  13 ),  wh i ch  i m p l i es tha t  ano the r fo rm  o f  consen t  m ay be  accep tab l e  i n  som e
si tua t i ons i nvo l vi ng  non-sensi t i ve  i n fo rm at i on .  Persona l  i n fo rm at i on  i s consi de red  sensi t i ve  i f ,  due  to  i ts na tu re  o r the  con text  o f  i ts use  o r
com m un i ca t i on ,  i t  en ta i l s a  h i gh  l eve l  o f  reasonab l e  expecta t i on  o f  p ri vacy.  In  any even t ,  consen t  m ust  be  cl ea r,  f ree  and  i n fo rm ed  and  be  g i ven  fo r
speci f i c pu rposes and  m ust  be  requested  fo r each  such  pu rpose ,  i n  cl ea r and  si m p l e  l anguage  and  separa te l y f rom  any o the r i n fo rm at i on  p rovi ded  to
the  pe rson  concerned  (s.14 ).  We expect  the  i ndustry to  ask fo r cl a ri f i ca t i on  regard i ng  th i s p rovi si on  as i t  i s uncl ea r i f  “separa te l y f rom  any o the r
i n fo rm at i on  p rovi ded  to  the  pe rson  concerned” m eans ou tsi de  the  scope  o f  a  p ri vacy po l i cy.

Secondary uses and enterprise analyt ics

T here  i s som e f l exi b i l i ty i n t roduced  fo r secondary uses o f  pe rsona l  i n fo rm at i on .  B i l l  64  p rovi des pe rsona l  i n fo rm at i on  m ay be  used  fo r ano the r pu rpose
wi thou t  the  consen t  o f  the  pe rson  concerned  i f  i t  i s used  fo r pu rposes consi sten t  wi th  those  fo r wh i ch  i t  was co l l ected  (i .e .  i t  m ust  have  a  d i rect  and
re l evan t  connect i on  wi th  such  pu rposes wh i ch  m ust  be  o the r than  com m erci a l  o r ph i l an th rop i c p rospect i on ),  o r cl ea rl y used  fo r the  bene f i t  o f  the  pe rson
concerned .  Fu rthe rm ore ,  the re  i s som e f l exi b i l i ty i n t roduced  fo r research ,  study o r research  o r fo r the  p roduct i on  o f  sta t i st i cs,  wh i ch  i s d i scussed  fu rthe r
under sect i on  “Consen t  excep t i on  fo r de -i den t i f i ed  pe rsona l  i n fo rm at i on ”.

Dealing with children

Bi l l  64  i n t roduces a  new sect i on  under wh i ch  the  pe rsona l  i n fo rm at i on  concern i ng  a  m i no r under 14  years o f  age  m ay no t  be  co l l ected  wi thou t  the
consen t  o f  the  pe rson  havi ng  pa ren ta l  au tho ri ty,  un l ess such  co l l ect i on  i s cl ea rl y fo r the  m i no r’s bene f i t  (s.  4 .1 ).  T he  consen t  o f  a  m i no r under 14  years
o f  age  m ust  be  g i ven  by the  pe rson  havi ng  pa ren ta l  au tho ri ty and  the  consen t  o f  a  m i no r 14  years o f  age  o r ove r can  be  g i ven  e i the r by the  m i no r o r by
the  pe rson  havi ng  pa ren ta l  au tho ri ty (s.14 ).

Business transact ion exception

When a  busi ness i s be i ng  pu rchased  o r so l d  o r when  asse ts a re  be i ng  acqu i red  o r assi gned ,  i t  m ay i n  p ract i ce  be  fast i d i ous—even  i m possi b l e—to  ob ta i n
consen t  to  the  d i scl osu re  o f  pe rsona l  i n fo rm at i on  by a l l  custom ers,  em p l oyees and  o the r pa rt i es con tem p l a ted  by the  t ransact i on ,  whe the r a t  the  stage
o f  due  d i l i gence  ve ri f i ca t i on  o r a t  the  cl osi ng  o f  a  t ransact i on .  To  respond  to  th i s p rob l em , PIPEDA, PIPA (BC) and  PIPA (A l be rta ) i ncl ude  excep t i ons to
consen t  tha t  a re  speci f i c to  busi ness t ransact i ons.  B i l l  64  now a l so  i n t roduces such  excep t i on  fo r busi ness t ransact i on ,  wh i ch  i s a l i gned  wi th  these  l aws.
Under such  new excep t i on ,  on l y the  pe rsona l  i n fo rm at i on  necessary fo r concl ud i ng  the  com m erci a l  t ransact i on  m ay be  com m un i ca ted  to  the  o the r pa rty
wi thou t  the  consen t  o f  the  pe rson  concerned  and  these  pa rt i es m ust  com p l y wi th  ce rta i n  requ i rem en ts:

En te ri ng  i n to  an  ag reem ent con ta i n i ng  ce rta i n  speci f i c l i m i ta t i ons and  securi ty p rovi si ons;

Upon  the  com m erci a l  t ransact i on  concl uded ,  the  acqu i re r m ay on l y use  o r com m un i ca te  the  pe rsona l  i n fo rm at i on  i n  com p l i ance  wi th  the  Pri va te
Secto r Act ;  and

Wi th i n  a  reasonab l e  t i m e  a f te r the  concl usi on  o f  the  com m erci a l  t ransact i on ,  pe rsons concerned  m ust  be  no t i f i ed  o f  the  t ransact i on  (s.  18 .4 ).

Business contact exclusion

Bi l l  64  m od i f i es the  Pri va te  Secto r Act  by i ncl ud i ng  a  fu l l  excl usi on  fo r busi ness con tact  i n fo rm at i on ,  de f i ned  as “pe rsona l  i n fo rm at i on  concern i ng  the
perfo rm ance  o f  du t i es wi th i n  an  en te rp ri se  by the  pe rson  concerned ,  such  as the  pe rson ’s nam e, t i t l e  and  du t i es,  as we l l  as the  address,  em a i l  add ress
and  te l ephone  num ber o f  the  pe rson ’s p l ace  o f  work” (s.  1 ).  T h i s excl usi on  i s a l i gned  wi th  the  BC PIPA bu t  goes beyond  the  busi ness con tact  excl usi on
under PIPEDA and  the  A l be rta  PIPA wh i ch  i s l i m i ted  to  a  si tua t i on  where  the  pu rposes o f  co l l ect i ng  th i s i n fo rm at i on  i s restri cted  to  enab l i ng  the
i nd i vi dua l  to  be  con tacted  i n  re l a t i on  to  the  i nd i vi dua l ’s busi ness responsi b i l i t i es.

No employee consent exception

Bi l l  64  does no t  i ncl ude  an  em p l oyee  consen t  excep t i on .  T h i s i s p rob l em at i c si nce  the  consen t  m ode l  appears i l l -su i ted  to  an  em p l oye r/em p l oyee
re l a t i onsh i p .  Indeed ,  i t  i s d i ff i cu l t  to  th i nk o f  an  em p l oyee ’s consen t  i n  dea l i ng  wi th  the i r em p l oye r as be i ng  “f ree ,” si nce  an  em p l oyee  cou l d  we l l
be l i eve ,  ri gh t l y o r wrong l y,  tha t  the i r em p l oym ent wou l d  be  j eopard i zed  by a  re fusa l  to  consen t .  M oreover,  i f  an  em p l oyee  re fused  the i r em p l oye r’s
co l l ect i ng ,  usi ng  o r d i scl osi ng  o f  the i r pe rsona l  i n fo rm at i on  fo r no rm a l  em p l oym ent pu rposes,  th i s cou l d  si m p l y p reven t  the  em p l oye r f rom  con t i nu i ng  i ts
act i vi t i es and  fu l f i l l i ng  i ts l ega l  ob l i ga t i ons.  Under PIPEDA, BC PIPA and  A l be rta  PIPA, em p l oye rs m ay co l l ect ,  use  and  d i scl ose  pe rsona l  i n fo rm at i on
tha t  i s necessary fo r estab l i sh i ng ,  m anag i ng  o r te rm i na t i ng  an  em p l oym ent re l a t i onsh i p  wi thou t  the  consen t  o f  the i r em p l oyees,  a l though  they have  a
du ty to  i n fo rm  em p l oyees o f  the i r p ract i ces.  Hope fu l l y such  excep t i on  wi l l  be  i n t roduced  and  consi de red  by the  l eg i sl a to r i n  the  next  stages.



Obligat ion to inform individuals of the use of a technology that allows them to be ident ified, located or profiled

Bi l l  64  wou l d  requ i re  tha t ,  be fo re  co l l ect i ng  pe rsona l  i n fo rm at i on  usi ng  techno l ogy wh i ch  a l l ows an  i nd i vi dua l  to  be  i den t i f i ed ,  l oca ted  o r p ro f i l ed ,  an
organ i za t i on  i n fo rm  the  i nd i vi dua l  o f  the  use  o f  such  techno l ogy and  the  m eans ava i l ab l e ,  i f  any,  to  deact i va te  the  funct i ons tha t  a l l ow them  to  be
i den t i f i ed ,  l oca ted  o r p ro f i l ed  (s.  8 .1 ).  T he  no t i on  o f  “p ro f i l i ng ” i s b road l y de f i ned  under the  new sect i on  as the  co l l ect i on  and  use  o f  pe rsona l
i n fo rm at i on  to  assess pa rt i cu l a r cha racte ri st i cs o f  a  na tu ra l  pe rson ,  i ncl ud i ng  the i r work pe rfo rm ance ,  hea l th ,  p re fe rences,  behavi ou r,  i n te rests,  e tc.

T he  p roposed  p rovi si on  does no t  st ri ct l y requ i re  an  o rgan i za t i on  to  p rovi de  i nd i vi dua l s wi th  an  op t-ou t  m echan i sm  wi th  respect  to  i ts use  o f
i den t i f i ca t i on ,  t racki ng  o r p ro f i l i ng  techno l og i es.  T ha t  sa i d ,  i n  ce rta i n  cases,  exp ress consen t  m ay a l so  be  requ i red  as d i scussed  under Re i n fo rced
consen t .  In  add i t i on ,  m ore  t ransparency m ay becom e expected  f rom  o rgan i za t i ons usi ng  a  va ri e ty o f  th i rd -pa rty ana l yt i c too l s and  so f tware ,  i ncl ud i ng
cooki es,  p i xe l s and  beacons,  to  t rack,  i den t i fy and  ta rge t  i nd i vi dua l s based  on  the i r i n te rests,  p re fe rences and  behavi ou r.  T hese  too l s o f ten  com e wi th
an  op t-ou t  m echan i sm  accessi b l e  th rough  the  se rvi ce  p rovi de r’s p l a t fo rm  and  o rgan i za t i ons wou l d  be  requ i red  to  com m un i ca te  them  to  use rs.

Research and analytics

Bi l l  64  i n t roduces we l com e re fo rm s to  the  reg i m e  govern i ng  the  use  o f  pe rsona l  i n fo rm at i on  i n  the  con text  o f  research ,  a l i gn i ng  Québec wi th  the
fram eworks estab l i shed  i n  o the r Canad i an  j u ri sd i ct i ons.  I t  a l so  i n t roduces i m portan t  f l exi b i l i ty wi th  respect  to  secondary research  pu rposes,  such  as
en te rp ri se  ana l yt i cs,  by cl ea rl y pe rm i t t i ng  the  use  o f  “de -i den t i f i ed ” pe rsona l  i n fo rm at i on  (i ncl ud i ng  sensi t i ve  i n fo rm at i on ) wi th i n  the  en te rp ri se  wi thou t
ob ta i n i ng  consen t .

Consent exception for research

Bi l l  64  e l i m i na tes the  au tho ri za t i on  p rocess fo r research ,  l ong  cri t i ci zed  fo r i ts i m pract i ca l  com p l exi ty and  fo r the  uncerta i n ty crea ted  by the  CAI ’s to ta l
d i scre t i on  ove r research  au tho ri za t i ons and  the  revoca t i on  the reo f .  Am endm ents rep l ace  the  cu rren t  p rocess wi th  a  reg i m e  tha t  em phasi zes due
d i l i gence  and  t ransparency,  and  on l y requ i res tha t  the  CAI be  no t i f i ed  o f  the  ag reem ent en te red  i n to  be tween  the  d i scl osi ng  and  reci p i en t
o rgan i za t i ons.  Under the  new f ram ework,  an  o rgan i za t i on  m ay d i scl ose  pe rsona l  i n fo rm at i on ,  wi thou t  the  consen t  o f  the  i nd i vi dua l  concerned  to  a
person  o r body wi sh i ng  to  use  the  i n fo rm at i on  fo r study o r research  pu rposes o r fo r the  p roduct i on  o f  sta t i st i cs,  p rovi ded  tha t :

T he  ob j ect i ve  o f  the  research  can  be  ach i eved  on l y i f  the  i n fo rm at i on  i s com m un i ca ted  i n  a  fo rm  a l l owi ng  the  pe rsons concerned  to  be  i den t i f i ed ;

I t  i s un reasonab l e  to  requ i re  the  pe rson  o r body to  ob ta i n  the  consen t  o f  the  pe rsons concerned ;

T he  ob j ect i ve  o f  the  research  ou twe i ghs the  i m pact  o f  com m un i ca t i ng  and  usi ng  the  i n fo rm at i on  on  the  p ri vacy o f  the  pe rsons concerned ;

T he  pe rsona l  i n fo rm at i on  i s used  i n  such  a  m anner as to  ensure  con f i den t i a l i ty;  and

On l y the  necessary i n fo rm at i on  i s com m un i ca ted  (s.  21 ).

Requests m ust  be  i n  wri t i ng  and  i ncl ude  the  research  p ro toco l ,  the  g rounds support i ng  the  fu l f i l m en t  o f  the  abovem ent i oned  cri te ri a ,  a  l i st  o f  the  o the r
pe rsons and  bod i es whose  i n fo rm at i on  i s be i ng  requested ,  a  descri p t i on  o f  the  techno l og i es be i ng  used  i f  app l i cab l e  and  a  copy o f  the  docum ented
deci si on  o f  a  research  e th i cs com m i t tee  i f  app l i cab l e  (s.  21 .01 ).  T he  pe rson  d i scl osi ng  and  the  reci p i en t  m ust  en te r i n to  an  ag reem ent tha t  i ncl udes a
va ri e ty o f  st i pu l a t i ons i n tended  to  ensure  l i m i ted  access,  reduced  ri sk o f  re -i den t i f i ca t i on ,  approp ri a te  securi ty sa feguards and  m i n i m a l  re ten t i on  (s.
21 .02 ).  T he  ag reem ent m ust  be  sen t  to  the  CAI such  tha t  i t  com es i n to  fo rce  30  days fo l l owi ng  rece i p t .  In  th i s l a t te r respect ,  the  new f ram ework a l i gns
wi th  the  cu rren t  P IPEDA reg i m e , wh i ch  si m i l a rl y requ i res the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  (OPC) to  be  no t i f i ed .

Consent exception for de-ident ified personal information

Bi l l  64  am ends sect i on  12  o f  the  Pri va te  Secto r Act  to  sta te  tha t  pe rsona l  i n fo rm at i on  i n i t i a l l y co l l ected  fo r one  pu rpose  m ay be  used ,  wi thou t  consen t ,
fo r the  secondary pu rposes o f  study o r research  o r fo r the  p roduct i on  o f  sta t i st i cs,  i f  the  i n fo rm at i on  i s de -i den t i f i ed  (s.  12 ,  pa rag raph  2 (3 )).  T he
am ended  sect i on  a l so  sta tes tha t  pe rsona l  i n fo rm at i on  i s “de -i den t i f i ed  i f  i t  no  l onger a l l ows the  pe rson  concerned  to  be  d i rect l y i den t i f i ed ” (s.  12 ,
pa rag raph  4 (1 )).  T h i s a l i gns wi th  the  co re  fea tu res o f  the  no t i on  o f  pseudonym i zed  i n fo rm at i on ,  as th i s te rm  i s genera l l y understood  (i ncl ud i ng  under
the  GDPR):  the  rem ova l  o f  a l l  “d i rect  i den t i f i e rs” (e .g .  nam e, soci a l  i nsu rance  num ber),  wh i l e  l eavi ng  “i nd i rect  i den t i f i e rs” (da te  o f  b i rth ,  gender) i n tact .
Undersco ri ng  th i s understand i ng  o f  de -i den t i f i ca t i on ,  B i l l  64  a l so  i n t roduces cri te ri a  fo r anonym i za t i on ,  sta t i ng  “[ f ]o r the  pu rposes o f  th i s Act ,
i n fo rm at i on  concern i ng  a  na tu ra l  pe rson  i s anonym i zed  i f  i t  i rreve rsi b l y no  l onger a l l ows the  pe rson  to  be  i den t i f i ed  d i rect l y o r i nd i rect l y” (s.  23 ,
em phasi s added).  In  consequence ,  i t  appears tha t  the  am ended  sect i on  12  i m p l i ci t l y recogn i zes the  ri sk o f  re -i den t i f i ca t i on  a t tached  to  de -i den t i f i ed
i n fo rm at i on .  In te rest i ng l y,  the  l anguage  o f  the  new sect i on  12  a l so  cl ea rl y p rovi des tha t  no  consen t  i s needed  even  where  such  i n fo rm at i on  i s sensi t i ve
(s.  12 ,  pa rag raphs 1 -2 ).

As d ra f ted ,  th i s consen t  excep t i on  appears to  app l y on l y to  use  wi th i n  the  en te rp ri se ,  and  as such  the  pu rposes o f  study,  research  and  the  p roduct i on  o f
sta t i st i cs m ay be  construed  as en te rp ri se  o r busi ness ana l yt i cs.  However,  g i ven  tha t  i den t i ca l  l anguage  i s used  to  descri be  research  under the  new
sect i on  21  and  fo l l owi ng ,  sect i on  12  appears to  p rovi de  l a t i tude  fo r those  en te rp ri ses engaged  i n  sci en t i f i c research  to  use  de -i den t i f i ed  pe rsona l
i n fo rm at i on  wi thou t  consen t  fo r th i s pu rpose  as we l l .

New individual rights

Bi l l  64  g ran ts i nd i vi dua l s th ree  new ri gh ts wi th  respect  to  the i r pe rsona l  i n fo rm at i on ,  i nsp i red  by the  GDPR. For ease  o f  re fe rence  we  wi l l  re fe r to  as the
ri gh t  to  da ta  po rtab i l i ty,  the  ri gh t  to  be  fo rgo t ten  and  the  ri gh t  to  ob j ect  to  the  au tom ated  p rocessi ng  o f  the i r pe rsona l  i n fo rm at i on .

Right to data portability

Bi l l  64  f i rst  cl a ri f i es the  exi st i ng  ri gh t  to  access p rovi ded  a t  sect i on  27  o f  the  Pri va te  Secto r Act  by g ran t i ng  i nd i vi dua l s the  ri gh t  to  ob ta i n  a  wri t ten  and
i n te l l i g i b l e  t ranscri p t  o f  com pute ri zed  i n fo rm at i on  he l d  abou t  them  by an  o rgan i za t i on .  T he  p rovi si on  goes fu rthe r and  p rovi des tha t  i nd i vi dua l s can
request  o rgan i sa t i ons to  p rovi de  them  wi th  com pute ri zed  pe rsona l  i n fo rm at i on  i n  a  st ructu red ,  com m on l y uses techno l og i ca l  fo rm at (i .e .  an  e l ectron i c
f i l e ) and  to  ask such  da ta  “to  be  com m un i ca ted  to  any pe rson  o r body au tho ri zed  by l aw to  co l l ect  such  i n fo rm at i on ”.  Organ i za t i ons shou l d  take  th i s new
ri gh t  i n to  accoun t  a t  the  desi gn  stage  o f  the i r IT  p ro j ects and  on l i ne  se rvi ces to  ensure  tha t  pe rsona l  i n fo rm at i on  co l l ected  f rom  the  i nd i vi dua l  can  be
com m un i ca ted  to  them  i n  the  requested  fo rm at (s.3 .3 ).  T he  on l y basi s upon  wh i ch  o rgan i za t i ons can  re fuse  to  honour such  requests i s i f  “do i ng  so  ra i ses
seri ous p ract i ca l  d i ff i cu l t i es”.

T h i s new p rovi si on  echoes the  ri gh t  to  da ta  po rtab i l i ty p rovi ded  a t  a rt i cl e  20  o f  the  GDPR, a i m ed  a t  st reng then i ng  i nd i vi dua l s’ con tro l  ove r the i r
pe rsona l  i n fo rm at i on  and  foste ri ng  i n te roperab i l i ty be tween  con tro l l e rs.  I t  wi l l  be  i m portan t  to  cl a ri fy the  restri ct i on  l i m i t i ng  th i rd  pa rty reci p i en ts to
those  “au tho ri zed  by l aw to  co l l ect  such  i n fo rm at i on ” and  to  ensure  tha t  the  t ransfe rred  da ta  wi l l  no t  have  to  be  de l e ted  by the  t ransfe rri ng
o rgan i za t i on ,  who  m ay need  i t  to  pe rfo rm  i ts con tractua l  ob l i ga t i ons o r to  com p l y wi th  i ts re ten t i on  schedu l e .



Right to be forgotten

T he  new sect i on  28 .1  g ran ts i nd i vi dua l s a  two-p rong  ri gh t  tha t  exi sts (under a  sl i gh t l y d i ffe ren t  fo rm ) i n  the  European  Un i on  si nce  2014 ,  now cod i f i ed  a t
a rt i cl e  17  o f  the  GDPR.

T he  new p rovi si on  f i rst  a l l ows i nd i vi dua l s to  request  o rgan i za t i ons to  cease  d i ssem i na t i ng  the i r pe rsona l  i n fo rm at i on  and  to  de -i ndex any hyperl i nk
a t tached  to  the i r nam e tha t  p rovi des access to  the  i n fo rm at i on  i f  the  d i ssem i na t i on  con travenes the  l aw (e .g .  de fam ato ry con ten t  o r cl ea r cases o f  cyber-
bu l l yi ng ) o r a  cou rt  o rde r.  Websi te  ed i to rs and  search  eng i nes wi l l  hence  have  to  no t  on l y ab i de  to  cou rt  o rde rs bu t  a l so  assess whe the r the  i m pugned
con ten t  i n f ri nges app l i cab l e  l aw, ra i si ng  i m portan t  quest i ons as to  the  ro l e  p l ayed  by p ri va te  o rgan i za t i ons i n  the  adm i n i st ra t i on  o f  j ust i ce .

Second ,  i nd i vi dua l s a re  g ran ted  a  ri gh t  to  request  tha t  the i r pe rsona l  i n fo rm at i on  ceases to  be  d i ssem i na ted  o r be  de -i ndexed  o r re -i ndexed  when  the
d i ssem i na t i on  o f  the  i n fo rm at i on  causes se ri ous i n j u ry to  an  i nd i vi dua l s’ repu ta t i on  o r p ri vacy tha t  cl ea rl y ou twe i ghs the  pub l i c’s ri gh t  to  be  i n fo rm ed
and  one ’s f reedom  o f  exp ressi on  (to  the  exten t  the  sough t  rem edy does no t  exceed  wha t i s necessary fo r p reven t i ng  the  pe rpe tua t i on  o f  the  i n j u ry).  B i l l
64  p rovi des severa l  cri te ri a  to  m ake  such  assessm ent,  wh i ch  m i rro r those  com m on l y taken  i n to  accoun t  by Canad i an  courts i n  p ri vacy and  de fam at i on
act i ons.  T h i s new ri gh t  wi l l  m ake  i t  easi e r fo r i nd i vi dua l s to  have  ha rm fu l  con ten t  rem oved  f rom  the  In te rne t  wi thou t  havi ng  to  i n i t i a te  l ega l
p roceed i ngs (i ncl ud i ng  vi ct i m s o f  “revenge  po rn ” and  unau tho ri zed  pub l i ca t i ons o f  i n t i m a te  p i ctu res).  T hese  ri gh ts a l so  b ri ng  m any concerns a l ready
ra i sed  i n  a  p ri o r subm i ssi on  m ade  to  the  OPC i n  answer to  the  consu l ta t i on  re l a t i ng  to  on l i ne  repu ta t i on .

Right to object to automated processing

At sect i on  12 .1 ,  B i l l  64  g ran ts a  new ri gh t  fo r i nd i vi dua l s wi th  respect  to  the  au tom ated  p rocessi ng  o f  the i r pe rsona l  i n fo rm at i on .  When  an  o rgan i za t i on
uses au tom ated  p rocessi ng  o f  pe rsona l  i n fo rm at i on  to  m ake  a  deci si on  abou t  an  i nd i vi dua l  (e .g .  to  o ffe r a  p roduct  o r se rvi ce  based  on  an  assessm ent o f
one ’s f i nanci a l  o r m ed i ca l  si tua t i on ),  th i s p rovi si on  g ran ts concerned  i nd i vi dua l s the  ri gh t  to  be  i n fo rm ed  abou t  such  p rocessi ng ,  i ncl ud i ng  to  be
provi ded  wi th  i n fo rm at i on  regard i ng  the  e l em en ts o f  pe rsona l  i n fo rm at i on  used ,  the  reasons and  p ri nci pa l  facto rs and  pa ram ete rs l ead i ng  to  the
deci si on  and  the  ri gh t  to  have  the i r i n fo rm at i on  co rrected .  In  add i t i on ,  concerned  i nd i vi dua l s m ust  be  g i ven  the  opportun i ty “to  subm i t  observa t i ons to  a
m em ber o f  the  pe rsonne l  o f  the  o rgan i za t i on  who  i s i n  a  posi t i on  to  revi ew the  deci si on  m ade  by au tom ated  m eans”.  Au tom ated  p rocessi ng  act i vi t i es
tha t  a ffect  i nd i vi dua l s m ust  hence ,  upon  request ,  be  revi ewed  by em p l oyees who  have  the  power (and ,  p resum ab l y,  the  su ff i ci en t  knowl edge) to  re -
assess com pute r-m ade  deci si ons.  In te rest i ng l y,  sect i on  12 .1  does no t  g ran t  i nd i vi dua l s a  ri gh t  (such  as the  one  g ran ted  i n  the  GDPR a t  a rt i cl e  22 ) bu t
ra the r “an  opportun i ty to  p resen t  observa t i ons”,  wh i ch  seem  to  open  the  door to  o rgan i za t i ons’ d i scre t i on  to  i ndeed  revi ew o r no t  the  au tom ated
deci si on .

Outsourcing and cross-border transfer

Shari ng  pe rsona l  i n fo rm at i on  wi th  se rvi ce  p rovi de rs i s sub j ect  to  requ i rem en ts se t  fo rth  a t  sect i on  18 .3  wh i ch  con f i rm  cu rren t  best  p ract i ces.  When
shari ng  i n fo rm at i on  wi th  th i rd  pa rt i es l oca ted  ou tsi de  o f  Québec however,  B i l l  64  p roposes a  ve ry bu rdensom e p rocess,  wh i ch  we  sum m ari ze  be l ow.

Outsourc ing

Bi l l  64  fo rm a l l y recogn i zes tha t  com m un i ca t i ng  pe rsona l  i n fo rm at i on  to  a  se rvi ce  p rovi de r (o r a  m anda ta ry/agen t) does no t  requ i re  the  consen t  o f  the
concerned  i nd i vi dua l  (s.18 .3 ),  wh i ch  i s a  we l com ed cl a ri f i ca t i on .  Fu rthe r,  i n  l i ne  wi th  the  OPC’s 2019  Reports o f  Fi nd i ngs i n  the  Equ i fax and  Lob l aw’s
cases as we l l  as cu rren t  best  con tractua l  p ract i ces,  the  p rovi si on  requ i res tha t  ou tsourci ng  a rrangem ents be  sub j ect  to  a  wri t ten  ag reem ent en te red  i n to
by the  o rgan i za t i on  and  the  se rvi ce  p rovi de r wh i ch  m ust  p rovi de :

A descri p t i on  o f  the  m easures taken  by the  se rvi ce  p rovi de r to  ensure  the  con f i den t i a l i ty o f  the  pe rsona l  i n fo rm at i on  (e .g .  a  descri p t i on  o f  the
securi ty sa feguards);

An  ob l i ga t i on  fo r the  se rvi ce  p rovi de r to  on l y use  the  i n fo rm at i on  fo r the  pu rposes o f  renderi ng  the  se rvi ces and  no t  keep  such  i n fo rm at i on  a f te r the
exp i ry o f  the  con tract ;  and

An  ob l i ga t i on  fo r the  se rvi ce  p rovi de r to  no t i fy the  p ri vacy o ff i ce r wi thou t  de l ay o f  any actua l  o r a t tem pted  vi o l a t i on  o f  the  con f i den t i a l i ty o f  the
i n fo rm at i on  and  to  a l l ow the  p ri vacy o ff i ce r to  conduct  any ve ri f i ca t i on  re l a t i ng  to  con f i den t i a l i ty requ i rem en ts.  Regard i ng  th i s l ast  requ i rem en t,  B i l l
64  does no t  speci fy whe the r the  p ri vacy o ff i ce r i s the  one  o f  the  se rvi ce  p rovi de r o r o f  the  o rgan i za t i on .  Wh i l e  we  assum e tha t  the  ob j ect i ve  i s tha t
the  p ri vacy o ff i ce r o f  the  o rgan i za t i on  be  no t i f i ed ,  cl a ri f i ca t i on  on  th i s aspect  wou l d  be  we l com ed.

Cross-border transfers

A p rovi si on  o f  B i l l  64  tha t  wou l d  crea te  the  m ost  cha l l enges fo r o rgan i za t i ons pe rta i ns to  cross-bo rde r t ransfe rs.  B i l l  64  si gn i f i can t l y i ncreases the
requ i rem en ts se t  fo rth  i n  the  cu rren t  sect i on  17  o f  the  Pri va te  Secto r Act .  Under the  p roposed  text ,  an  o rgan i za t i on  m ust ,  p ri o r to  com m un i ca t i ng
persona l  i n fo rm at i on  ou tsi de  o f  Québec (i ncl ud i ng  fo r ou tsourci ng  pu rposes),  pe rfo rm  a  PIA to  assess whe the r the  i n fo rm at i on  wi l l  rece i ve  a  l eve l  o f
p ro tect i on  equ i va l en t  to  the  one  g ran ted  under the  Act.  To  tha t  end ,  o rgan i za t i ons a re  requ i red  to  take  i n to  accoun t  no t  on l y the  sensi t i vi ty o f  the
i n fo rm at i on ,  the  pu rposes fo r wh i ch  i t  wi l l  be  used  and  the  p ro tect i on  m easures tha t  wou l d  app l y bu t  a l so  “the  l ega l  f ram ework app l i cab l e  i n  the  Sta te
i n  wh i ch  the  i n fo rm at i on  wou l d  be  com m un i ca ted ,  i ncl ud i ng  the  l ega l  f ram ework’s degree  o f  equ i va l ency wi th  the  pe rsona l  i n fo rm at i on  p ro tect i on
p ri nci pa l s app l i cab l e  i n  Québec”.  I f ,  fo l l owi ng  th i s P IA,  the  o rgan i za t i on  concl udes tha t  the  fo re i gn  l eg i sl a t i on  i s no t  equ i va l en t ,  i t  m ust  no t
com m un i ca te  the  pe rsona l  i n fo rm at i on.  Sect i on  17 .1  o f  B i l l  64  p rovi des tha t  the  governm ent sha l l  pub l i sh  a  l i st  o f  S ta tes whose  l ega l  f ram ework
govern i ng  pe rsona l  i n fo rm at i on  i s equ i va l en t  to  the  Québec f ram ework.

I t  i s i m portan t  to  h i gh l i gh t  tha t  under the  GDPR, a  si m i l a r exe rci se  i s pe rfo rm ed  by the  European  Com m i ssi on a f te r a  ve ry de ta i l ed  and  l eng thy p rocess
i nvo l vi ng  the  European  Da ta  Pro tect i on  Board  and  the  rep resen ta t i ves o f  M em ber Sta tes,  to  assess whe the r the  l eg i sl a t i on  o f  coun tri es ou tsi de  the
European  Econom i c Area  i s “adequa te ” i n  acco rdance  wi th  the  Adequacy Re fe ren t i a l.  T h i s p rocess takes severa l  m on ths and  m ay l ead  to  a  f i nd i ng  o f
i nadequacy such  as i n  the  case  o f  the  Québec p roposa l  i n  2014.  T he  fact  tha t  European  Com m i ssi on  had  decl a red  PIPEDA “adequa te ” i n  2001 ,  wh i ch
i s no t  as st ri ngen t  as the  Pri va te  Secto r Act  i n  m any aspects,  fu rthe r i l l ust ra tes the  cha l l enges wi th  any m ethodo l ogy used  to  com pare  l aws.  I f  the  th i rd
coun try i s no t  consi de red  adequa te ,  d i ffe ren t  m echan i sm s can  be  used  by o rgan i za t i ons pu rsuan t  to  the  GDPR to  t ransfe r pe rsona l  i n fo rm at i on  ou tsi de
o f  the  EEA, i ncl ud i ng  standard  con tractua l  cl auses,  b i nd i ng  co rpo ra te  ru l es,  e tc.

Here ,  the  governm ent m ay have  underest i m a ted  the  e ffo rts tha t  wou l d  be  requ i red  fo r them  to  pub l i sh  a  com prehensi ve  l i st  o f  adequa te  j u ri sd i ct i ons i n
accordance  wi th  p roposed  Sect i on  17 .1 .  T h i s m ay pu t  p ri va te  o rgan i za t i ons i n  a  si tua t i on  where  they need  to  p l ay the  ro l e  o f  a  p ri vacy regu l a to r and
re ta i n  fo re i gn  l ega l  experts to  assess the  equ i va l ency o f  non-Québec l aws.  M oreover,  B i l l  64  fa i l s to  p rovi de  o rgan i za t i ons wi th  a l te rna t i ve  m echan i sm s
to  t ransfe r i n fo rm at i on  to  the  rest  o f  the  coun try o r ab road .  I f  adop ted  as cu rren t l y d ra f ted ,  th i s p rovi si on  wi l l  render t ransfe rs to  se rvi ce  p rovi de rs
l oca ted  ou tsi de  o f  Québec i l l ega l .  T h i s appears no t  on l y i m pract i ca l ,  bu t  a l so  ra i ses i m portan t  cha l l enges re l a ted  to  da ta  resi dency.

Next steps

ttps://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_03
ttps://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-001
ttps://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-003
ttps://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_e
ttps://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=61410
ttps://www.dataprotection.ro/servlet/ViewDocument?id=108


M ost o f  B i l l  64 ’s p rovi si ons a re  un l i ke l y to  take  e ffect  un t i l  ea rl y 2022 .  Fo l l owi ng  the  successfu l  i n t roduct i on  o f  B i l l  64  on  Fri day,  June  12 ,  2020 ,  wh i ch
i s on l y the  f i rst  step  i n  Québec’s l eg i sl a t i ve  p rocess,  the  Québec Na t i ona l  Assem b l y ad j ou rned  i ts act i vi t i es un t i l  Sep tem ber 15 ,  2020 .  Be fo re
ad j ou rn i ng ,  the  governm ent house  l eader,  i nd i ca ted  tha t  the  b i l l  wou l d  be  re fe rred  to  a  com m i t tee  fo r consu l ta t i on ,  wh i ch  shou l d  g i ve  stakeho l de rs the
occasi on  to  m ake  rep resen ta t i ons regard i ng  B i l l  64 .  I f  passed ,  B i l l  64 ’s t ransi t i ona l  and  f i na l  p rovi si ons cu rren t l y sta te  tha t  the  am endm ents m ade  to
Québec’s p ri va te  secto r p ri vacy l aws wou l d  on l y com e i n to  e ffect  one  year fo l l owi ng  the  da te  o f  the  b i l l ’s assen t ,  excep t  fo r the  p rovi si on  on  da ta
portab i l i ty ri gh ts,  wh i ch  wou l d  on l y com e i n to  e ffect  th ree  years a f te r the  da te  o f  assen t .

The  au tho rs g ra te fu l l y acknow l edge  the  assi stance  o f  a rt i cl i ng  studen t  Andy Nagy i n  w ri t i ng  th i s a rt i cl e .
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