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ARTICLE

Canadian Privacy Commissioner Issues Guidance For Privacy Law and CASL
Compliance

Canad i an  Pri vacy Com m i ssi oner Issues Gu i dance  For Pri vacy Law And  CASL Com p l i ance

On Apri l  27 ,  2015 ,  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  i ssued  a  gu i dance  docum ent en t i t l ed  “An t i -spam  l aw’s changes to  Canad i an
federa l  p ri vacy l aw: A gu i de  fo r busi nesses do i ng  e -m arke t i ng ” and  a  re l a ted  “He l p fu l  T i ps” sum m ary docum ent.  T he  Gu i de  exp l a i ns basi c p ri vacy l aw
requ i rem en ts fo r the  use  o f  pe rsona l  i n fo rm at i on  (i ncl ud i ng  em a i l  add resses) to  send  com m erci a l  m essages (i ncl ud i ng  em a i l s),  and  p rovi des
recom m enda t i ons fo r com p l i ance .  T he  Gu i de  i s an  i m portan t  rem i nder tha t  o rgan i za t i ons tha t  send  com m erci a l  e l ectron i c m essages m ust  com p l y wi th
bo th  Canada ’s an t i -spam  l aw and  Canad i an  p ri vacy l aws.

Privacy Laws and CASL

Canad i an  p ri vacy l aws,  i ncl ud i ng  the  federa l  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act  (“P IPEDA”),  regu l a te  the  co l l ect i on ,  use  and
d i scl osu re  o f  pe rsona l  i n fo rm at i on .  Pri vacy l aws p rovi de  tha t ,  sub j ect  to  l i m i ted  excep t i ons,  an  i nd i vi dua l ’s pe rsona l  i n fo rm at i on  (i ncl ud i ng  nam e and
em a i l  add ress) m ay no t  be  co l l ected ,  used  o r d i scl osed  wi thou t  the  i nd i vi dua l ’s m ean i ng fu l  consen t .  P IPEDA perm i ts the  co l l ect i on  and  use  o f  pe rsona l
i n fo rm at i on  wi thou t  consen t  i n  excep t i ona l  ci rcum stances,  bu t  those  excep t i ons do  no t  app l y to  an  e l ectron i c address tha t  was co l l ected  by a  com pute r
p rog ram  desi gned  to  co l l ect  e l ectron i c addresses (a  p rocess known as “address ha rvest i ng ”) o r by un l awfu l  access to  a  com pute r system .

Canada ’s an t i -spam  l aw (com m on l y known as “CASL”) crea tes a  com prehensi ve  reg i m e  o f  o ffences,  en fo rcem ent m echan i sm s and  po ten t i a l l y seve re
pena l t i es desi gned  to  p roh i b i t  unso l i ci ted  o r m i sl ead i ng  com m erci a l  e l ectron i c m essages,  the  unau tho ri zed  com m erci a l  i nsta l l a t i on  and  use  o f
com pute r p rog ram s on  ano the r pe rson ’s com pute r system  and  o the r fo rm s o f  on l i ne  f raud .  Fo r m ost  o rgan i za t i ons,  the  key pa rts o f  CASL a re  the  ru l es fo r
com m erci a l  e l ectron i c m essages.  Sub j ect  to  l i m i ted  excep t i ons,  CASL p roh i b i ts the  send i ng  o f  a  com m erci a l  e l ectron i c m essage  un l ess the  reci p i en t
has g i ven  i n fo rm ed  consen t  (exp ress o r i m p l i ed  i n  l i m i ted  ci rcum stances) to  rece i ve  the  m essage  and  the  m essage  com p l i es wi th  p rescri bed  fo rm a l i t i es
(i ncl ud i ng  an  e ffect i ve  and  p rom pt l y i m p l em ented  unsubscri be  m echan i sm ) and  i s no t  m i sl ead i ng .

Regulatory Guidance

T he  Gu i de  i s a  rem i nder tha t  com m erci a l  m essages a re  regu l a ted  by bo th  CASL (wh i ch  regu l a tes the  send i ng  o f  com m erci a l  e l ectron i c m essages) and
Canad i an  p ri vacy l aws (wh i ch  regu l a te  the  co l l ect i on ,  use  and  d i scl osu re  o f  em a i l  add resses i n  the  course  o f  com m erci a l  act i vi t i es).

T he  Gu i de  exp l a i ns som e o f  the  basi c Canad i an  p ri vacy l aw requ i rem en ts fo r com m erci a l  e l ectron i c m arke t i ng  act i vi t i es.  Fo l l owi ng  i s a  sum m ary:

Accoun tab i l i ty:  An  o rgan i za t i on  i s accoun tab l e  fo r how the  o rgan i za t i on  and  i ts se rvi ce  p rovi de rs co l l ect ,  use  and  d i scl ose  pe rsona l  i n fo rm at i on
(i ncl ud i ng  em a i l  add resses) i n  the  course  o f  com m erci a l  act i vi t i es.

Consen t :  An  o rgan i za t i on  i s requ i red  to  ob ta i n  an  i nd i vi dua l ’s m ean i ng fu l  consen t  to  the  o rgan i za t i on ’s co l l ect i on ,  use  and  d i scl osu re  o f  the
i nd i vi dua l ’s pe rsona l  i n fo rm at i on .  An  i nd i vi dua l ’s consen t  shou l d  be  ob ta i ned  be fo re  o r a t  the  t i m e  the  i nd i vi dua l ’s pe rsona l  i n fo rm at i on  i s
co l l ected ,  and  shou l d  be  renewed  be fo re  o r when  the  pe rsona l  i n fo rm at i on  i s used  fo r a  new purpose .  An  o rgan i za t i on  shou l d  a l l ow i nd i vi dua l s to
wi thd raw consen t  to  the  use  o f  the i r pe rsona l  i n fo rm at i on  a t  any t i m e ,  sub j ect  to  l ega l  o r con tractua l  restri ct i ons and  reasonab l e  no t i ce .

Servi ce  Provi de rs:  An  o rgan i za t i on  i s accoun tab l e  fo r com m erci a l  e l ectron i c m arke t i ng  pe rfo rm ed  fo r the  o rgan i za t i on  by i ts se rvi ce  p rovi de rs,  and
i s responsi b l e  fo r ensuri ng  tha t  i ts se rvi ce  p rovi de rs ob ta i n  appropri a te  consen t  fo r the  co l l ect i on ,  use  and  d i scl osu re  o f  pe rsona l  i n fo rm at i on  fo r
com m erci a l  e l ectron i c m arke t i ng  pu rposes.

Purchased  Address L i sts:  An  o rgan i za t i on  m ust  ensure  tha t  e l ectron i c addresses used  i n  the  course  o f  com m erci a l  act i vi t i es by o r on  beha l f  o f  the
o rgan i za t i on  have  been  ob ta i ned  wi th  appropri a te  consen t ,  even  i f  the  addresses a re  pu rchased  f rom  an  address l i st  vendor.

Address Harvest i ng :  An  o rgan i za t i on  tha t  engages i n  address ha rvest i ng ,  o r uses an  address l i st  com p i l ed  th rough  address ha rvest i ng ,  runs a  rea l  ri sk
tha t  the  o rgan i za t i on  wi l l  be  co l l ect i ng  o r usi ng  e l ectron i c addresses wi thou t  consen t  i n  con traven t i on  o f  p ri vacy l aws.

T he  Gu i de  p rovi des som e p ract i ca l  recom m enda t i ons to  avo i d  con traven i ng  p ri vacy l aws.  Fo l l owi ng  i s a  sum m ary:

Consen t :  When  an  o rgan i za t i on  co l l ects an  i nd i vi dua l ’s em a i l  add ress,  the  o rgan i za t i on  shou l d  cl ea rl y and  accura te l y exp l a i n  how the  o rgan i za t i on
wi l l  use  and  d i scl ose  the  em a i l  add ress.  An  o rgan i za t i on  shou l d  no t  assum e tha t  an  i nd i vi dua l  whose  e l ectron i c address i s ava i l ab l e  on l i ne  (e .g .  on
a  websi te ) consen ts to  the  use  o f  the  address fo r com m erci a l  m arke t i ng  pu rposes.

Due  Di l i gence  –  Purchased  L i sts:  I f  an  o rgan i za t i on  i n tends to  send  com m erci a l  e l ectron i c m essages usi ng  an  address l i st  pu rchased  f rom  an
address l i st  vendor,  the  o rgan i za t i on  shou l d  m ake  appropri a te  enqu i ri es to  ensure  tha t  the  vendor ob ta i ned  appropri a te  consen t  to  the  co l l ect i on
and  use  by the  o rgan i za t i on  o f  the  l i sted  addresses.

Due  Di l i gence  –  Servi ce  Provi de rs:  I f  an  o rgan i za t i on  engages a  m arke t i ng  se rvi ce  p rovi de r,  the  o rgan i za t i on  shou l d  m ake  appropri a te  enqu i ri es to
ensure  tha t  the  se rvi ce  p rovi de r com p l i es wi th  p ri vacy l aw requ i rem en ts regard i ng  the  co l l ect i on  and  use  o f  e l ectron i c addresses to  p rom ote  the
organ i za t i on  and  i ts busi ness.

Curren t  In fo rm at i on :  An  o rgan i za t i on  dea l i ng  wi th  an  address l i st  vendor o r a  m arke t i ng  se rvi ce  p rovi de r shou l d  m ake  appropri a te  enqu i ri es to
ensure  tha t  the  vendor o r se rvi ce  p rovi de r keeps i ts e l ectron i c address l i sts up  to  da te  (e .g .  by rem ovi ng  addresses when  i nd i vi dua l s wi thd raw
consen t  by unsubscri b i ng  f rom  the  rece i p t  o f  fu tu re  m arke t i ng  em a i l s) and  i n fo rm s the  o rgan i za t i on  o f  those  changes.

Consen t  Wi thd rawa l :  An  o rgan i za t i on  shou l d  enab l e  i nd i vi dua l s to  wi thd raw consen t  to  the  use  o f  the i r pe rsona l  i n fo rm at i on  a t  any t i m e ,  sub j ect  to
l ega l  o r con tractua l  restri ct i ons and  reasonab l e  no t i ce .

Docum enta t i on /Con tracts:  An  o rgan i za t i on  shou l d  docum ent (fo r fu tu re  re fe rence) the  o rgan i za t i on ’s due  d i l i gence  regard i ng  p ri vacy l aw
com p l i ance ,  and  shou l d  i ncl ude  i n  con tracts wi th  address l i st  vendors and  m arke t i ng  se rvi ce  p rovi de rs appropri a te  ob l i ga t i ons fo r com p l i ance  wi th
bo th  p ri vacy l aws and  CASL.

Comment



Organ i za t i ons tha t  send  com m erci a l  e l ectron i c m essages m ust  com p l y wi th  bo th  Canad i an  p ri vacy l aws and  CASL. As a  genera l  ru l e ,  o rgan i za t i ons tha t
send  com m erci a l  e l ectron i c m essages shou l d  ensure  tha t  each  m essage  reci p i en t  has g i ven  m ean i ng fu l  consen t  to  bo th  the  o rgan i za t i on ’s co l l ect i on
and  use  o f  the  i nd i vi dua l ’s em a i l  add ress and  the  rece i p t  o f  the  o rgan i za t i on ’s com m erci a l  e l ectron i c m essages.
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