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ARTICLE

Canadas Anti-Spam Legislation-Regulatory Guidance
T he  En fo rcem ent Advi so ry re fe rences o the r CRT C gu i dance  fo r com p l i ance  wi th  CASL 's reco rd  keep i ng  requ i rem en ts,  i ncl ud i ng  Gui dance  on  Imp l i ed
Consen t  and  Gui de l i nes to  he l p  busi nesses deve l op  co rpo ra te  comp l i ance  p rog rams (CRTC 2014-326).

T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  has i ssued  an  En fo rcem ent Advi so ry regard i ng  the  requ i rem en ts under Canada 's
an t i -spam  l eg i sl a t i on  fo r keep i ng  reco rds o f  consen t  to  rece i ve  com m erci a l  e l ectron i c m essages.

CASL

Canada 's an t i -spam  l eg i sl a t i on  (com m on l y known as "CASL" ) crea tes a  com prehensi ve  reg i m e  o f  o ffences,  en fo rcem ent m echan i sm s and  po ten t i a l l y
severe  pena l t i es (i ncl ud i ng  pe rsona l  l i ab i l i ty fo r em p l oye rs,  co rpo ra te  d i recto rs and  o ff i ce rs) desi gned  to  p roh i b i t  unso l i ci ted  o r m i sl ead i ng  com m erci a l
e l ectron i c m essages ("CEM s" ),  the  unau tho ri zed  com m erci a l  i nsta l l a t i on  and  use  o f  com pute r p rog ram s on  ano the r pe rson 's com pute r system  and  o the r
fo rm s o f  on l i ne  f raud  (such  as i den t i ty the f t  and  ph i sh i ng ).

Fo r m ost  o rgan i za t i ons,  the  key pa rts o f  CASL a re  the  ru l es fo r CEM s. Sub j ect  to  l i m i ted  excep t i ons,  CASL crea tes an  op t-i n  reg i m e  tha t  p roh i b i ts the
send i ng  o f  a  CEM  un l ess the  reci p i en t  has g i ven  i n fo rm ed  consen t  (exp ress o r i m p l i ed  i n  l i m i ted  ci rcum stances) to  rece i ve  the  CEM  and  the  CEM
com p l i es wi th  p rescri bed  fo rm a l i t i es (i ncl ud i ng  an  e ffect i ve  and  p rom pt l y i m p l em ented  unsubscri be  m echan i sm ) and  i s no t  m i sl ead i ng .  A pe rson  who
sends a  CEM  has the  onus o f  p rovi ng  tha t  the  reci p i en t  gave  exp ress o r i m p l i ed  consen t  to  rece i ve  the  CEM .

Enforcement Advisory

CASL g i ves the  Canad i an  Rad i o -te l evi si on  and  Te l e -com m un i ca t i ons Com m i ssi on  ("CRT C" ) regu l a to ry and  en fo rcem ent au tho ri ty regard i ng  CEM s and
o the r m a tte rs.  On  Ju l y 27 ,  2016 ,  CRT C i ssued  an  En fo rcem ent Advi so ry to  p rovi de  gu i dance  on  CASL 's requ i rem en ts fo r keep i ng  reco rds o f  consen t  to
rece i ve  CEM s. Fo l l owi ng  i s a  sum m ary o f  the  En fo rcem ent Advi so ry: :

Onus:  T he  onus o f  p rovi ng  consen t  rem a i ns wi th  the  pe rson  send i ng ,  o r causi ng  o r pe rm i t t i ng  the  send i ng  o f ,  a  CEM , even  i f  the  pe rson  i s re l yi ng  on
i m p l i ed  consen t  a ri si ng  f rom  an  exi st i ng  busi ness o r non-busi ness re l a t i onsh i p .

Bene f i ts o f  Good  Record  Keep i ng :  Good  reco rd  keep i ng  p ract i ces can  p rovi de  va ri ous bene f i ts,  i ncl ud i ng  he l p i ng  a  CEM  sender:  (1 ) i nvest i ga te  and
respond  to  consum er com p l a i n ts;  (2 ) i den t i fy po ten t i a l  non -com p l i ance  i ssues and  the  need  fo r co rrect i ve  act i on ,  and  dem onstra te  tha t  co rrect i ve
act i on  was i m p l em ented ;  and  (3 ) estab l i sh  a  due  d i l i gence  de fense  i n  the  case  o f  a  CASL vi o l a t i on .

Recom m ended  Records:  CEM  senders shou l d  consi de r keep i ng  paper o r e l ectron i c reco rds o f :  (1 ) a l l  evi dence  o f  exp ress and  i m p l i ed  consen ts (e .g .
aud i o  reco rd i ngs,  cop i es o f  si gned  consen t  fo rm s and  com p l e ted  e l ectron i c fo rm s) to  rece i ve  CEM s; (2 ) docum ented  m ethods th rough  wh i ch  consen t
was co l l ected ;  (3 ) po l i ci es and  p rocedures regard i ng  CASL com p l i ance ;  and  (4 ) a l l  unsubscri be  requests and  resu l t i ng  act i ons.

T he  En fo rcem ent Advi so ry re fe rences o the r CRT C gu i dance  fo r com p l i ance  wi th  CASL 's reco rd  keep i ng  requ i rem en ts,  i ncl ud i ng  Gui dance  on  Imp l i ed
Consen t  and  Gui de l i nes to  he l p  busi nesses deve l op  co rpo ra te  comp l i ance  p rog rams (CRTC 2014-326).
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