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No Reasonable Expectation of Privacy in Case of Online Child Luring
An undercover po l i ce  o ff i ce r o f  the  Roya l  Newfound l and  Constabu l a ry posed  on l i ne  as a  14 -year-o l d  g i rl  to  ca tch  In te rne t  ch i l d  l u re rs and  then  wa i ted
fo r adu l t  st rangers to  m essage  he r.  Sean  M i l l s reached  ou t  to  th i s f i ct i t i ous g i rl  usi ng  Facebook M essenger and  Ho tm a i l  and  ove r the  next  two  m on ths
sen t  he r severa l  m essages,  i ncl ud i ng  i n t i m a te  p i ctu res.  He  was then  a rrested  i n  a  pub l i c pa rk where  he  had  a rranged  a  m ee t i ng  wi th  he r.

T he  reco rd  o f  M r.  M i l l s’ conversa t i ons wi th  the  f i ct i t i ous g i rl  was i n t roduced  a t  t ri a l ,  p rom pt i ng  a  Charte r app l i ca t i on  fo r excl usi on  o f  the  evi dence .  M r.
M i l l s a rgued  tha t  th i s techn i que  by the  undercover po l i ce  o ff i ce r — a l l  conducted  wi thou t  a  warran t  — am oun ted  to  a  search  and  se i zu re  o f  h i s on l i ne
com m un i ca t i ons under s.  8  o f  the  Charte r.  A m a j o ri ty o f  the  Suprem e Court  o f  Canada  he l d  l ast  week tha t  th i s techn i que  d i d  no t  engage  s.  8  si nce  M r.
M i l l s cou l d  no t  have  had  a  reasonab l e  expecta t i on  o f  p ri vacy i n  these  ci rcum stances.
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To cl a i m  s.  8  p ro tect i on ,  an  accused  m ust  show a  sub j ect i ve l y he l d ,  and  ob j ect i ve l y reasonab l e ,  expecta t i on  o f  p ri vacy i n  the  sub j ect  m a tte r o f  the
search .  A l l  j ust i ces ag reed  tha t  M r.  M i l l s had  a  sub j ect i ve  expecta t i on  o f  p ri vacy i n  th i s case .  T he  m ore  d i ff i cu l t  quest i on  was whe the r th i s sub j ect i ve
expecta t i on  was ob ject i ve l y reasonab l e.

A m a j o ri ty o f  the  j ust i ces o f  the  Court  he l d  tha t  such  an  expecta t i on  cou l d  no t  have  been  ob j ect i ve l y reasonab l e  and  tha t  s.  8  o f  the  Charte r was no t
engaged .  A so l e  j ust i ce  he l d  tha t  the  ci rcum stances warran ted  a  reasonab l e  expecta t i on  o f  p ri vacy and  tha t  s.  8  was engaged ,  bu t  re fused  to  excl ude
the  evi dence  under s.   24 (2 ) o f  the  Charte r.

Am ong  the  j ust i ces ho l d i ng  tha t  the re  was no  ob j ect i ve l y reasonab l e  expecta t i on  o f  p ri vacy,  the  l a rgest  con t i ngen t  he l d  tha t  adu l ts cou l d  no t
reasonab l y expect  p ri vacy on l i ne  when  com m un i ca t i ng  wi th  som eone  they be l i eved  to  be  a  ch i l d  who  was a  st ranger to  them . Such  an  expecta t i on
cou l d  no t  exi st  g i ven  the  vu l ne rab i l i ty o f  ch i l d ren  to  sexua l  cri m es,  especi a l l y ove r the  In te rne t .  T he  j ust i ces re i te ra ted  tha t  “enhanci ng  p ro tect i on  to
ch i l d ren  f rom  becom i ng  vi ct i m s o f  sexua l  o ffences i s vi ta l  i n  a  f ree  and  dem ocra t i c soci e ty. ”

As fo r the  need  fo r a  warran t ,  the  court  he l d  tha t  no  j ud i ci a l  au tho ri za t i on  was requ i red  he re  si nce  the re  was no  po ten t i a l  b reach  o f  p ri vacy.  T he
undercover po l i ce  had  no t  i n t ruded  upon  a  conversa t i on  be tween  i nd i vi dua l s unknown to  them , no r si f ted  th rough  va ri ous com m un i ca t i ons be fo re  they
recogn i zed  the  i l l i ci t  re l a t i onsh i p .  Ra the r,  th i s i nnova t i ve  techn i que  a l l owed  po l i ce  to  know from  the  ou tse t  — be fo re  any po ten t i a l  p ri vacy b reach  —
tha t  the  adu l t  they had  caugh t  was conversi ng  wi th  a  “ch i l d ” who  was a  st ranger to  h i m . T here  was the re fo re  no  s.  8  b reach .
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Anothe r g roup  o f  j ust i ces si m i l a rl y he l d  tha t  the re  was no  ob j ect i ve l y reasonab l e  expecta t i on  o f  p ri vacy i n  th i s case .  However,  they based  the i r deci si on
on  the  med i um o f  com m un i ca t i on  used  ra the r than  the  na tu re  o f  the  re l a t i onsh i p  be tween  the  pa rt i es.  T hey he l d  tha t  the re  was no  b reach  o f  s.  8  when
undercover o ff i ce rs com m un i ca ted  wi th  an  i nd i vi dua l  i n  wri t i ng ,  si nce  i t  was no t  reasonab l e  to  expect  tha t  one ’s wri t ten  m essages wou l d  be  kep t  p ri va te
from  the  i n tended  reci p i en t  — even  i f  the  i n tended  reci p i en t  tu rned  ou t  to  be  an  undercover o ff i ce r.

Fu rthe rm ore ,  no  warran t  was requ i red  si nce  the  po l i ce  o ff i ce rs d i d  no t  su rrep t i t i ousl y crea te  a  pe rm anen t reco rd  o f  o ra l  conversa t i ons.  Ra the r,  M r.  M i l l s
h i m se l f  chose  to  com m un i ca te  ove r Facebook M essenger and  em a i l ,  where  he  h i m se l f  rendered  h i s com m un i ca t i ons i n to  a  pe rm anen t reco rd .  T he
po l i ce  d i d  no t  crea te  o r i n t rude  upon  th i s reco rd i ng  i n  b reach  o f  an  expecta t i on  o f  p ri vacy,  bu t  ra the r were  i ts i n tended  reci p i en ts.  M r.  M i l l s unwi t t i ng l y
engaged  i n  cri m i na l  conduct  wi th  som eone  who  tu rned  ou t  to  be  a  po l i ce  o ff i ce r,  and  as the  Court  has he l d ,  “the  Charte r canno t  be  i nvoked  ‘to  p ro tect
us aga i nst  a  poor cho i ce  o f  f ri ends. ’”
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