
January 11, 2019

ARTICLE

Unscrambling Digital Laws And Cybersecurity

An Evolving Landscape

T he  g rowi ng  i m portance  o f  da ta  — as we l l  as recen t  h i gh -p ro f i l e  securi ty b reaches — a re  push i ng  m any na t i ons,  i ncl ud i ng  Canada ,  to  revi ew and
bo l ste r da ta  p ro tect i on  l aws.  T h i s i s we l com e, bu t  even  wi th  i m proved  p ro tect i ons,  the re  a re  no  si m p l e  answers when  i t  com es to  cybersecuri ty.

As techno l ogy evo l ves,  the  l aws,  regu l a t i ons and  standards tha t  shape  i ts use  a re  a l so  chang i ng .  T here  i s a  b road  a rray o f  standards tha t  can  i n fo rm
what an  o rgan i za t i on  m ust  do  to  be  com p l i an t .  New l eg i sl a t i on ,  regu l a t i ons,  gu i dance  docum ents and  i ndustry-speci f i c recom m enda t i ons a re  com i ng
ou t  a l l  the  t i m e  i n  Canada .  Bu t  cross-bo rde r da ta  f l ows and  cl oud  sto rage  m ean  tha t  fo re i gn  l aws m ay a l so  app l y.

T h i s evo l vi ng  regu l a to ry and  ri sk envi ronm ent can  i m pact  d i ffe ren t  o rgan i za t i ons qu i te  d i ffe ren t l y.  T he  standards tha t  a  cha ri ty o r un i ve rsi ty wi l l  be  he l d
to  a re  l i ke l y d i ffe ren t  f rom  those  fo r a  bank.  T h i s i s why i t ’s cri t i ca l  to  take  a  ta i l o red  approach  to  eve ry securi ty scenari o .

How Hacks Happen

Data  hacks have  becom e one  o f  the  b i ggest  ri sks to  an  o rgan i za t i on  hop i ng  to  rea l i ze  the  bene f i ts o f  b i g  da ta .  T hey can  ru i n  a  com pany’s repu ta t i on ,
deci m a te  i ts stock p ri ce  and  t ri gge r cost l y l ega l  and  regu l a to ry consequences,  i ncl ud i ng  cl ass act i on  l awsu i ts,  wh i ch  a re  on  the  ri se  i n  Canada .

T he  good  news i s tha t  m ost  cybera t tacks a re  re l a t i ve l y unsoph i st i ca ted .  Wh i l e  the re  have  been  recen t  fea rs abou t  hackers usi ng  a rt i f i ci a l  i n te l l i gence  to
b reach  cybersecuri ty de fenses,  the  rea l i ty i s i t  doesn ’t  take  AI  to  crack a  weak system . A dangerous hack can  sta rt  wi th  a  si m p l e  ph i sh i ng  scam , i n  wh i ch
an  em p l oyee  i s foo l ed  i n to  cl i cki ng  on  a  l i nk i n  an  em a i l .

Increasi ng l y,  sto l en  da ta  a re  be i ng  encryp ted  and  he l d  fo r ransom . I f  the  ransom  i sn ’t  pa i d ,  hackers re l ease  the  i n fo rm at i on  o r destroy i t .

Ins ide the Mind of a Hacker

To fend  o ff  a t tacks,  i t  he l ps to  understand  the  securi ty weaknesses hackers l ook fo r.  BLG works cl ose l y wi th  techn i ca l  and  fo rensi c experts who
have  a  p resence  on  the  da rk web ,  an  un regu l a ted  pa rt  o f  the  i n te rne t  tha t  i sn ’t  vi si b l e  to  sea rch  eng i nes.  S to l en  da ta  o f ten  ends up  the re ,  fo r
sa l e  to  cri m i na l s l ooki ng  to  p ro f i t  f rom  banki ng  i n fo rm at i on ,  cred i t  ca rd  num bers,  and  o the r pe rsona l  i n fo rm at i on .

Enormous Consequences

T he  e ffects o f  a  da ta  b reach  can  be  wi de -rang i ng  and  l ong-l ast i ng .  Yahoo  Inc.  experi enced  a  num ber o f  m assi ve  b reaches i n  2014 ,  i ncl ud i ng  one  by a
Russi an  spy agency.  Persona l  da ta  — nam es, addresses,  te l ephone  num bers and  encryp ted  passwords — fo r 500  m i l l i on  accoun ts were  sto l en .

A l taba ,  the  com pany then  opera t i ng  Yahoo ’s em a i l  and  search -eng i ne  se rvi ce ,  was f i ned  $35  m i l l i on  U.S.  by the  U.S.  Securi t i es and  Exchange
Com m i ssi on .  In  a  se t t l em en t reached  i n  a  cl ass act i on  l awsu i t ,  A l taba  and  Veri zon ,  wh i ch  was i n  the  p rocess o f  buyi ng  Yahoo ,  ag reed  to  pay $50
m i l l i on  U.S.  to  up  to  200  m i l l i on  use rs,  wi th  a ffected  i nd i vi dua l s ge t t i ng  a  m axi m um   o f  $375  U.S.  each .  T h i s i s a  rem i nder tha t  the  consequences o f  a
da ta  b reach  can  be  enorm ous.

How to Better Protect Data

A ho l i st i c approach  to  cybersecuri ty i s essen t i a l .  T h i s m eans i m p l em ent i ng  bo th  p reven ta t i ve  and  rem ed i a l  tact i cs:

Be fo re  an  Inci den t

Know wha t " crown  j ewe l s"  you r o rgan i za t i on  has and  wha t  a re  i ts key i n fo rm at i ona l  asse ts

Adop t  best-i n -cl ass techno l ogy and  i m p l em ent a l l  secu ri ty upda tes and  pa tches to  render you r system s reasonab l y secure  and  pu t  you r o rgan i za t i on
i n  a  de fensi b l e  posi t i on

Understand  the  po ten t i a l  l i ab i l i t i es and  evo l vi ng  standards o f  ca re  a round  b i g  da ta  to  m i t i ga te  the  l ega l  ri sks o f  da ta  b reaches o r m i suse  o f
i n fo rm at i on

Have  cybersecuri ty and  i nci den t  response  p l ans i n  p l ace ,  as we l l  as the  requ i si te  expert i se  (bo th  i n te rna l  and  exte rna l ) on  a  fu l l y const i tu ted
response  team

Afte r an  Inci den t

Im m ed i a te l y i m p l em ent the  i nci den t  response  p l an  and  convene  the  response  team

Reta i n  an  experi enced  cybersecuri ty l awyer to  se rve  as "b reach  coach" ,  m anage  the  response  team , and  ensure  tha t  l ega l  p ri vi l ege  i s p ro tected  to
the  m axi m um  exten t

Ensure  tha t  evi dence  o f  the  wrongdo i ng  i s p rese rved  i n  the  rem ed i a t i on  p rocess

Be  consi sten t  i n  pub l i c com m un i ca t i ons and  reports m ade  to  regu l a to rs and  l aw en fo rcem ent



A b reach  shou l d  be  vi ewed  as crea t i ng  en te rp ri se -wi de  ri sk.  Fo r tha t  reason ,  stakeho l de rs f rom  across the  o rgan i za t i on  a re  o f ten  i nvo l ved  i n  m anag i ng
i t .  T he i r responses need  to  be  coord i na ted  f rom  sta rt  to  f i n i sh .  Here ’s j ust  one  exam p l e  o f  why:

I f  a  com pany’s se rve rs a re  i n fected  wi th  a  vi rus,  the  IT  departm en t m ay wan t  to  take  them  o ff l i ne ,  wi pe  them  and  rebu i l d  them . Bu t  i n  do i ng  so ,
i t  m ay i nadverten t l y destroy evi dence  tha t  i s cri t i ca l  i n  estab l i sh i ng  how the  b reach  occurred  and  who ’s responsi b l e .  T ha t  evi dence  cou l d  a l so
p rove  essen t i a l  i n  de fend i ng  aga i nst  l ega l  and  regu l a to ry p roceed i ngs.

A ha rm on i zed  response  can  be  cha l l eng i ng  fo r m ost  busi nesses,  so  i t ’s p ruden t  to  re l y on  knowl edgeab l e  experts.  BLG has acted  as b reach  coaches i n
num erous h i gh -p ro f i l e  da ta  b reaches i n  Canada ,  d i rect i ng  m u l t i d i sci p l i na ry team s i n  i nvest i ga t i ons and  rem ed i a t i on  to  ensure  tha t  evi dence  i s p roperl y
p rese rved  and  hand l ed ,  and  l awyer-cl i en t  p ri vi l ege  p ro tected .

 A ze t tabyte  i s the  equ i va l en t  o f  one  t ri l l i on  g i gabytes.  So  tha t ’s 163  t ri l l i on  g i gs o f  i n fo rm at i on ,  the  equ i va l en t  o f  eve ryone  on  Earth  ge t t i ng  14 ,927
newspapers a  day fo r a  yea r.
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