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ARTICLE

Manufacturers of internet of things devices: guidance from the Canadian Federal
Privacy Commissioner

T here  has been  p l en ty wri t ten  abou t  the  g rowth  o f  the  i n te rne t  o f  th i ngs (IoT ) m arke t .  Arguab l y,  the  g l oba l  pandem i c m ay have  even  crysta l l i zed  the
bene f i ts o f  IoT  so l u t i ons and  pushed  towards system -wi de  d i g i t i za t i on  across i ndustri es,  com m un i t i es,  ci t i es,  and  coun tri es.

Wh i l e  the re  i s cu rren t l y no  IoT  speci f i c l eg i sl a t i on  i n  Canada ,  on  August  20 ,  2020 ,  the  Off i ce  o f  the  Pri vacy Com m i ssi oner (OPC) re l eased  p ri vacy
gu i dance  fo r m anu factu re rs o f  IoT  devi ces.  No tab l y,  the  OPC’s gu i dance  i s i n fo rm ed  by severa l  i nvest i ga t i ons undertaken  by the  federa l  regu l a to r and
con ta i ns a  l i st  o f  “m ust  do ’s” and  “shou l d  do ’s” fo r devi ce  m akers.  A l though  the  OPC gu i dance  i s speci f i c to  m anu factu re rs o f  IoT  devi ces,  o the r IoT
stakeho l de rs tha t  m ay use ,  co l l ect ,  o r d i scl ose  pe rsona l  i n fo rm at i on  as pa rt  o f  dep l oyi ng  IoT  so l u t i ons shou l d  ca re fu l l y revi ew the  regu l a to r’s gu i dance .

Key takeaways:

Regu l a to ry com p l i ance  under exi st i ng  l aws:  In fo rm at i on  co l l ected  by IoT  devi ces ough t  to  be  ca re fu l l y scru t i n i zed .  Wh i l e  the re  a re  techn i ca l  and
l ega l  consi de ra t i ons a round  wha t i s “pe rsona l  i n fo rm at i on ”,  the  regu l a to r no tes tha t  m e tada ta  m ay u l t i m a te l y be  consi de red  pe rsona l  i n fo rm at i on ,
and  the re fo re  such  da ta  hand l ed  by the  busi ness m ay be  sub j ect  to  the  federa l  p ri vacy l eg i sl a t i on  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c
Documents Act (P IPEDA),  o r p rovi nci a l  l aws where  the  federa l  p ri vacy l eg i sl a t i on  does no t  app l y.  In  add i t i on  to  p ri vacy l aws,  the  regu l a to r d i rects
the  m anu factu re rs o f  consum er p roducts a t ten t i on  to  the  exi st i ng  sta tu to ry ob l i ga t i ons under the  Canada  Consumer Product  Sa fe ty Act (CCPSA).  Fo r
exam p l e ,  the  CCPSA’s sta tu to ry p roh i b i t i ons extend  to  bo th  m anu factu re rs and  i m porte rs i n  respect  o f  m anu factu ri ng ,  i m port i ng ,  advert i si ng ,  o r
se l l i ng  a  consum er p roduct  tha t  “i s” o r “they know” i s a  “danger to  hum an hea l th  o r sa fe ty”.

Pri vacy accoun tab i l i ty:  T he  regu l a to r speci f i es the  i m portance  o f  estab l i sh i ng  a  p ri vacy m anagem ent p rog ram  to  a l l ow m on i to ri ng  o f  pe rsona l
i n fo rm at i on  to  ensure  m i n i m um  com p l i ance  under the  l aw, i ncl ud i ng  i nco rpo ra t i ng  m anda to ry report i ng  o f  b reaches o f  secu ri ty sa feguards.  T he
regu l a to r rem i nds m anu factu re rs tha t  the  buck o f  responsi b i l i ty ove r the  da ta  co l l ected  does pass on  when  the  devi ce  i s so l d  to  a  custom er as l ong
as the  i n fo rm at i on  con t i nues to  be  used ,  co l l ected ,  d i scl osed ,  o r re ta i ned .  In  th i s regard ,  the  regu l a to r recom m ends as a  best  p ract i ce  to  pe rfo rm  a
Pri vacy Im pact  Assessm ent as pa rt  o f  p roduct  deve l opm ent.

Be  m ean i ng fu l  i n  hand l i ng  i n fo rm at i on:  Hand l i ng  i n fo rm at i on  sta rts wi th  i den t i fyi ng  the  pu rpose  o f  co l l ect i ng  tha t  i n fo rm at i on  and  then  l i m i t i ng  the
use ,  co l l ect i on ,  and  d i scl osu re  to  tha t  pu rpose .  T he  pu rpose  m ust  be  a l i gned  wi th  wha t  a  reasonab l e  pe rson  wou l d  expect  i n  the  ci rcum stance  and
re f l ected  i n  the  consen t  ob ta i ned  f rom  those  whose  i n fo rm at i on  i s be i ng  co l l ected .  T he  regu l a to r m akes i t  cl ea r tha t  i nd i vi dua l s need  to  understand
wha t they a re  consen t i ng  to  fo r such  consen t  to  be  m ean i ng fu l .  By d rawi ng  speci f i c a t ten t i on  to  the  use  o f  ch i l d ren ’s pe rsona l  i n fo rm at i on  wi th
respect  to  sm art  toys and  educa t i ona l  p roducts (i ncl ud i ng  e -l ea rn i ng  p l a t fo rm s),  the  regu l a to r con f i rm s i ts posi t i on  tha t  a t  a  m i n i m um , consen t  m ust
be  ob ta i ned  f rom  the  pa ren ts o r guard i ans.

Access,  accu racy,  and  sa feguard i ng  o f  i n fo rm at i on:  T he  regu l a to r em phasi zes tha t  consum ers have  a  sta tu to ry ri gh t  to  access the i r i n fo rm at i on  and
ensure  tha t  the i r i n fo rm at i on  i s accu ra te  by co rrect i ng  o r revi si ng  such  i n fo rm at i on .  T he  regu l a to r recom m ends tha t ,  as a  best  p ract i ce ,
m anu factu re rs shou l d  p rovi de  consum ers wi th  a  “use r f ri end l y” m anner i n  wh i ch  they can  “pe rm anen t l y de l e te ” the i r i n fo rm at i on ,  and  i n fo rm  them
abou t such  m echan i sm . Fu rthe r,  the  regu l a to r rem i nds IoT  m anu factu re rs o f  the  i m portance  o f  sa feguard i ng  the  i n fo rm at i on  they co l l ect  and  sto re ,
bu t  a l so  the  i n fo rm at i on  co l l ected  and  sto red  by i ts pa rtne rs (i ncl ud i ng  the  i n fo rm at i on  tha t  i s i n  t ransi t ).  In  respect  o f  sa feguard i ng  i n fo rm at i on ,  the
regu l a to r rem i nds m anu factu re rs o f  the  ob l i ga t i on  to  em p l oy techno l og i ca l  sa feguards to  p ro tect  pe rsona l  i n fo rm at i on  (e .g .  encryp t i on ).  T he
regu l a to r recom m ends tha t  IoT  m anu factu re rs p rovi de  a  m eans fo r the  use r o f  the  devi ce  to  “pa tch  o r upda te  f i rm ware ” wh i ch  i s re f l ect i ve  o f  a
p roduct  su rve i l l ance  p rog ram  tha t  ensures tha t  the  IoT  devi ce  i s approp ri a te l y m on i to red  th roughou t  i ts l i fecycl e .

T he  OPC gu i dance  se rves as a  rem i nder fo r the  secto r tha t  wh i l e  the re  a re  no  IoT-speci f i c l aws i n  Canada ,  the  exi st i ng  regu l a to ry f ram ework wi th
respect  to  p ri vacy and  p roduct  l i ab i l i ty ough t  to  be  ca re fu l l y revi ewed  to  ensure  com p l i ance  i n  the  m anner i n  wh i ch  IoT  so l u t i ons a re  m anu factu red ,
so l d ,  and  advert i sed  i n  Canada .  Beyond  d i rect  consum er app l i ca t i ons,  th i s gu i dance  i s a  rem i nder to  i nst i tu t i ons tha t  a re  pu rchasi ng  IoT  so l u t i ons to
ca re fu l l y ensure  the  p ro tect i on  o f  pe rsona l  i n fo rm at i on  tha t  the  i nst i tu t i on  m ay co l l ect ,  use ,  and /o r d i scl ose  as pa rt  o f  i ts push  toward  i ndustry
d i g i t i za t i on .
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