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ARTICLE

CASL Enforcement Action – $250,000 in Penalties for Aiding the Distribution of
Malvertising

On Ju l y 11 ,  2018 ,  the  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  i ssued  no t i ces o f  vi o l a t i on  under Canada ’ s An t i -Spam
Leg i sl a t i on  (com m on l y known as “CASL”) aga i nst  two  on l i ne  advert i si ng  busi nesses fo r a l l eged l y a i d i ng  the  i nsta l l a t i on  o f  m a l i ci ous com pute r p rog ram s
th rough  the  d i st ri bu t i on  o f  on l i ne  advert i si ng .  I t  i s the  f i rst  en fo rcem ent act i on  aga i nst  an  o rgan i za t i on  fo r a i d i ng  CASL vi o l a t i ons com m i t ted  by i ts
custom ers.

CASL

CASL crea tes a  com prehensi ve  reg i m e  o f  o ffences,  en fo rcem ent m echan i sm s and  po ten t i a l l y seve re  pena l t i es desi gned  to  p roh i b i t  unso l i ci ted  o r
m i sl ead i ng  com m erci a l  e l ectron i c m essages (“CEM s”),  the  unau tho ri zed  com m erci a l  i nsta l l a t i on  and  use  o f  com pute r p rog ram s on  ano the r pe rson ’s
com pute r system  and  o the r fo rm s o f  on l i ne  f raud .

For m ost  o rgan i za t i ons,  the  key pa rts o f  CASL a re  the  ru l es fo r CEM s. Sub j ect  to  l i m i ted  excep t i ons,  CASL crea tes an  op t-i n  reg i m e  tha t  p roh i b i ts the
send i ng  o f  a  CEM  un l ess the  reci p i en t  has g i ven  consen t  (exp ress o r i m p l i ed  i n  l i m i ted  ci rcum stances) to  rece i ve  the  CEM  and  the  CEM  com p l i es wi th
p rescri bed  fo rm a l i t i es (e .g .  i n fo rm at i on  abou t  the  sender and  an  e ffect i ve  and  p rom pt l y i m p l em ented  unsubscri be  m echan i sm ) and  i s no t  m i sl ead i ng .
See  BLG bu l l e t i n  Canada ’ s New  An t i -Spam and  On l i ne  Fraud  Act  — Some Frequen t l y Asked  Quest i ons.

CASL a l so  p roh i b i ts,  i n  the  course  o f  a  com m erci a l  act i vi ty and  sub j ect  to  l i m i ted  excep t i ons,  the  i nsta l l a t i on  and  use  o f  a  com pute r p rog ram  on
ano the r pe rson ’s com pute r system  wi thou t  the  exp ress consen t  o f  the  owner o r au tho ri zed  use r o f  the  com pute r system . T he  com pute r p rog ram  ru l es
app l y to  a l m ost  any com pute r p rog ram  (no t  j ust  m a l ware ,  spyware  o r o the r ha rm fu l  p rog ram s) i nsta l l ed  on  a l m ost  any com put i ng  devi ce  (i ncl ud i ng
m ob i l e  phones) as pa rt  o f  a  com m erci a l  act i vi ty (regard l ess o f  expecta t i on  o f  p ro f i t ).  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i ns CASL — Ru l es fo r the
Insta l l a t i on  and  Use  o f  Compute r Prog rams and  CASL — Regu l a to ry Gu i dance  fo r Compute r Prog ram Insta l l a t i on  Ru l es.

CASL i m poses l i ab i l i ty no t  on l y on  an  o rgan i za t i on  tha t  d i rect l y vi o l a tes CASL (e .g .  by send i ng  a  p roh i b i ted  CEM  or i nsta l l i ng  a  p roh i b i ted  com pute r
p rog ram ) bu t  a l so  on  an  o rgan i za t i on  tha t  causes o r pe rm i ts a  CASL vi o l a t i on ,  o r who  a i ds,  i nduces o r p rocu res a  CASL vi o l a t i on .  CASL a l so  p rovi des
tha t  an  o rgan i za t i on  i s vi ca ri ousl y l i ab l e  fo r CASL vi o l a t i ons by i ts em p l oyees and  agen ts (e .g .  d i g i ta l  m arke t i ng  se rvi ce  p rovi de rs) wi th i n  the  scope  o f
the i r em p l oym ent o r au tho ri ty,  and  co rpo ra te  d i recto rs and  o ff i ce rs a re  pe rsona l l y l i ab l e  i f  they d i rect ,  au tho ri ze  o r assen t  to ,  o r acqu i esce  o r pa rt i ci pa te
i n ,  a  CASL vi o l a t i on .  Organ i za t i ons,  d i recto rs and  o ff i ce rs m i gh t  avo i d  l i ab i l i ty i f  they estab l i sh  tha t  they exe rci sed  due  d i l i gence  to  p reven t  the
vi o l a t i on .

CASL vi o l a t i ons can  resu l t  i n  po ten t i a l l y seve re  adm i n i st ra t i ve  m one ta ry pena l t i es — up  to  $10  m i l l i on  pe r vi o l a t i on  fo r an  o rgan i za t i on  and  $1  m i l l i on
per vi o l a t i on  fo r an  i nd i vi dua l  –  i n  regu l a to ry en fo rcem ent p roceed i ngs.  CASL i ncl udes a  p ri va te  ri gh t  o f  act i on ,  wh i ch  i s no t  i n  fo rce .  Fo r m ore
i n fo rm at i on ,  see  BLG bu l l e t i n  CASL — Government Suspends Pri va te  Ri gh t  o f  Act i on .

T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  (“CRT C”) i s responsi b l e  fo r en fo rci ng  CASL’s ru l es regard i ng  CEM s and  com pute r
p rog ram  i nsta l l a t i on ,  and  has va ri ous en fo rcem ent too l s fo r tha t  pu rpose .  S i nce  CASL cam e i n to  fo rce  i n  2014 ,  CRT C has taken  en fo rcem ent act i on
aga i nst  o rgan i za t i ons and  i nd i vi dua l s who  have  vi o l a ted  CASL’s CEM  ru l es,  and  has i ssued  en fo rcem ent deci si ons and  accep ted  vo l un ta ry undertaki ngs
(se t t l em en ts).  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i ns CASL — Year i n  Revi ew  2017,  CASL — Year i n  Revi ew  2016 and  CASL — Year i n  Revi ew  2015.

In  Decem ber 2017 ,  the  House  o f  Com m ons Stand i ng  Com m i t tee  on  Industry,  Sci ence  and  Techno l ogy i ssued  a  report  t i t l ed  Canada ’ s An t i -Spam
Leg i sl a t i on :  Cl a ri f i ca t i ons a re  i n  Order,  wh i ch  recom m ends som e changes to  CASL. In  Apri l  2018 ,  the  governm ent re l eased  an  o ff i ci a l  response to  the
report .  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i n  New  Commi t tee  Report  on  CASL Hi gh l i gh ts Need  fo r Cl a ri f i ca t i on  and  Educa t i on.

Enforcement Action

On Ju l y 11 ,  2018 ,  CRT C announced  the  i ssuance  o f  no t i ces o f  vi o l a t i on  aga i nst  Da tab l ocks,  Inc.  and  Sun l i gh t  M ed i a  Ne twork Inc.  a l l eg i ng  tha t  they
vi o l a ted  CASL by a i d i ng  the i r cl i en ts to  d i st ri bu te  on l i ne  ads tha t  i nsta l l ed  m a l i ci ous com pute r p rog ram s i n  vi o l a t i on  o f  CASL’s com pute r p rog ram  ru l es.
CRT C’s announcem ent and  i nvest i ga t i on  sum m ary exp l a i n  as fo l l ows:

On l i ne  advert i sem ents a re  a  m a i n  m ethod  fo r d i st ri bu t i ng  m a l i ci ous so f tware  by se rvi ng  “m a l ve rt i si ng ” — advert i sem ents tha t  a re  “booby-t rapped” to
cause  the  unau tho ri zed  i nsta l l a t i on  o f  exp l o i t  p rog ram s tha t  pe rm i t  the  i nsta l l a t i on  o f  second-stage  m a l ware  (e .g .  ransom ware  and  T ro j ans) to
conduct  m a l i ci ous act i vi t i es.

Da tab l ocks and  Sun l i gh t  M ed i a  a re  cl ose l y connected  com pan i es i nvo l ved  i n  the  d i st ri bu t i on  o f  on l i ne  ads.  Da tab l ocks owns and  opera tes a  rea l -
t i m e  b i dd i ng  system  fo r the  d i st ri bu t i on  o f  custom i zed  ads to  websi te  use rs.  Sun l i gh t  M ed i a  opera tes an  ad  ne twork and  se rves as a  b roke r be tween
advert i se rs and  pub l i she rs (websi te  opera to rs) usi ng  Da tab l ocks’ system .

Sun l i gh t  M ed i a ’s anonym ous cl i en ts used  the  se rvi ces o f  Da tab l ocks and  Sun l i gh t  M ed i a  to  d i st ri bu te  m a l ve rt i si ng  tha t  i nsta l l ed  m a l i ci ous com pute r
p rog ram s i n  vi o l a t i on  o f  CASL’s com pute r p rog ram  ru l es .

Da tab l ocks and  Sun l i gh t  M ed i a ,  by the i r acts and  om i ssi ons,  a l l eged l y a i ded  the i r cl i en ts to  com m i t  CASL vi o l a t i ons.  In  pa rt i cu l a r:

Da tab l ocks and  Sun l i gh t  M ed i a  p rovi ded  the  techn i ca l  m eans and  se rvi ces used  to  d i st ri bu te  m a l ve rt i si ng .

Sun l i gh t  M ed i a  act i ve l y p rom oted  i ts se rvi ces used  fo r m a l ve rt i si ng  d i st ri bu t i on ,  fo rm ed  re l a t i onsh i ps wi th  cl i en ts known fo r d i st ri bu t i ng
m a l ve rt i si ng ,  and  adop ted  p ract i ces tha t  pe rm i t ted  and  encouraged  anonym i ty by i ts cl i en ts.

Da tab l ocks m a i n ta i ned  i ts re l a t i onsh i p  wi th  Sun l i gh t  M ed i a  no twi thstand i ng  Sun l i gh t  M ed i a ’s non-com p l i an t  p ract i ces.

Da tab l ocks and  Sun l i gh t  M ed i a  were  warned  by the  Canad i an  Cyber-Inci den t  Response  Cen tre  i n  2015  and  CRT C i n  2016  tha t  the i r se rvi ces
were  be i ng  used  to  d i st ri bu te  m a l ve rt i si ng ,  bu t  they d i d  no t  i m p l em ent sa feguards to  p reven t  those  act i vi t i es.

Da tab l ocks and  Sun l i gh t  M ed i a  d i d  no t  i m p l em ent any fundam enta l  and  we l l -known basi c sa feguards to  p reven t  the i r cl i en ts f rom  d i st ri bu t i ng
m a l ve rt i si ng ,  such  as wri t ten  con tracts wi th  cl i en ts to  requ i re  CASL com p l i ance ;  m on i to ri ng  how cl i en ts used  the i r se rvi ces;  and  wri t ten  co rpo ra te
CASL com p l i ance  po l i ci es and  p rocedures.

Da tab l ocks and  Sun l i gh t  M ed i a  f i nanci a l l y bene f i t ted  f rom  the i r cl i en ts’ CASL vi o l a t i ons because  the i r fees depended  on  a  pay-pe r-cl i ck busi ness
m ode l .
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As a  resu l t  o f  the  i nvest i ga t i on ,  CRT C’s Ch i e f  Com p l i ance  and  En fo rcem ent Off i ce r i ssued  no t i ces o f  vi o l a t i on  i m posi ng  adm i n i st ra t i ve  m one ta ry
pena l t i es o f  $100 ,000  on  Da tab l ocks and  $150 ,000  on  Sun l i gh t  M ed i a .

CRT C’s Ch i e f  Com p l i ance  and  En fo rcem ent Off i ce r exp l a i ned :  “As a  resu l t  o f  Da tab l ocks and  Sun l i gh t  M ed i a ’s fa i l u re  to  i m p l em ent basi c sa feguards,
si m p l y vi ewi ng  ce rta i n  on l i ne  ads m ay have  l ed  to  the  i nsta l l a t i on  o f  unwan ted  and  m a l i ci ous so f tware .  Our en fo rcem ent act i ons send  a  cl ea r m essage
to  com pan i es whose  busi ness m ode l s m ay enab l e  these  types o f  act i vi t i es.  Busi nesses m ust  ensure  the i r com m erci a l  act i vi t i es do  no t  j eopard i ze
Canad i ans’ on l i ne  sa fe ty. ”

Comment

CRT C’s en fo rcem ent act i on  i l l ust ra tes how CASL i m poses l i ab i l i ty on  an  o rgan i za t i on  tha t  a i ds ano the r pe rson  to  com m i t  a  CASL vi o l a t i on .  CRT C has
encouraged  o rgan i za t i ons to  deve l op  and  i m p l em ent a  cred i b l e  and  e ffect i ve  CASL com p l i ance  p rog ram  as a  ri sk m anagem ent st ra tegy to  reduce  the
l i ke l i hood  o f  CASL con traven t i ons and  to  he l p  estab l i sh  a  due  d i l i gence  de fense  and  am e l i o ra te  po ten t i a l  sanct i ons i f  a  CASL con traven t i on  occu rs.
Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i n  CASL Comp l i ance  Programs — Prepari ng  fo r L i t i ga t i on.
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