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ARTICLE

COVID-19 privacy considerations for Ontario's health care sector

Overview: What is the impact of COVID-19 on privacy/access rules?

Transparency and  qu i ck i n fo rm at i on  f l ow a re  essen t i a l  du ri ng  a  pub l i c hea l th  em ergency,  and  p ri vacy ru l es m ay be  vi ewed  as a  ba rri e r to  hea l th
p rovi de rs do i ng  the i r j ob .  T ha t  sa i d ,  the  Persona l  Hea l th  In fo rmat i on  and  Pro tect i on  Act (PHIPA) rem a i ns i n  fo rce  du ri ng  the  COVID-19  pandem i c,  and
i ts p rovi si ons a re  i n  l a rge  pa rt  su ff i ci en t l y f l exi b l e  to  a l l ow hea l th  i n fo rm at i on  custod i ans and  the i r em p l oyees to  do  the i r j obs du ri ng  the  pandem i c.
M ost  i m portan t l y,  On ta ri o ’s p ri vacy ru l es p rovi de  fo r the  d i scl osu re  o f  COVID-19  i n fo rm at i on  to  pub l i c hea l th  au tho ri t i es and  to  o the rs faci ng  a  ri sk o f
se ri ous ha rm  caused  by COVID-19 .

T he  t i m e  l i m i ts fo r respond i ng  to  access requests rem a i n  i n  fo rce  du ri ng  COVID-19 .  However,  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  On ta ri o  (IPC)
has warned  requeste rs to  expect  de l ays and  has i nd i ca ted  tha t  o rgan i sa t i ons shou l d  “m ake  reasonab l e  e ffo rts,  based  on  opera t i ona l  rea l i t i es,  to  com p l y
wi th  On ta ri o ’s access l aws.”

1. IPC acknowledges that different standards apply in exceptional circumstances

In  a  sta tem en t re l eased  on  M arch  16 ,  2020 ,  Im pact  o f  COVID-19  (IPC Sta tem ent),  the  IPC p rovi des the  fo l l owi ng  gu i dance :

T hese  a re  excep t i ona l  ci rcum stances and  i t  m ay no t  be  possi b l e  fo r o rgan i sa t i ons to  m ee t the  sam e standards fo r secu ri ty and  p ri vacy p ro tect i on
tha t  they no rm a l l y do .  M any o rgan i za t i ons a re  st ri vi ng  to  m anage  se rvi ce  d i srup t i ons and  to  con t i nue  to  p rovi de  essen t i a l  se rvi ces,  especi a l l y i n  the
hea l th  secto r.

Where  requ i red ,  sta ff  (o r agen ts) can  be  a l l owed  to  hand l e  pe rsona l  hea l th  i n fo rm at i on  (PHI) f rom  hom e, i n  o rde r to  p rovi de  necessary se rvi ces i n  an
e ffect i ve  and  e ff i ci en t  way.  Organ i sa t i ons shou l d  gu i de  sta ff  worki ng  f rom  hom e on  how to  do  the i r work wi th i n  as p ri vacy-p ro tect i ve  an  envi ronm ent
as they can ,  g i ven  the  rea l i t i es o f  the  cu rren t  si tua t i on .

In  a  pub l i c hea l th  cri si s,  i t  i s a l so  understandab l e  tha t  hea l th  ca re  p ro fessi ona l s m ay need  to  send  o r rece i ve  i n fo rm at i on  by phone ,  text ,  em a i l  o r
o the r m essag i ng  se rvi ces.  T h i s app l i es to  the  use  o f  techno l og i es no t  no rm a l l y used  fo r busi ness,  du ri ng  th i s cri si s.

2. Security standards during COVID-19

PHIPA p rovi des tha t  custod i ans “sha l l  take  steps tha t  a re  reasonab l e  i n  the  ci rcum stances” to  p ro tect  PHI aga i nst  the f t ,  l oss and  unau tho ri zed  use  o r
d i scl osu re .  As the  IPC Sta tem ent suggests,  wha t  const i tu tes reasonab l e  steps du ri ng  COVID-19  m ay be  d i ffe ren t  f rom  norm a l  t i m es.  Wh i l e  securi ty
standards m ay be  re l axed  du ri ng  COVID-19 ,  custod i ans shou l d  none the l ess p rom ote  p ract i ces tha t  reduce  ri sks to  pa t i en t  p ri vacy.
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T he  IPC Sta tem ent p rovi des p ract i ca l  t i ps to  p ro tect  p ri vacy when  sta ff  a re  worki ng  f rom  hom e. We have  adap ted  tha t  l i st  and  added  to  i t  to  re f l ect  the
rea l i t i es o f  the  hea l th  ca re  secto r:

Mobile devices

Encourage  sta ff  to  password -p ro tect  the i r devi ces and  use  au to -l ocki ng  fea tu res.

I f  possi b l e ,  use  po rtab l e  sto rage  devi ces,  such  as USBs and  po rtab l e  ha rd  d ri ves tha t  a re  encryp ted  and  password  p ro tected .

Encourage  sta ff  to  keep  so f tware  up -to -da te .

Communicat ion

Encourage  sta ff  to  con t i nue  to  avo i d  d i scussi ng  PHI i n  pub l i c a reas.

Advi se  sta ff  to  use  work em a i l  accoun ts ra the r than  pe rsona l  ones fo r work-re l a ted  pu rposes.

Consi de r adop t i ng  an  en trep ri se  text i ng  so l u t i on  tha t  faci l i ta te  team  com m un i ca t i on  i n  a  secure  m anner.

Paper files

I f  new t rea tm en t a reas o r p rem i ses a re  estab l i shed ,  se t  up  f i l e  sto rage  i n  a reas on l y accessi b l e  to  sta ff  and  equ i p  them  wi th  l ocked  cab i ne ts,  and
ensure  tha t  reco rds tha t  do  no t  need  to  be  m a i n ta i ned  can  be  secure l y d i sposed  o f .

Encourage  sta ff  to  b ri ng  paper f i l es hom e on l y i f  necessary,  and  to  keep  them  i n  a  sa fe  p l ace  and  no t  i n  the i r ca r.

Cyber risk

Warn  sta ff  abou t  the  he i gh tened  ri sk o f  cybera t tacks,  i ncl ud i ng  ph i sh i ng  em a i l s pu rpo rted l y re l a ted  to  COVID-19 .

Ensure  tha t  a l l  tem pora ry o r o ff -si te  ne tworks a re  secure .

ttps://www.ipc.on.ca/newsrelease/ipc-closure-during-covid-19-outbreak


Encourage  sta ff  to  i n fo rm  you  abou t  the  new apps and  techno l og i es they a re  usi ng  so  tha t  the i r ri sks can  be  assessed  by IT  departm en ts.  

Breach Notificat ion during COVID-19

PHIPA requ i res custod i ans to  no t i fy i nd i vi dua l s o f  any l oss,  the f t  o r unau tho ri zed  use  o r d i scl osu re  o f  the i r PHI a t  the  “f i rst  reasonab l e  opportun i ty”.
Aga i n ,  wha t  th i s m eans du ri ng  COVID-19  i s l i ke l y d i ffe ren t  than  i n  no rm a l  t i m es,  and  de l ays i n  p ri vacy b reach  no t i f i ca t i on  to  i nd i vi dua l s a re  to  be
expected .

T here  i s no  l eg i sl a ted  t i m e l i ne  fo r b reach  report i ng  to  the  IPC. T he  IPC’s o ff i ce  i s cl osed  and  on l y a  l i m i ted  num ber o f  sta ff  a re  p rovi d i ng  essen t i a l
se rvi ces un t i l  the  o ff i ce  reopens.  In  tha t  con text ,  i t  i s reasonab l e  to  de l ay b reach  report i ng  to  the  IPC un t i l  COVID-19  i s ove r un l ess ci rcum stances a re
excep t i ona l .
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Pri o ri t i ze  the  no t i f i ca t i on  o f  i nd i vi dua l s when  the re  i s a  reasonab l e  ri sk tha t  the  p ri vacy b reach  wi l l  cause  ha rm  to  them  (e .g . ,  i den t i fy the f t  o r
f raud).

I f  a  b reach  a ffects a  si gn i f i can t  num ber o f  i nd i vi dua l s,  seek l ega l  advi ce .

Leave  no t i f i ca t i on  i n  o the r cases to  when  ci rcum stances wi l l  a l l ow.

3. Disclosure of COVID-19 status

Onta ri o 's Hea l th  Pro tect i on  and  Promot i on  Act (HPPA) requ i res hea l th  ca re  p rovi de rs to  report  to  a  M ed i ca l  Off i ce r o f  Hea l th  o f  the  l oca l  hea l th  un i t  tha t
an  i npa t i en t  o r ou tpa t i en t  has o r m ay have  COVID‐19 .  Regu l a t i on  569  under HPPA speci f i es wha t  i n fo rm at i on  shou l d  be  i ncl uded  i n  such  a  report .

In  add i t i on ,  PHIPA p rovi des tha t  a  custod i an  m ay d i scl ose  PHI to  a  M ed i ca l  Off i ce r o f  Hea l th  o r to  Pub l i c Hea l th  On ta ri o  (o r to  a  pub l i c hea l th  au tho ri ty
i n  ano the r j u ri sd i ct i on ) i f  the  d i scl osu re  i s m ade  fo r the  pu rposes o f  HPPA. T he  pu rpose  o f  HPPA i ncl ude  “the  p reven t i on  o f  the  sp read  o f  d i sease  and
the  p rom ot i on  and  p ro tect i on  o f  the  hea l th  o f  the  peop l e  o f  On ta ri o . ”

PHIPA a l so  a l l ows fo r the  d i scl osu re  o f  COVID-19-re l a ted  i n fo rm at i on  to  pe rsons o the r than  pub l i c hea l th  au tho ri t i es i n  ce rta i n  ci rcum stances.  A
custod i an  m ay d i scl ose  PHI i f  the re  a re  reasonab l e  g rounds to  be l i eve  the  d i scl osu re  i s necessary to  e l i m i na te  o r reduce  a  si gn i f i can t  ri sk o f  se ri ous
harm  to  i nd i vi dua l s.  T he  sp read  o f  COVID-19  poses a  si gn i f i can t  ri sk o f  se ri ous ha rm , and ,  as such ,  a  custod i an  can  re l y on  th i s p rovi si on  to  no t i fy sta ff
o r pa t i en ts tha t  they have  been  i n  cl ose  con tact  wi th  an  i nd i vi dua l  who  has COVID-19  sym ptom s o r has tested  posi t i ve .  Organ i za t i ons shou l d  l i m i t  the
d i scl osu re  to  wha t  i s necessary i n  the  si tua t i on  and ,  where  possi b l e ,  avo i d  revea l i ng  the  i den t i ty o f  the  i nd i vi dua l  a ffected  o r po ten t i a l l y a ffected  by
COVID-19 .

On  Apri l  3 ,  2020 ,  On ta ri o  o rde red  new em ergency m easures requ i ri ng  l abo ra to ri es,  i ncl ud i ng  l abo ra to ri es opera ted  by hosp i ta l s,  to  d i scl ose  COVID-19
sta tus i n fo rm at i on  to  f i rst  responders au tho ri zed  to  request  tha t  i n fo rm at i on .  T he  goa l  i s to  a l l ow f i rst  responders,  no tab l y po l i ce ,  f i re f i gh te rs and
param ed i cs,  to  take  appropri a te  sa fe ty p recau t i ons to  p ro tect  them se l ves and  the  com m un i ty.  COVID-19  sta tus i n fo rm at i on  i s l i m i ted  to  the  i nd i vi dua l 's
nam e, address,  da te  o f  b i rth ,  and  whe the r the  i nd i vi dua l  has had  a  posi t i ve  COVID-19  test  resu l t .  T he  o rde r a l so  con tem p l a tes the  d i scl osu re  o f  COVID-
19  sta tus i n fo rm at i on  to  the  M i n i st ry o f  Hea th  i f  i t  deve l ops a  system  fo r sha ri ng  th i s i n fo rm at i on  am ong  f i rst  responders.

4. Flow of PHI between care providers

Custod i ans have  the  i m p l i ed  consen t  o f  the i r pa t i en ts to  d i scl ose  PHI to  o the r custod i ans fo r the  pu rpose  o f  p rovi d i ng  o r assi st i ng  i n  p rovi d i ng  hea l th
ca re .  T h i s m eans custod i ans can  d i scl ose  PHI to  a  physi ci an ’s o ff i ce ,  pharm acy,  l ong -te rm  ca re  o r re t i rem en t hom e, hom e ca re  se rvi ce  p rovi de r,
am bu l ance  se rvi ce ,  and  l abora to ry wi thou t  ob ta i n i ng  exp ress consen t .  Fo r exam p l e ,  the  CPSO COVID-19  FAQS cl a ri f i es tha t  physi ci ans a re  pe rm i t ted  to
share  i n fo rm at i on  abou t  a  pa t i en t ’s COVID-19  sta tus wi th  a  pharm aci st  i nvo l ved  i n  the  pa t i en t ’s ca re .  T he  CPSO no tes tha t  “[s]ha ri ng  th i s i n fo rm at i on
enab l es the  pharm aci st  and  pa t i en t  to  coo rd i na te  fo r de l i ve ry o f  the  m ed i ca t i on  o r a l te rna t i ve  p i ck-up  by a  fam i l y m em ber,  f ri end ,  e tc. ”

PHIPA a l l ows a  hosp i ta l  to  use  PHI fo r the  p l ann i ng  o r de l i ve ri ng  o f  p rog ram s o r se rvi ces,  a l l oca t i on  o f  resources,  and  eva l ua t i on  and  m on i to ri ng .
However,  i t  does no t  cu rren t l y a l l ow a  custod i an  to  d i scl ose  PHI fo r such  pu rposes,  un l ess the  d i scl osu re  i s to  a  p rescri bed  en t i ty (e .g . ,  CCO, CCSO,
CorHea l th ).  Where  the re  i s a  ba rri e r to  the  shari ng  o f  i n fo rm at i on  be tween  custod i ans and  non-custod i ans worki ng  toge the r to  respond  to  COVID-19 ,
wri t ten  ag reem ents m ay be  ab l e  to  reso l ve  the  i ssues.
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I f  possi b l e ,  en te r i n to  wri t ten  ag reem ents wi th  new partne rs tha t  se t  ou t  the  re l a t i onsh i p  be tween  the  pa rt i es and  the i r ob l i ga t i ons regard i ng  p ri vacy
and  PHI.

5. Immunity under PHIPA

Care  p rovi de rs and  hea l th  ca re  o rgan i za t i ons shou l d  st ri ve  to  upho l d  the  p ri vacy o f  the i r pa t i en ts’ i n fo rm at i on .  However,  i t  i s i m portan t  to  no te  tha t
PHIPA p rovi des i m m un i ty to  custod i ans and  the i r agen ts exe rci si ng  (o r i n tend i ng  to  exe rci se ) powers and  du t i es under PHIPA fo r good  fa i th  acts o r
om i ssi ons tha t  were  reasonab l e  i n  the  ci rcum stances.  T h i s i m m un i ty has rece i ved  ve ry l i t t l e  j ud i ci a l  consi de ra t i on .  I t  m ay ve ry we l l  app l y where  PHIPA
i s con travened  i n  the  course  o f  t ryi ng  to  stop  the  sp read  o f  COVID-19 .

6. Access/correction requests under PHIPA and FIPPA

Ind i vi dua l s and  the  m ed i a  m ay wan t  access to  i n fo rm at i on  i n  connect i on  wi th  COVID-19 .  A t  the  sam e t i m e , hosp i ta l s focused  on  respond i ng  to  COVID-
19  and  m anag i ng  the  f ron t  l i nes m ay no t  have  the  opera t i ona l  capaci t i es to  respond  to  access requests.

ttps://www.cpso.on.ca/Physicians/Your-Practice/Physician-Advisory-Services/COVID-19-FAQs-for-Physician


Regu l a t i on  73 /20  m ade  under the  Emergency Management and  Ci vi l  Pro tect i on  Act (EM CPA) suspends the  app l i ca t i on  o f  pe ri ods o f  t i m e  wi th i n  wh i ch
any step  m ust  be  taken  i n  any p roceed i ng  i n  On ta ri o ,  i ncl ud i ng  an  i n tended  p roceed i ng .  Regu l a t i on  73 /20  app l i es to  p roceed i ngs be fo re  the  IPC,
i ncl ud i ng  appea l s o f  deci si ons m ade  under access l aws.  However,  Regu l a t i on  73 /20  does no t  suspend  the  pe ri od  fo r respond i ng  to  an  access request
under PHIPA and  the  Freedom o f  In fo rmat i on  and  Pro tect i on  o f  Pri vacy Act (FIPPA).

A hosp i ta l  has 30  days to  m ake  a  deci si on  wi th  respect  to  an  access request  under FIPPA/PHIPA. Hosp i ta l s can  extend  th i s t i m e  l i m i t  where  the  reco rds
requested  a re  vo l um i nous o r exte rna l  consu l ta t i ons a re  requ i red .  Wh i l e  FIPPA/PHIPA do  no t  a l l ow extensi ons due  to  d i saste rs o r pub l i c hea l th
em ergenci es,  the  IPC Sta tem ent warns i nd i vi dua l s m aki ng  access request  to  an t i ci pa te  de l ays du ri ng  COVID-19 .  T he  IPC Sta tem ent a l so  i nd i ca tes tha t
the  IPC expects o rgan i za t i ons to  “m ake  reasonab l e  e ffo rts,  based  on  opera t i ona l  rea l i t i es,  to  com p l y wi th  On ta ri o ’s access l aws.  However,  th i s i s an
excep t i ona l  ci rcum stance  and  we  understand  tha t  m any o rgan i za t i ons wi l l  be  unab l e  to  m ee t the  30 -day response  requ i rem en t. ”

Where  a  hosp i ta l  canno t  dea l  wi th  a  request  wi th i n  the  requ i red  t i m e ,  the  request  wi l l  be  deem ed to  have  been  den i ed .  T he  IPC Sta tem ent i nd i ca tes
tha t  the  IPC wi l l  “consi de r [COVID-19 ]  ci rcum stances when  eva l ua t i ng  appea l s re l a t i ng  to  deem ed re fusa l s. ”
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I f  you r o rgan i za t i on  does no t  have  the  opera t i ona l  capaci ty to  hand l e  a l l  FIPPA/PHIPA access requests,  consi de r:

Pri o ri t i zi ng  PHIPA requests m ade  fo r the  pu rpose  o f  accessi ng  hea l th  ca re  se rvi ces o r necessary bene f i ts ove r those  m ade  i n  connect i on  wi th
exi st i ng  l ega l  p roceed i ngs,  wh i ch  a re  cu rren t l y on  ho l d  because  o f  COVID-19 .

Pri o ri t i zi ng  FIPPA requests tha t  re l a te  to  COVID-19  ove r requests tha t  dea l  wi th  m a tte rs tha t  a re  h i sto ri c and /o r un l i ke l y to  be  o f  b road  pub l i c
i n te rest .

In fo rm i ng  requeste rs tha t  you  m ay be  unab l e  to  consi de r the  request  wi th i n  30  days due  to  COVID-19  and  tha t  the  request  wi l l  be  p rocessed  as soon
as ci rcum stances a l l ow.
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