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ARTICLE

Cyber Risk Management – New York State Regulation For Financial Institutions
On Sep tem ber 13 ,  2016 ,  the  New York Sta te  Departm en t o f  Fi nanci a l  Se rvi ces pub l i shed  fo r com m ent a  p roposed  cybersecuri ty regu l a t i on  fo r the
f i nanci a l  i ndustry.  T he  regu l a t i on  p rovi des i m portan t ,  de ta i l ed  gu i dance  fo r a l l  o rgan i za t i ons to  he l p  m anage  cyber ri sks.

Cyber Risks

Cyber ri sks a re  the  ri sks o f  l oss and  l i ab i l i ty (e .g .  busi ness d i srup t i on ,  f i nanci a l  l oss,  l oss to  stakeho l de r va l ue ,  repu ta t i ona l  ha rm , t rade  secre t  d i scl osu re
and  o the r com pet i t i ve  ha rm , l ega l  noncom p l i ance  l i ab i l i ty and  ci vi l  l i ab i l i ty to  custom ers,  busi ness pa rtne rs and  o the r pe rsons) to  an  o rgan i za t i on
resu l t i ng  f rom  a  fa i l u re  o r b reach  o f  the  i n fo rm at i on  techno l ogy system s used  by o r on  beha l f  o f  the  o rgan i za t i on ,  i ncl ud i ng  i nci den ts resu l t i ng  i n
unau tho ri zed  access,  use  o r d i scl osu re  o f  sensi t i ve ,  regu l a ted  o r p ro tected  da ta .  Cyber ri sks can  resu l t  f rom  i n te rna l  sou rces (e .g .  em p l oyees,
con tracto rs,  se rvi ce  p rovi de rs and  supp l i e rs) o r exte rna l  sou rces (e .g .  na t i on -sta tes,  te rro ri sts,  hackt i vi sts,  com pet i to rs and  acts o f  na tu re ).

Cyber ri sks a re  i ncreasi ng  i n  f requency,  i n tensi ty and  ha rm fu l  consequences as a  resu l t  o f  va ri ous ci rcum stances,  i ncl ud i ng  i ncreasi ng  soph i st i ca t i on  and
com p l exi ty o f  cyber-a t tacks,  i ncreasi ng  use  o f  i n fo rm at i on  techno l ogy and  da ta ,  i ncreasi ng  regu l a t i on  and  i ncreasi ng  l ega l  l i ab i l i ty.  Com m enta to rs have
sa i d  tha t  the re  a re  on l y two  ki nds o f  o rgan i za t i ons –  those  tha t  have  been  hacked  and  know i t ,  and  those  tha t  have  been  hacked  and  don 't  know i t  ye t .

New York State Regulation

T he  p roposed  regu l a t i on  t i t l ed  “Cybersecuri ty Requ i rem en ts fo r Fi nanci a l  Se rvi ces Com pan i es” was i ssued  by the  New York Sta te  Departm en t o f
Fi nanci a l  Se rvi ces to  address the  eve r-g rowi ng  cyber ri sk th rea t  to  i n fo rm at i on  and  f i nanci a l  system s. T he  regu l a t i on  i s i n tended  to  se t  m i n i m um
cybersecuri ty standards fo r banks,  i nsu rance  com pan i es and  f i nanci a l  se rvi ces com pan i es to  p ro tect  custom er i n fo rm at i on  and  i n fo rm at i on  techno l ogy
system s. T he  regu l a t i on  requ i res each  regu l a ted  i nst i tu t i on  to  i m p l em ent a  robust  cybersecuri ty p rog ram  desi gned  fo r the  i nst i tu t i on 's speci f i c ri sk
p ro f i l e  to  ensure  the  sa fe ty and  soundness o f  the  i nst i tu t i on  and  p ro tect  i ts custom ers,  and  to  cause  the  i nst i tu t i on 's sen i o r m anagem ent to  take
cybersecuri ty se ri ousl y and  to  be  responsi b l e  fo r the  i nst i tu t i on 's cybersecuri ty p rog ram . Fo l l owi ng  i s a  sum m ary.

A.  Cybersecuri ty Prog ram

A regu l a ted  i nst i tu t i on  wi l l  be  requ i red  to  estab l i sh  and  m a i n ta i n  a  cybersecuri ty p rog ram  desi gned  to  ensure  the  con f i den t i a l i ty,  i n teg ri ty and
ava i l ab i l i ty o f  i n fo rm at i on  system s and  to  pe rfo rm  the  fo l l owi ng  co re  cybersecuri ty funct i ons:  (1 ) i den t i fy i n te rna l  and  exte rna l  cyber ri sks;  (2 ) use
de fensi ve  i n f rastructu re  and  i m p l em ent po l i ci es and  p rocedures to  p ro tect  i ts i n fo rm at i on  system s and  nonpub l i c i n fo rm at i on  f rom  unau tho ri zed  access,
use  o r o the r m a l i ci ous acts;  (3 ) de tect ,  respond  to  and  recover f rom  cybersecuri ty even ts;  and  (4 ) fu l f i l  repo rt i ng  ob l i ga t i ons.

B.  Cybersecuri ty Po l i cy

A regu l a ted  i nst i tu t i on  wi l l  be  requ i red  to  estab l i sh  and  m a i n ta i n  a  wri t ten  cybersecuri ty po l i cy se t t i ng  ou t  the  i nst i tu t i on 's po l i ci es and  p rocedures fo r
the  p ro tect i on  o f  i ts i n fo rm at i on  system s and  nonpub l i c i n fo rm at i on .  T he  po l i cy m ust  address,  a t  a  m i n i m um : (1 ) i n fo rm at i on  securi ty;  (2 ) da ta
governance  and  cl assi f i ca t i on ;  (3 ) access con tro l s and  i den t i ty m anagem ent;  (4 ) busi ness con t i nu i ty and  d i saste r recovery p l ann i ng  and  resources;
(5 ) capaci ty and  pe rfo rm ance  p l ann i ng ;  (6 ) system s opera t i ons and  ava i l ab i l i ty concerns;  (7 ) system s and  ne twork securi ty;  (8 ) system s and  ne twork
m on i to ri ng ;  (9 ) system s and  app l i ca t i on  deve l opm ent and  qua l i ty assu rance ;  (10 ) physi ca l  secu ri ty and  envi ronm enta l  con tro l s;  (11 ) custom er da ta
p ri vacy;  (12 ) vendor and  th i rd -pa rty se rvi ce  p rovi de r m anagem ent;  (13 ) ri sk assessm ent;  and  (14 ) i nci den t  response .  As f requen t l y as necessary,  and  a t
l east  annua l l y,  the  po l i cy m ust  be  revi ewed  by the  i nst i tu t i on 's board  o f  d i recto rs o r equ i va l en t  govern i ng  body and  approved  by a  sen i o r o ff i ce r o f  the
i nst i tu t i on .

C.  Ch i e f  Securi ty Off i ce r

A regu l a ted  i nst i tu t i on  wi l l  be  requ i red  to  desi gna te  a  qua l i f i ed  Ch i e f  In fo rm at i on  Securi ty Off i ce r (“CISO”) responsi b l e  fo r ove rsee i ng  and
i m p l em ent i ng  the  i nst i tu t i on 's cybersecuri ty p rog ram  and  en fo rci ng  i ts cybersecuri ty po l i cy.  A t  l east  b i -annua l l y,  the  CISO m ust  p resen t  to  the
i nst i tu t i on 's board  o f  d i recto rs o r equ i va l en t  govern i ng  body a  wri t ten  report  to :  (1 ) assess the  con f i den t i a l i ty,  i n teg ri ty and  ava i l ab i l i ty o f  the
i nst i tu t i on 's i n fo rm at i on  system s; (2 ) de ta i l  excep t i ons to  the  i nst i tu t i on 's cybersecuri ty po l i ci es and  p rocedures;  (3 ) i den t i fy cyber ri sks to  the  i nst i tu t i on ;
(4 ) assess the  e ffect i veness o f  the  i nst i tu t i on 's cybersecuri ty p rog ram ; (5 ) p ropose  steps to  rem ed i a te  i den t i f i ed  de f i ci enci es;  and  (6 ) sum m ari ze  a l l
m a te ri a l  cybersecuri ty even ts tha t  a ffected  the  i nst i tu t i on  du ri ng  the  report i ng  pe ri od .

D.  Speci f i c Requ i rem en ts fo r Cybersecuri ty Prog ram

A regu l a ted  i nst i tu t i on 's cybersecuri ty p rog ram  m ust  i ncl ude  the  fo l l owi ng :

Test i ng /Assessm ents:  Annua l  pene tra t i on  test i ng  o f  the  i nst i tu t i on 's i n fo rm at i on  system s, and  quarte rl y vu l ne rab i l i ty assessm ents o f  the  i nst i tu t i on 's
i n fo rm at i on  system s.

Aud i t  T ra i l : Aud i t  t ra i l  system s to  enab l e  reconstruct i on  o f  t ransact i ons to  de tect  and  respond  to  cyber even ts,  to  l og  p ri vi l eged  use r access to  cri t i ca l
system s, to  p ro tect  aud i t  t ra i l  da ta  f rom  a l te ra t i on ,  to  p ro tect  ha rdware  i n teg ri ty,  to  l og  system  even ts and  to  m a i n ta i n  aud i t  da ta  fo r a t  l east  si x
years.

Access Pri vi l eges: L i m i ted  access p ri vi l eges to  the  i nst i tu t i on 's i n fo rm at i on  system s tha t  con ta i n  nonpub l i c i n fo rm at i on ,  and  pe ri od i c revi ew o f  those
access p ri vi l eges.

App l i ca t i on  Securi ty: Wri t ten  p rocedures,  gu i de l i nes and  standards fo r the  securi ty o f  so f tware  app l i ca t i ons (bo th  i n te rna l l y and  exte rna l l y
deve l oped) tha t  a re  revi ewed  and  upda ted  by the  CISO a t  l east  annua l l y.

Ri sk Assessm ent: A docum ented  annua l  ri sk assessm ent o f  the  i nst i tu t i on 's i n fo rm at i on  system s i n  acco rdance  wi th  wri t ten  po l i ci es and  p rocedures
se t t i ng  ou t :  the  cri te ri a  fo r eva l ua t i ng  and  ca tegori zi ng  ri sks;  the  cri te ri a  fo r assessi ng  the  con f i den t i a l i ty,  i n teg ri ty,  and  ava i l ab i l i ty o f  the
i nst i tu t i on 's i n fo rm at i on  system s; and  requ i rem en ts fo r docum ent i ng  how i den t i f i ed  ri sks wi l l  be  m i t i ga ted  o r accep ted ,  j ust i fyi ng  those  deci si ons,
and  assi gn i ng  accoun tab i l i ty fo r the  i den t i f i ed  ri sks.



Personne l / In te l l i gence :  Em p l oym ent o f  knowl edgeab l e  and  t ra i ned  cybersecuri ty pe rsonne l ,  o r engagem ent o f  th i rd  pa rty se rvi ce  p rovi de rs,  to
m anage  cybersecuri ty ri sks,  pe rfo rm  cybersecuri ty funct i ons and  to  be  aware  o f  chang i ng  cybersecuri ty th rea ts and  coun te rm easures.

T h i rd  Part i es: Wri t ten  po l i ci es and  p rocedures to  ensure  the  securi ty o f  i n fo rm at i on  system s and  nonpub l i c da ta  accessi b l e  to ,  o r he l d  by,  th i rd
part i es do i ng  busi ness wi th  the  i nst i tu t i on .  T he  po l i ci es and  p rocedures shou l d  address:  ri sk i den t i f i ca t i on  and  assessm ent;  m i n i m um  requ i red
cybersecuri ty p ract i ces;  due  d i l i gence  p rocesses;  annua l  reassessm ents;  and  p re fe rred  con tract  p rovi si ons dea l i ng  wi th  use  o f  m u l t i -facto r
au then t i ca t i on  and  encryp t i on ,  no t i ce  and  response  to  cybersecuri ty even ts,  assu rances regard i ng  an t i -m a l ware  p ro tect i on  and  aud i t  ri gh ts.

Au then t i ca t i on :  T he  use  o f  m u l t i -facto r au then t i ca t i on  and  ri sk-based  au then t i ca t i on  i n  va ri ous ci rcum stances.

Da ta  Re ten t i on : T he  t i m e l y destruct i on  o f  nonpub l i c i n fo rm at i on  tha t  i s no  l onger necessary,  excep t  where  a  l ega l  re ten t i on  requ i rem en t app l i es.

M on i to ri ng /T ra i n i ng :  T he  m on i to ri ng  o f  au tho ri zed  use rs to  de tect  m i sconduct  and  unau tho ri zed  access,  and  regu l a r cybersecuri ty awareness
tra i n i ng  fo r a l l  pe rsonne l .

Encryp t i on :  T he  p ro tect i on  o f  a l l  nonpub l i c i n fo rm at i on ,  he l d  o r t ransm i t ted  by the  i nst i tu t i on ,  by usi ng  encryp t i on  o r approp ri a te  a l te rna t i ve
com pensa t i ng  con tro l s.

Inci den t  Response  P l an : A wri t ten  i nci den t  response  p l an  fo r the  i nst i tu t i on  to  p rom pt l y respond  to ,  and  recover f rom , any cybersecuri ty even t .

E .  Report i ng /Records

A regu l a ted  i nst i tu t i on  wi l l  be  requ i red  to  g i ve  the  regu l a to r p rom pt no t i ce  (wi th i n  72  hours) o f  any cybersecuri ty even t  tha t  i s reasonab l y l i ke l y to
m ate ri a l l y a ffect  the  no rm a l  opera t i on  o f  the  i nst i tu t i on  o r tha t  a ffects nonpub l i c i n fo rm at i on .

On  an  annua l  basi s,  a  regu l a ted  i nst i tu t i on  wi l l  be  requ i red  to  subm i t  to  the  regu l a to r a  wri t ten  com p l i ance  ce rt i f i ca te ,  si gned  by the  cha i rpe rson  o f  the
i nst i tu t i on 's board  o f  d i recto rs o r a  sen i o r o ff i ce r,  ce rt i fyi ng  tha t  the  i nst i tu t i on  i s i n  com p l i ance  wi th  the  regu l a t i on  and  p rovi d i ng  de ta i l s o f  p l anned
rem ed i a l  e ffo rts fo r i den t i f i ed  de f i ci enci es.  T he  i nst i tu t i on  wi l l  a l so  be  requ i red  to  re ta i n  a l l  reco rds and  da ta  support i ng  the  ce rt i f i ca te .

F.  App l i ca t i on /T ransi t i on /En fo rcem ent

T he  regu l a t i on  i s e ffect i ve  January 1 ,  2017 ,  bu t  p rovi des a  180-day t ransi t i on  pe ri od .  T he  regu l a t i on  app l i es to  any pe rson  o r l ega l  en t i ty regu l a ted  by
New York sta te  banki ng ,  i nsu rance  o r f i nanci a l  se rvi ces l aws.  T here  i s a  l i m i ted  exem pt i on  f rom  com p l i ance  wi th  a  few e l em en ts o f  the  regu l a t i on  fo r
sm a l l e r i nst i tu t i ons (l ess than  1 ,000  custom ers,  and  l ess than  $5  m i l l i on  g ross annua l  revenue  and  l ess than  $10  m i l l i on  i n  to ta l  asse ts).  T he  regu l a to r
m ay en fo rce  the  regu l a t i on  usi ng  the  regu l a to r's au tho ri ty under any app l i cab l e  l aws.

Comment

Cybersecuri ty regu l a t i ons and  gu i dance  i ssued  by dom est i c and  fo re i gn  governm ent agenci es,  i ndustry o rgan i za t i ons and  regu l a to rs wi l l  l i ke l y be
consi de red  by Canad i an  courts when  de te rm i n i ng  whe the r an  o rgan i za t i on  and  i ts d i recto rs and  m anagem ent used  reasonab l e  ca re  to  m anage  cyber
ri sks.  T he  p roposed  New York sta te  regu l a t i on  p rovi des a  he l p fu l  checkl i st  o f  som e cyber ri sk m anagem ent p ract i ces and  consi de ra t i ons tha t  a re  use fu l
fo r a l l  o rgan i za t i ons.  u l a to rs (M arch  2015) and  Regu l a to ry Gu i dance  fo r Cyber Ri sk Se l f -Assessm ent (Novem ber 2013).
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