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PERSPECTIVE

Managing Cybersecurity Risks of Connected and Autonomous Vehicles
T he  ri sk o f  cyber b reaches i s no t  on l y a  concern  associ a ted  wi th  au tonom ous veh i cl es:  techno l ogy,  a l ready ava i l ab l e  i n  connected  veh i cl es,  ca rri es the
sam e ri sks.  T h i s techno l ogy a l l ows fo r va ri ous l eve l s o f  connect i vi ty rang i ng  f rom  system s used  fo r com m un i ca t i ons and  en te rta i nm en t (e .g .  Fo rd ’s SYNC,
GM ’s On  Sta r,  Toyo ta ’s En tune ,  Cad i l l ac’s CUE, and  Chrysl e r’s UConnect) to  d ri vi ng  assi stance  (e .g .  cam era  rea r-vi ew m i rro r,  em ergency b raki ng ,  and
reverse  au to  b raki ng ,  e tc. ).

Severa l  stud i es have  dem onstra ted  the  ab i l i ty to  rem ote l y hack i n to  connected  veh i cl es.  T he  f i rst  pub l i c cyber-a t tack on  a  connected  veh i cl e  occu rred
i n  2015  –  as an  experi m en t.  T he  code  used  by the  researchers a l l owed  them  to  send  com m ands th rough  the  veh i cl e ’s en te rta i nm en t system  to  i ts
dashboard  funct i ons,  stee ri ng ,  b rakes,  and  t ransm i ssi ons –  a l l  f rom  a  l ap top  i n  a  rem ote  l oca t i on .  T he  experi m en t p rog ressed  to  the  po i n t  where  the
researchers were  ab l e  to  cu t  the  t ransm i ssi on  o f  the  veh i cl e ,  fo rci ng  the  veh i cl e  to  stop  i n  the  m i dd l e  o f  an  i n te rsta te  h i ghway.  Ou tsi de  o f  con tro l l ed
research ,  the re  a re  a  m u l t i tude  o f  cybersecuri ty th rea ts i nvo l vi ng  pe rsona l  f i nanci a l  da ta  and  i den t i ty the f t  (ta rge t i ng  on l i ne  au tom ot i ve  apps and
servi ces tha t  con ta i n  banki ng  o r cred i t  reco rds);  f re i gh t  and  goods the f t  (ta rge t i ng  system s i n  connected  t rucks tha t  cause  ca rgo  to  be  l e f t  una t tended);
and  ransom ware  (d i sab l i ng  a  funct i on  i n  the  veh i cl e  and  dem and i ng  paym ent i n  exchange  fo r resto ri ng  the  funct i on ).

Au tonom ous o r se l f -d ri vi ng  veh i cl es,  un l i ke  connected  veh i cl es,  wi l l  requ i re  a  h i gher l eve l  o f  au tom at i on  and  connect i vi ty wi th  o the r sou rces,  i ncl ud i ng
the  i n f rastructu re  a round  the  veh i cl e .  Au tom at i on  i ncreases da ta  speci f i ca t i on  and  p roduces a  h i gher vo l um e o f  da ta .  T he  stakes o f  cyber b reaches i n
au tonom ous veh i cl es wi l l  be  m ore  si gn i f i can t  as the  da ta  wi l l  becom e even  m ore  va l uab l e  to  th i rd -pa rty hackers.  T he  ram i f i ca t i ons o f  such  cyber
b reaches on  busi ness a re  si gn i f i can t .  Absen t  speci f i c cybersecuri ty regu l a t i on  fo r connected  and  au tonom ous veh i cl es i n  Canada ,  recen t  l i t i ga t i on
i nvo l vi ng  cyber-a t tacks i s he l p fu l  to  i l l ust ra te  the  po ten t i a l  l ega l  and  busi ness ri sks associ a ted  wi th  such  i n t rusi ons i n  the  au tom ot i ve  i ndustry.

T he  past  f i ve  years have  seen  a  si gn i f i can t  ri se  i n  cl ass act i on  l awsu i ts i n  Canada  stem m i ng  f rom  cyber b reaches,  m any o f  wh i ch  have  been  ce rt i f i ed  to
p roceed ,  and  som e o f  wh i ch  have  resu l ted  i n  cou rt -approved  se t t l em en ts.  In  m ost  o f  these  cases,  the  rem ed i es ava i l ab l e  fo r each  cl ass m em ber a re
nom i na l  (rang i ng  f rom  $2 ,500  to  $5 ,000  pe r cl a i m an t),  however,  the  to ta l  exposure  to  dam ages and  counse l  fees can  be  si gn i f i can t  depend i ng  on  the
si ze  o f  the  cl ass.  Fo r exam p l e ,  the  2017  cl ass act i on  se t t l em en t approva l  i n  Drew v Wa l m art  Canada  Inc. ,  had  an  assessed  exposure  o f  $1 .25  m i l l i on ,
i ncl ud i ng  up  to  $5 ,000  re i m bursem ent fo r any cl ass m em ber,  one-year-l ong  cred i t  m on i to ri ng ,  and  $250 ,000  i n  counse l  fees.  In  tha t  case ,  the  da ta
b reach  i n  Wa l m art ’s on l i ne  pho to  p ri n t i ng  so f tware  resu l ted  i n  the  access o f  pe rsona l  and  f i nanci a l  custom er i n fo rm at i on .  In  a  re l a ted  cyber-a t tack cl ass
act i on  se t t l em en t  a ffect i ng  3 .5  m i l l i on  Sony accoun t  ho l de rs,  Sony was to  re i m burse  each  cl ass m em ber up  to  $2 ,500 .  Counse l  fees under the
se t t l em en t were  approved  a t  $265 ,000 .

Wh i l e  the re  has ye t  to  be  any l i t i ga t i on  i nvo l vi ng  connected  veh i cl es i n  Canada ,  i t  i s worth  revi ewi ng  two  such  cl ass act i ons com m enced  i n  I l l i no i s and
Ca l i fo rn i a .  T hese  cases have  seen  vast l y d i ffe ren t  resu l ts.  T he  Ca l i fo rn i a  deci si on  re l a tes to  cl a i m s fo r dam ages on  the  basi s o f  po ten t i a l  hacki ng
even ts tha t  cou l d  take  p l ace  due  to  a l l eged l y l ow-l eve l -securi ty m easures i n  ce rta i n  Toyo ta  veh i cl es.  T ha t  case  was d i sm i ssed  i n  i ts en t i re ty by the  Court
because  the  p l a i n t i f fs fa i l ed  to  su ff i ci en t l y a l l ege  i n j u ri es due  to  the  ri sk o f  hacki ng ,  ove rpayi ng  fo r the i r veh i cl e ,  and  i nvasi on  o f  the i r p ri vacy.  In
con trast ,  a  l awsu i t  aga i nst  Fi a t  Chrysl e r f i l ed  i n  I l l i no i s  has en j oyed  a  d i ffe ren t  l i fe  cycl e .  T he  l awsu i t  stem s f rom  a  2015  reca l l  where  Fi a t  Chrysl e r
veh i cl es equ i pped  wi th  Uconnect  8 .4A o r Uconnect  8 .4AN system s were  upda ted  to  f i x any po ten t i a l  hacki ng  vu l ne rab i l i t i es.  In i t i a l l y,  the  Court
d i sm i ssed  the  cl a i m s fo r possi b l e  fu tu re  hacki ng  even ts.  However,  the  Court  has si nce  a l l owed  the  p l a i n t i f fs to  p roceed  wi th  cl a i m s tha t  the i r veh i cl es
depreci a ted  i n  va l ue  due  to  ri sk o f  hacki ng .  In  response ,  Fi a t  Chrysl e r has a rgued  tha t  the re  i s no  l i ab i l i ty fo r theo re t i ca l  hacki ng  even ts and  no
evi dence  tha t  the  veh i cl es have  depreci a ted  i n  va l ue .  I t  wi l l  be  i n te rest i ng  to  m on i to r wha t  the  Court ’s ru l i ng  wi l l  be  i n  th i s case .

Cyber b reaches a l so  p resen t  si gn i f i can t  regu l a to ry ri sks.  Such  regu l a to ry p roceed i ngs p resen t  add i t i ona l  de fence  costs,  repu ta t i ona l  and  busi ness l osses,
and  po ten t i a l  regu l a to ry pena l t i es.  Under recen t l y p roposed  regu l a t i ons to  the  Persona l  In fo rm at i on  Pro tect i on  and  E l ectron i c Docum ents Act  (P IPEDA),
o rgan i za t i ons a re  to  no t i fy a ffected  i nd i vi dua l s and  report  to  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  “as soon  as feasi b l e ” fo l l owi ng  a  da ta
b reach  even t .  T he  th resho l d  o f  such  report i ng  i s based  on  the  “rea l  ri sk o f  si gn i f i can t  ha rm ” to  any i nd i vi dua l  whose  pe rsona l  i n fo rm at i on  m ay have
been  b reached .  Fa i l u re  to  no t i fy the  federa l  regu l a to r ca rri es a  f i ne  o f  up  to  $100 ,000 ,  a l ong  wi th  a  p ri va te  ri gh t  o f  act i on  by i nd i vi dua l s a ffected  f rom
the  b reach .

T he  2016  cl ass act i on  se t t l em en t approva l  case  i nvo l vi ng  the  cri m i na l  hacki ng  o f  Hom e Depo t ’s ca rd  paym ent system  i l l ustra tes the  bene f i ts o f
p rovi d i ng  t i m e l y no t i f i ca t i on  to  the  appropri a te  p ri vacy regu l a to rs .  In  tha t  case ,  Hom e Depo t p roceeded  to  no t i fy the  federa l  p ri vacy regu l a to r and  fou r
p rovi nci a l  p ri vacy regu l a to rs.  None  o f  the  regu l a to rs p roceeded  wi th  an  i nvest i ga t i on  fo l l owi ng  no t i f i ca t i on  o f  the  b reach .  Instead  each  regu l a to r cl osed
i ts respect i ve  f i l e .  T h i s dem onstra tes the  i m portance  o f  ri sk m i t i ga t i on  st ra teg i es such  as a  p roact i ve  i nci den t  b reach  response  to  reduce  ri sk o f
p rosecu t i on  by re l evan t  p ri vacy regu l a to rs.  However,  as dem onstra ted  by the  2016  j o i n t  i nvest i ga t i on  report  on  the  Ash l ey M ad i son  da ta  b reach
conducted  by the  federa l  p ri vacy regu l a to r and  i ts Austra l i an  coun te rpa rt ,  regu l a to rs wi l l  no t  hesi ta te  to  p roceed  wi th  an  i nvest i ga t i on .  In  tha t  case ,  the
regu l a to rs found  num erous vi o l a t i ons o f  p ri vacy l aws .

A l though  we  a re  cu rren t l y opera t i ng  i n  som ewhat o f  a  regu l a to ry vacuum , som e regu l a to ry ove rsi gh t  m ay be  on  the  ho ri zon  fo r the  au to  secto r.  T he
Off i ce  o f  the  Pri vacy Com m i ssi oner announced  ea rl y i n  2017  tha t  i t  wou l d  be  fund i ng  an  a rm s-l eng th  p ro j ect  to  deve l op  a  code  o f  p ract i ce  fo r
connected  and  au tonom ous veh i cl es.  T he  Pri vacy Com m i ssi oner exp ressed  ag reem ent wi th  the  “p ri vacy by desi gn ”  approach  whereby the  secto r takes
i n to  consi de ra t i on  securi ty and  p ri vacy f rom  the  ou tse t  o f  the  i nnova t i on  p rocess .  Wh i l e  th i s approach  m ay assi st  i n  i nocu l a t i ng  the  i ndustry aga i nst
cybersecuri ty b reaches re l a ted  to  new techno l og i es i n  the  fu tu re ,  o rgan i za t i ons a re  cu rren t l y l e f t  to  m i t i ga te  aga i nst  these  b reaches re l a ted  to  cu rren t
connected  techno l og i es.

T he  takeaway fo r the  au tom ot i ve  secto r i s tha t  wh i l e  Canada  has ye t  to  ro l l  ou t  speci f i c cybersecuri ty sta tu to ry o r regu l a to ry requ i rem en ts wi th  respect
to  connected  and  au tonom ous veh i cl es,  cl ass act i ons and  regu l a to ry p rosecu t i on  by the  p ri vacy regu l a to rs p resen t  si gn i f i can t  l ega l  and  busi ness ri sks fo r
stakeho l de rs.  T he  ri sk i s p resen t  i n  the  techno l ogy ava i l ab l e  today and  m ay becom e even  m ore  si gn i f i can t  wi th  em erg i ng  au tonom ous veh i cl e
techno l og i es.
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Managing Cybersecurity Risks of Connected and Autonomous Vehicles
T he  ri sk o f  cyber b reaches i s no t  on l y a  concern  associ a ted  wi th  au tonom ous veh i cl es:  techno l ogy,  a l ready ava i l ab l e  i n  connected  veh i cl es,  ca rri es the
sam e ri sks.  T h i s techno l ogy a l l ows fo r va ri ous l eve l s o f  connect i vi ty rang i ng  f rom  system s used  fo r com m un i ca t i ons and  en te rta i nm en t (e .g .  Fo rd ’s SYNC,
GM ’s On  Sta r,  Toyo ta ’s En tune ,  Cad i l l ac’s CUE, and  Chrysl e r’s UConnect) to  d ri vi ng  assi stance  (e .g .  cam era  rea r-vi ew m i rro r,  em ergency b raki ng ,  and
reverse  au to  b raki ng ,  e tc. ).

Severa l  stud i es have  dem onstra ted  the  ab i l i ty to  rem ote l y hack i n to  connected  veh i cl es.  T he  f i rst  pub l i c cyber-a t tack on  a  connected  veh i cl e  occu rred
i n  2015  –  as an  experi m en t.  T he  code  used  by the  researchers a l l owed  them  to  send  com m ands th rough  the  veh i cl e ’s en te rta i nm en t system  to  i ts
dashboard  funct i ons,  stee ri ng ,  b rakes,  and  t ransm i ssi ons –  a l l  f rom  a  l ap top  i n  a  rem ote  l oca t i on .  T he  experi m en t p rog ressed  to  the  po i n t  where  the
researchers were  ab l e  to  cu t  the  t ransm i ssi on  o f  the  veh i cl e ,  fo rci ng  the  veh i cl e  to  stop  i n  the  m i dd l e  o f  an  i n te rsta te  h i ghway.  Ou tsi de  o f  con tro l l ed
research ,  the re  a re  a  m u l t i tude  o f  cybersecuri ty th rea ts i nvo l vi ng  pe rsona l  f i nanci a l  da ta  and  i den t i ty the f t  (ta rge t i ng  on l i ne  au tom ot i ve  apps and
servi ces tha t  con ta i n  banki ng  o r cred i t  reco rds);  f re i gh t  and  goods the f t  (ta rge t i ng  system s i n  connected  t rucks tha t  cause  ca rgo  to  be  l e f t  una t tended);
and  ransom ware  (d i sab l i ng  a  funct i on  i n  the  veh i cl e  and  dem and i ng  paym ent i n  exchange  fo r resto ri ng  the  funct i on ).

Au tonom ous o r se l f -d ri vi ng  veh i cl es,  un l i ke  connected  veh i cl es,  wi l l  requ i re  a  h i gher l eve l  o f  au tom at i on  and  connect i vi ty wi th  o the r sou rces,  i ncl ud i ng
the  i n f rastructu re  a round  the  veh i cl e .  Au tom at i on  i ncreases da ta  speci f i ca t i on  and  p roduces a  h i gher vo l um e o f  da ta .  T he  stakes o f  cyber b reaches i n
au tonom ous veh i cl es wi l l  be  m ore  si gn i f i can t  as the  da ta  wi l l  becom e even  m ore  va l uab l e  to  th i rd -pa rty hackers.  T he  ram i f i ca t i ons o f  such  cyber
b reaches on  busi ness a re  si gn i f i can t .  Absen t  speci f i c cybersecuri ty regu l a t i on  fo r connected  and  au tonom ous veh i cl es i n  Canada ,  recen t  l i t i ga t i on
i nvo l vi ng  cyber-a t tacks i s he l p fu l  to  i l l ust ra te  the  po ten t i a l  l ega l  and  busi ness ri sks associ a ted  wi th  such  i n t rusi ons i n  the  au tom ot i ve  i ndustry.

T he  past  f i ve  years have  seen  a  si gn i f i can t  ri se  i n  cl ass act i on  l awsu i ts i n  Canada  stem m i ng  f rom  cyber b reaches,  m any o f  wh i ch  have  been  ce rt i f i ed  to
p roceed ,  and  som e o f  wh i ch  have  resu l ted  i n  cou rt -approved  se t t l em en ts.  In  m ost  o f  these  cases,  the  rem ed i es ava i l ab l e  fo r each  cl ass m em ber a re
nom i na l  (rang i ng  f rom  $2 ,500  to  $5 ,000  pe r cl a i m an t),  however,  the  to ta l  exposure  to  dam ages and  counse l  fees can  be  si gn i f i can t  depend i ng  on  the
si ze  o f  the  cl ass.  Fo r exam p l e ,  the  2017  cl ass act i on  se t t l em en t approva l  i n  Drew v Wa l m art  Canada  Inc. ,  had  an  assessed  exposure  o f  $1 .25  m i l l i on ,
i ncl ud i ng  up  to  $5 ,000  re i m bursem ent fo r any cl ass m em ber,  one-year-l ong  cred i t  m on i to ri ng ,  and  $250 ,000  i n  counse l  fees.  In  tha t  case ,  the  da ta
b reach  i n  Wa l m art ’s on l i ne  pho to  p ri n t i ng  so f tware  resu l ted  i n  the  access o f  pe rsona l  and  f i nanci a l  custom er i n fo rm at i on .  In  a  re l a ted  cyber-a t tack cl ass
act i on  se t t l em en t  a ffect i ng  3 .5  m i l l i on  Sony accoun t  ho l de rs,  Sony was to  re i m burse  each  cl ass m em ber up  to  $2 ,500 .  Counse l  fees under the
se t t l em en t were  approved  a t  $265 ,000 .

Wh i l e  the re  has ye t  to  be  any l i t i ga t i on  i nvo l vi ng  connected  veh i cl es i n  Canada ,  i t  i s worth  revi ewi ng  two  such  cl ass act i ons com m enced  i n  I l l i no i s and
Ca l i fo rn i a .  T hese  cases have  seen  vast l y d i ffe ren t  resu l ts.  T he  Ca l i fo rn i a  deci si on  re l a tes to  cl a i m s fo r dam ages on  the  basi s o f  po ten t i a l  hacki ng
even ts tha t  cou l d  take  p l ace  due  to  a l l eged l y l ow-l eve l -securi ty m easures i n  ce rta i n  Toyo ta  veh i cl es.  T ha t  case  was d i sm i ssed  i n  i ts en t i re ty by the  Court
because  the  p l a i n t i f fs fa i l ed  to  su ff i ci en t l y a l l ege  i n j u ri es due  to  the  ri sk o f  hacki ng ,  ove rpayi ng  fo r the i r veh i cl e ,  and  i nvasi on  o f  the i r p ri vacy.  In
con trast ,  a  l awsu i t  aga i nst  Fi a t  Chrysl e r f i l ed  i n  I l l i no i s  has en j oyed  a  d i ffe ren t  l i fe  cycl e .  T he  l awsu i t  stem s f rom  a  2015  reca l l  where  Fi a t  Chrysl e r
veh i cl es equ i pped  wi th  Uconnect  8 .4A o r Uconnect  8 .4AN system s were  upda ted  to  f i x any po ten t i a l  hacki ng  vu l ne rab i l i t i es.  In i t i a l l y,  the  Court
d i sm i ssed  the  cl a i m s fo r possi b l e  fu tu re  hacki ng  even ts.  However,  the  Court  has si nce  a l l owed  the  p l a i n t i f fs to  p roceed  wi th  cl a i m s tha t  the i r veh i cl es
depreci a ted  i n  va l ue  due  to  ri sk o f  hacki ng .  In  response ,  Fi a t  Chrysl e r has a rgued  tha t  the re  i s no  l i ab i l i ty fo r theo re t i ca l  hacki ng  even ts and  no
evi dence  tha t  the  veh i cl es have  depreci a ted  i n  va l ue .  I t  wi l l  be  i n te rest i ng  to  m on i to r wha t  the  Court ’s ru l i ng  wi l l  be  i n  th i s case .

Cyber b reaches a l so  p resen t  si gn i f i can t  regu l a to ry ri sks.  Such  regu l a to ry p roceed i ngs p resen t  add i t i ona l  de fence  costs,  repu ta t i ona l  and  busi ness l osses,
and  po ten t i a l  regu l a to ry pena l t i es.  Under recen t l y p roposed  regu l a t i ons to  the  Persona l  In fo rm at i on  Pro tect i on  and  E l ectron i c Docum ents Act  (P IPEDA),
o rgan i za t i ons a re  to  no t i fy a ffected  i nd i vi dua l s and  report  to  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  “as soon  as feasi b l e ” fo l l owi ng  a  da ta
b reach  even t .  T he  th resho l d  o f  such  report i ng  i s based  on  the  “rea l  ri sk o f  si gn i f i can t  ha rm ” to  any i nd i vi dua l  whose  pe rsona l  i n fo rm at i on  m ay have
been  b reached .  Fa i l u re  to  no t i fy the  federa l  regu l a to r ca rri es a  f i ne  o f  up  to  $100 ,000 ,  a l ong  wi th  a  p ri va te  ri gh t  o f  act i on  by i nd i vi dua l s a ffected  f rom
the  b reach .

T he  2016  cl ass act i on  se t t l em en t approva l  case  i nvo l vi ng  the  cri m i na l  hacki ng  o f  Hom e Depo t ’s ca rd  paym ent system  i l l ustra tes the  bene f i ts o f
p rovi d i ng  t i m e l y no t i f i ca t i on  to  the  appropri a te  p ri vacy regu l a to rs .  In  tha t  case ,  Hom e Depo t p roceeded  to  no t i fy the  federa l  p ri vacy regu l a to r and  fou r
p rovi nci a l  p ri vacy regu l a to rs.  None  o f  the  regu l a to rs p roceeded  wi th  an  i nvest i ga t i on  fo l l owi ng  no t i f i ca t i on  o f  the  b reach .  Instead  each  regu l a to r cl osed
i ts respect i ve  f i l e .  T h i s dem onstra tes the  i m portance  o f  ri sk m i t i ga t i on  st ra teg i es such  as a  p roact i ve  i nci den t  b reach  response  to  reduce  ri sk o f
p rosecu t i on  by re l evan t  p ri vacy regu l a to rs.  However,  as dem onstra ted  by the  2016  j o i n t  i nvest i ga t i on  report  on  the  Ash l ey M ad i son  da ta  b reach
conducted  by the  federa l  p ri vacy regu l a to r and  i ts Austra l i an  coun te rpa rt ,  regu l a to rs wi l l  no t  hesi ta te  to  p roceed  wi th  an  i nvest i ga t i on .  In  tha t  case ,  the
regu l a to rs found  num erous vi o l a t i ons o f  p ri vacy l aws .

A l though  we  a re  cu rren t l y opera t i ng  i n  som ewhat o f  a  regu l a to ry vacuum , som e regu l a to ry ove rsi gh t  m ay be  on  the  ho ri zon  fo r the  au to  secto r.  T he
Off i ce  o f  the  Pri vacy Com m i ssi oner announced  ea rl y i n  2017  tha t  i t  wou l d  be  fund i ng  an  a rm s-l eng th  p ro j ect  to  deve l op  a  code  o f  p ract i ce  fo r
connected  and  au tonom ous veh i cl es.  T he  Pri vacy Com m i ssi oner exp ressed  ag reem ent wi th  the  “p ri vacy by desi gn ”  approach  whereby the  secto r takes
i n to  consi de ra t i on  securi ty and  p ri vacy f rom  the  ou tse t  o f  the  i nnova t i on  p rocess .  Wh i l e  th i s approach  m ay assi st  i n  i nocu l a t i ng  the  i ndustry aga i nst
cybersecuri ty b reaches re l a ted  to  new techno l og i es i n  the  fu tu re ,  o rgan i za t i ons a re  cu rren t l y l e f t  to  m i t i ga te  aga i nst  these  b reaches re l a ted  to  cu rren t
connected  techno l og i es.

T he  takeaway fo r the  au tom ot i ve  secto r i s tha t  wh i l e  Canada  has ye t  to  ro l l  ou t  speci f i c cybersecuri ty sta tu to ry o r regu l a to ry requ i rem en ts wi th  respect
to  connected  and  au tonom ous veh i cl es,  cl ass act i ons and  regu l a to ry p rosecu t i on  by the  p ri vacy regu l a to rs p resen t  si gn i f i can t  l ega l  and  busi ness ri sks fo r
stakeho l de rs.  T he  ri sk i s p resen t  i n  the  techno l ogy ava i l ab l e  today and  m ay becom e even  m ore  si gn i f i can t  wi th  em erg i ng  au tonom ous veh i cl e
techno l og i es.

 Andy Greenberg ,  “Hackers Rem ote l y K i l l  a  Jeep  on  the  Hi ghway—Wi th  M e i n  I t ”,  (21  Ju l y 2015).  See  a l so  the  Wh i te  Paper by Chri s Va l asek and
Charl i e  M i l l e r,  “Rem ote  Exp l o i ta t i on  o f  an  Una l te red  Passenger Veh i cl e ” (2015).

 Drew  v Wa l mart  Canada  Inc. 2017  ONSC 3308  (On ta ri o ).

 Maksi movi c v Sony o f  Canada  L td . 2013  CanL I I  41305  (On ta ri o ).

 Hea the r Sussm an, Doug  M ea l ,  and  Davi d  Cohen ,  Recen t  Deci si ons Hi gh l i gh t  Product  Cybersecuri ty Issues re :  Cahen , e t  a l  v Toyo ta  Moto r Corp . ,  e t  a l –
US Di stri ct  Court  Northe rn  Di st ri ct  o f  Ca l i fo rn i a .

 Chri stopher Crosby,  Jeep  Dri ve rs Fi gh t  Fo r Cl ass Cert .  i n  Hacki ng  Su i t re :  Fl ynn  e t  a l  v FCA US LLC, e t  a l.  US Di st ri ct  Court  Sou the rn  Di st ri ct  o f  I l l i no i s.

 Lozanski  v Home Depo t 2016  ONSC 5447  (On ta ri o ) a t  pa ra  7 .
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