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ARTICLE

Cybersecurity Guidance From Investment Industry Organization
Cyber ri sk m anagem ent i s an  i ncreasi ng l y i m portan t  cha l l enge  fo r o rgan i za t i ons o f  a l l  ki nds.  T he  Investm en t Industry Regu l a to ry Organ i za t i on  o f
Canada  (I IROC),  the  na t i ona l  se l f -regu l a to ry o rgan i za t i on  tha t  ove rsees i nvestm en t dea l e rs and  the i r t rad i ng  act i vi ty i n  Canad i an  m arke ts,  has
pub l i shed  de ta i l ed  gu i dance  to  he l p  i nvestm en t dea l e r f i rm s m anage  cybersecuri ty ri sks.  T he  gu i dance  p rovi des use fu l  checkl i sts and  he l p fu l  sum m ari es
o f  i ndustry standards and  best  p ract i ces.  T he  gu i dance  em phasi zes the  need  fo r o rgan i za t i ons to  p roact i ve l y m anage  cyber ri sks and  to  p repare  fo r
cybersecuri ty i nci den ts.

Cyber Risks

Cyber ri sks a re  the  ri sks o f  ha rm , l oss and  l i ab i l i ty (e .g .  busi ness d i srup t i on ,  t rade  secre t  d i scl osu re ,  f i nanci a l  l oss,  l oss to  stakeho l de r va l ue ,  repu ta t i ona l
ha rm , l ega l  noncom p l i ance  l i ab i l i ty and  ci vi l  l i ab i l i ty to  custom ers,  busi ness pa rtne rs and  o the r pe rsons) to  an  o rgan i za t i on  resu l t i ng  f rom  a  fa i l u re  o r
b reach  o f  the  o rgan i za t i on 's i n fo rm at i on  techno l ogy system s. Cyber ri sks can  resu l t  f rom  i n te rna l  sou rces (e .g .  em p l oyees,  con tracto rs,  se rvi ce  p rovi de rs
and  supp l i e rs) o r exte rna l  sou rces (e .g .  na t i on  sta tes,  te rro ri sts,  hackt i vi sts,  com pet i to rs and  acts o f  na tu re ).

Cyber ri sks appear to  be  i ncreasi ng  i n  f requency,  i n tensi ty and  ha rm fu l  consequences as a  resu l t  o f  va ri ous ci rcum stances,  i ncl ud i ng  i ncreasi ng
soph i st i ca t i on  and  com p l exi ty o f  cyber-a t tacks,  i ncreasi ng  use  o f  i n fo rm at i on  techno l ogy and  da ta ,  i ncreasi ng  regu l a t i on  and  i ncreasi ng  l ega l  l i ab i l i ty.
Com m enta to rs have  sa i d  tha t  the re  a re  on l y two  ki nds o f  o rgan i za t i ons — those  tha t  have  been  hacked  and  know i t ,  and  those  tha t  have  been  hacked
and  don 't  know i t  ye t .

Cybersecurity Best Practices Guide

I IROC's Cybersecuri ty Best  Pract i ces Gu i de se ts ou t  a  vo l un ta ry,  ri sk-based  cybersecuri ty f ram ework,  com pri sed  o f  i ndustry standards and  best  p ract i ces,
to  m anage  cyber ri sks.  T he  Gu i de 's sta ted  pu rpose  i s to  p rovi de  an  understand i ng  o f  standards-based  securi ty con tro l s tha t  m ake  up  a  best  p ract i ces
cybersecuri ty p rog ram . T he  Gu i de  em phasi zes tha t  cybersecuri ty i s a  m u l t i -face ted  cha l l enge  tha t  requ i res an  en te rp ri se -wi de ,  i n te rd i sci p l i na ry
approach  to  i m p l em ent a  com prehensi ve  st ra tegy to  avo i d ,  m i t i ga te ,  accep t  o r t ransfe r cyber ri sks.

T he  Gu i de  d i scusses best  p ract i ces re l a t i ng  to  governance  and  ri sk m anagem ent,  i nsi de r ri sk,  physi ca l  and  envi ronm enta l  secu ri ty,  awareness and
tra i n i ng ,  th rea t  assessm ent,  ne twork securi ty,  i n fo rm at i on  system  p ro tect i on ,  use r m anagem ent and  access con tro l s,  asse t  m anagem ent,  i nci den t
response ,  i n fo rm at i on  shari ng  and  b reach  report i ng ,  cyber i nsu rance ,  vendor ri sk m anagem ent and  cybersecuri ty po l i ci es.  T he  Gu i de  i ncl udes a
Cybersecuri ty Inci den t  Checkl i st  and  a  Sam p l e  Vendor Assessm ent fo rm .

T he  Gu i de  i den t i f i es the  fo l l owi ng  key po i n ts:

Governance :  A sound  governance  f ram ework — strong  l eadersh i p ,  board  and  sen i o r m anagem ent engagem ent and  a  cl ea r accoun tab i l i ty — a re
essen t i a l  fo r a  successfu l  cybersecuri ty p rog ram .

T ra i n i ng :  E ffect i ve  t ra i n i ng  o f  pe rsonne l  can  si gn i f i can t l y reduce  the  l i ke l i hood  o f  successfu l  cyber-a t tacks.

Techn i ca l  Con tro l s:  A cyber ri sk m anagem ent p rog ram  shou l d  i ncl ude  techn i ca l  con tro l s approp ri a te  fo r the  o rgan i za t i on 's pa rt i cu l a r ci rcum stances.

Servi ce  Provi de rs:  An  o rgan i za t i on  shou l d  exe rci se  st rong  due  d i l i gence  and  i m p l em ent cl ea r pe rfo rm ance  and  ve ri f i ca t i on  po l i ci es to  m anage
cyber ri sks tha t  a ri se  f rom  re l a t i onsh i ps wi th  se rvi ce  p rovi de rs who  have  access to  the  o rgan i za t i on 's sensi t i ve  f i rm  o r cl i en t  i n fo rm at i on  o r
i n fo rm at i on  techno l ogy system s.

Cyber Incident Management Planning Guide

I IROC's Cyber Inci den t  Management P l ann i ng  Gu i de  i s desi gned  to  assi st  i n  the  p repara t i on  o f  cyber-i nci den t  response  p l ans.  T he  Gu i de  em phasi zes
tha t  an  o rgan i za t i on  m ust  be  ab l e  to  respond  to  cybersecuri ty i nci den ts i n  a  consi sten t ,  coo rd i na ted  and  t i m e l y m anner.  T he  Gu i de  exp l a i ns the  f i ve
phases o f  cybersecuri ty i nci den t  m anagem ent:  p l an  and  p repare ,  de tect  and  report ,  assess and  deci de ,  respond  and  post-i nci den t  act i vi ty.  T he  Gu i de
i ncl udes recom m enda t i ons (based  on  the  Na t i ona l  Inst i tu te  o f  S tandards and  Techno l ogy Compute r Securi ty Inci den t  Hand l i ng  Gu i de) fo r i m p l em ent i ng
a  cybersecuri ty i nci den t  response  p l an .  T he  Gu i de  a l so  i ncl udes a  si m p l e ,  ten -step  gu i de  fo r how an  o rgan i za t i on  shou l d  respond  to  a  cybersecuri ty
i nci den t  when  the  o rgan i za t i on  i s no t  p repared .

Comment

I IROC's cyber ri sk m anagem ent gu i dance  i s descri bed  as "vo l un ta ry" ,  and  "no t  i n tended  to  crea te  new l ega l  o r regu l a to ry ob l i ga t i ons" .  Neverthe l ess,
gu i dance  i ssued  by I IROC and  o the r f i nanci a l  i ndustry o rgan i za t i ons and  regu l a to rs (e .g .  SEC, FINRA, CSA and  OSFI) wi l l  l i ke l y be  consi de red  by courts
and  regu l a to rs when  de te rm i n i ng  the  reasonab l e  standard  o f  ca re  requ i red  o f  an  i nvestm en t dea l e r f i rm  tha t  i s the  vi ct i m  o f  a  cybersecuri ty i nci den t .
I IROC's gu i dance ,  wh i l e  d i rected  to  i nvestm en t dea l e r f i rm s,  can  be  he l p fu l  fo r o rgan i za t i ons o f  a l l  ki nds.
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