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ARTICLE

Health Information Breach Notif ication Obligations under Alberta’s Health Information
Act

Com m enci ng  August  31 ,  2018 ,  A l be rta ’s Hea l th  In fo rmat i on  Act (the  “HIA”) wi l l  requ i re  custod i ans o f  pe rsona l  hea l th  i n fo rm at i on  to  g i ve  no t i ce  o f  any
hea l th  i n fo rm at i on  securi ty b reach  tha t  p resen ts a  ri sk o f  ha rm  to  an  i nd i vi dua l .  T he  securi ty b reach  ob l i ga t i ons under the  HIA j o i n  an  i ncreasi ng
num ber o f  Canad i an  sta tu to ry reg i m es tha t  i m pose  i n fo rm at i on  securi ty b reach  report i ng  and  no t i f i ca t i on  ob l i ga t i ons.  Custod i ans sub j ect  to  the  HIA
shou l d  assess the i r read i ness to  com p l y wi th  the  securi ty b reach  ob l i ga t i ons,  and  m ake  appropri a te  changes to  p repare  fo r com p l i ance .

Background

T he  HIA regu l a tes the  co l l ect i on ,  use  and  d i scl osu re  o f  hea l th  i n fo rm at i on  tha t  i s i n  the  custody,  o r under the  con tro l ,  o f  a  “custod i an ” (i ncl ud i ng  an
am bu l ance  o r nu rsi ng  hom e opera to r,  a  p rovi nci a l  hea l th  board ,  a  reg i ona l  hea l th  au tho ri ty o r a  com m un i ty hea l th  counci l ) o r an  “a ff i l i a te ” o f  a
custod i an  (i ncl ud i ng  an  i nd i vi dua l  em p l oyed  by,  o r pe rfo rm i ng  se rvi ces fo r,  a  custod i an  o r a  hea l th  se rvi ce  p rovi de r who  adm i ts and  t rea ts pa t i en ts a t  a
desi gna ted  hosp i ta l ) i n  A l be rta .

In  2014 ,  the  Sta tu tes Amendment Act ,  2014 am ended  the  HIA to  i n t roduce  securi ty b reach  no t i f i ca t i on  ob l i ga t i ons.  In  M ay 2018 ,  the  Governm ent o f
A l be rta  i ssued  an  Order i n  Counci l to  b ri ng  those  ob l i ga t i ons i n to  fo rce  on  August  31 ,  2018 .  T he  Governm ent o f  A l be rta  a l so  pub l i shed  the  Hea l th
In fo rmat i on  Amendment Regu l a t i on to  p rovi de  de ta i l s o f  the  b reach  no t i f i ca t i on  ob l i ga t i ons.

The Breach Notification Obligations

Fo l l owi ng  i s a  sum m ary o f  the  b reach  no t i f i ca t i on  ob l i ga t i ons as se t  ou t  i n  the  HIA and  i ts Hea l th  In fo rmat i on  Regu l a t i on.

1.  Custod i ans’ Du ty to  No t i fy

I f  a  custod i an  su ffe rs a  “l oss o f  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on  o r any unau tho ri zed  access to  o r d i scl osu re  o f  i nd i vi dua l l y i den t i fyi ng
hea l th  i n fo rm at i on  i n  the  custody o r con tro l  o f  the  custod i an ” tha t  resu l ts i n  a  “ri sk o f  ha rm ” to  an  i nd i vi dua l  as a  resu l t  o f  the  l oss o r unau tho ri zed
access o r d i scl osu re ,  then  the  custod i an  m ust  p rovi de  no t i ce  “as soon  as p ract i cab l e ” to :  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  A l be rta ;  the
Al be rta  M i n i ste r o f  Hea l th ;  and  the  i nd i vi dua l  who  i s the  sub j ect  o f  the  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on .

2.  Loss,  Unau tho ri zed  Access/Di scl osu re  and  Ri sk o f  Harm

T he  HIA does no t  de f i ne  “l oss”,  “unau tho ri zed  access” o r “unau tho ri zed  d i scl osu re ” o f  hea l th  i n fo rm at i on .  S i m i l a rl y,  the  HIA does no t  de f i ne  “ri sk o f
ha rm ”.  Instead ,  the  HIA p rovi des tha t  a  custod i an  m ust  consi de r a l l  re l evan t  facto rs,  i ncl ud i ng  facto rs p rescri bed  regu l a t i ons,  i n  assessi ng  whe the r
the re  i s a  ri sk o f  ha rm  to  an  i nd i vi dua l .  T he  facto rs l i sted  i n  the  regu l a t i ons i ncl ude :

1.  whe the r i n fo rm at i on  has o r m ay be  accessed  by o r d i scl osed  to  a  pe rson ;

2.  whe the r the  i n fo rm at i on  has o r m ay be  m i sused ,  i ncl ud i ng  fo r i den t i ty the f t  o r f raud ;

3.  whe the r the  i n fo rm at i on  cou l d  cause  em barrassm ent o r ha rm  (physi ca l ,  m en ta l ,  f i nanci a l  o r repu ta t i ona l ) to  the  a ffected  i nd i vi dua l ;

4.  whe the r the  i nci den t  has,  o r wi l l ,  adve rse l y a ffect  the  p rovi si on  o f  a  hea l th  se rvi ce  to  the  i nd i vi dua l ;  and

5.  whe the r the re  a re  any ci rcum stances tha t  m i t i ga te  the  po ten t i a l  fo r a  ri sk o f  ha rm  to  a ri se ,  i ncl ud i ng :  whe the r the  i n fo rm at i on  was su ff i ci en t l y
encryp ted  o r secu red  i n  ano the r e l ectron i c fo rm at;  whe the r the  i n fo rm at i on  was destroyed  o r rendered  i naccessi b l e  o r un i n te l l i g i b l e ;  whe the r
the  i n fo rm at i on  was no t  accessed  p ri o r to  recovery;  o r whe the r the  i n fo rm at i on  was e rroneousl y accessed  o r rece i ved  by a  qua l i f i ed
custod i an /a ff i l i a te  i n  the  course  o f  the i r du t i es fo r a  p roper pu rpose  who  p rom pt l y addressed  the  unau tho ri zed  access o r d i scl osu re .

I f  the  custod i an  i s ab l e  to  dem onstra te  tha t  the  hea l th  i n fo rm at i on  was no t  i m properl y accessed  o r used ,  based  on  the  facto rs speci f i ed  i n  the
regu l a t i ons,  then  the  custod i an  i s no t  requ i red  to  p rovi de  no t i ce  to  the  Com m i ssi oner,  M i n i ste r o r i nd i vi dua l .

3.  No t i ce  to  the  Com m i ssi oner

A custod i an ’s no t i ce  to  the  Pri vacy Com m i ssi oner o f  A l be rta  m ust  be  m ade  i n  wri t i ng  i n  a  fo rm  approved  by the  Com m i ssi oner and  i ncl ude
prescri bed ,  de ta i l ed  i n fo rm at i on  regard i ng  the  i nci den t ,  the  hea l th  i n fo rm at i on  i nvo l ved ,  the  i nd i vi dua l s a ffected ,  the  num ber o f  i nd i vi dua l s
a ffected  and  the  ri sk o f  ha rm  to  those  i nd i vi dua l s,  the  steps taken  to  reduce  the  ri sk o f  ha rm  and  fu tu re  si m i l a r i nci den ts,  and  the  fo rm  o f
no t i f i ca t i on  to  a ffected  i nd i vi dua l s.

4.  No t i ce  to  the  M i n i ste r

A custod i an ’s no t i ce  to  the  A l be rta  M i n i ste r o f  Hea l th  m ust  be  m ade  i n  wri t i ng  i n  a  fo rm  approved  by the  M i n i ste r and  i ncl ude  p rescri bed ,  de ta i l ed
i n fo rm at i on  regard i ng  the  i nci den t ,  the  hea l th  i n fo rm at i on  i nvo l ved ,  the  i nd i vi dua l s a ffected ,  the  num ber o f  i nd i vi dua l s a ffected  and  the  ri sk o f
ha rm  to  those  i nd i vi dua l s,  the  steps taken  to  reduce  the  ri sk o f  ha rm  and  fu tu re  si m i l a r i nci den ts,  and  the  fo rm  o f  no t i f i ca t i on  to  a ffected
i nd i vi dua l s.

5.  No t i ce  to  the  Ind i vi dua l

A custod i an ’s no t i ce  to  the  i nd i vi dua l  who  i s the  sub j ect  o f  the  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on  m ust  be  m ade  i n  wri t i ng  and  i ncl ude
prescri bed ,  de ta i l ed  i n fo rm at i on  regard i ng  the  i nci den t ,  the  hea l th  i n fo rm at i on  i nvo l ved ,  the  ri sk o f  ha rm  to  the  i nd i vi dua l ,  the  steps taken  to
reduce  the  ri sk o f  ha rm , the  steps the  i nd i vi dua l  m i gh t  take  to  reduce  the  ri sk o f  ha rm , and  a  sta tem en t tha t  the  i nd i vi dua l  m ay ask the
Com m i ssi oner to  i nvest i ga te  the  i nci den t  and  con tact  i n fo rm at i on  fo r the  Off i ce  o f  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  A l be rta .  I f  a
custod i an  consi de rs tha t  g i vi ng  no t i ce  to  an  a ffected  i nd i vi dua l  cou l d  reasonab l y be  expected  to  resu l t  i n  a  ri sk o f  ha rm  to  the  i nd i vi dua l ’s m en ta l
o r physi ca l  hea l th ,  then  the  custod i an  m ay deci de  no t  to  g i ve  no t i ce  to  the  i nd i vi dua l ,  and  i n  those  ci rcum stances the  custod i an  m ust  g i ve  no t i ce
to  the  Com m i ssi oner and  exp l a i n  the  reasons fo r no t  g i vi ng  no t i ce  to  the  i nd i vi dua l .

6.  A ff i l i a tes’ No t i f i ca t i on  Ob l i ga t i ons

ttp://www.qp.alberta.ca/1266.cfm?page=h05.cfm&leg_type=Acts&isbncln=9780779791293&display=htm
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An a ff i l i a te  o f  a  custod i an  (e .g .  an  i nd i vi dua l  em p l oyed  by o r pe rfo rm i ng  se rvi ces fo r a  custod i an  o r a  hea l th  se rvi ce  p rovi de r who  adm i ts and  t rea ts
pa t i en ts a t  desi gna ted  hosp i ta l s) m ust  no t i fy the  custod i an  “as soon  as p ract i cab l e ” fo l l owi ng  any “l oss o f  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on
or any unau tho ri zed  access to  o r d i scl osu re  o f  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on  i n  the  custody o r con tro l  o f  the  custod i an ”.  Un l i ke  a
custod i an ’s no t i f i ca t i on  ob l i ga t i ons,  the re  i s no  th resho l d  “ri sk o f  ha rm ” assessm ent fo r an  a ff i l i a te ’s du ty to  no t i fy a  custod i an  fo l l owi ng  a  l oss o f  o r
unau tho ri zed  access to  o r d i scl osu re  o f  i nd i vi dua l l y i den t i fyi ng  hea l th  i n fo rm at i on  i n  the  custody o r con tro l  o f  the  custod i an .

An  a ff i l i a te ’s no t i ce  to  a  custod i an  m ust  be  m ade  i n  the  fo rm  estab l i shed  by the  custod i an .  I f  the  custod i an  has no t  estab l i shed  any requ i rem en ts
fo r the  fo rm  o f  no t i ce ,  the  no t i ce  m ust  be  m ade  i n  wri t i ng  and  i ncl ude  p rescri bed ,  de ta i l ed  i n fo rm at i on  regard i ng  the  i nci den t .

7.  En fo rcem ent

A custod i an ’s fa i l u re  to  take  reasonab l e  steps “to  m a i n ta i n  adm i n i st ra t i ve ,  techn i ca l  and  physi ca l  sa feguards” to  p ro tect  aga i nst  any “reasonab l y
an t i ci pa ted  th rea t  o r hazard  to  the  securi ty o r i n teg ri ty” o f  hea l th  i n fo rm at i on  o r to  com p l y wi th  i ts b reach  no t i f i ca t i on  ob l i ga t i ons i s an  o ffence  fo r
wh i ch  the  custod i an  m ay be  f i ned  up  to  $50 ,000 .  S i m i l a rl y,  an  a ff i l i a te ’s fa i l u re  to  com p l y wi th  i ts b reach  no t i f i ca t i on  ob l i ga t i ons i s an  o ffence  fo r
wh i ch  the  a ff i l i a te  m ay be  f i ned  up  to  $50 ,000 .

Other Statutory Breach Notification and Reporting Obligations

T he  HIA j o i ns a  g rowi ng  l i st  o f  pe rsona l  i n fo rm at i on  p ro tect i on  and  pe rsona l  hea l th  i n fo rm at i on  p ro tect i on  sta tu tes na t i onwi de  tha t  i m pose  b reach
no t i f i ca t i on  and  report i ng  ob l i ga t i ons.  Fo r exam p l e :

On ta ri o  Persona l  Hea l th  In fo rmat i on  Pro tect i on  Act

T he  On ta ri o  Hea l th  In fo rmat i on  Pro tect i on  Act requ i res a  hea l th  i n fo rm at i on  custod i an  to  no t i fy an  i nd i vi dua l  “a t  the  f i rst  reasonab l e  opportun i ty” i f
pe rsona l  hea l th  i n fo rm at i on  abou t  the  i nd i vi dua l  tha t  i s i n  the  custody o r con tro l  o f  the  hea l th  i n fo rm at i on  custod i an  i s sto l en ,  l ost  o r used  o r d i scl osed
wi thou t  au tho ri ty.  T he  no t i ce  m ust  con ta i n  a  sta tem en t tha t  the  a ffected  i nd i vi dua l  has the  ri gh t  to  m ake  a  com p l a i n t  regard i ng  the  b reach  to  the
In fo rm at i on  and  Pri vacy Com m i ssi oner o f  On ta ri o .  A hea l th  i n fo rm at i on  custod i an  m ust  a l so  no t i fy the  Com m i ssi oner i n  va ri ous ci rcum stances.

New Brunswi ck Persona l  In fo rmat i on  Pri vacy and  Access Act

T he  New Brunswi ck Persona l  Hea l th  In fo rmat i on  Pri vacy and  Access Act requ i res a  hea l th  i n fo rm at i on  custod i an  to  no t i fy the  Com m i ssi oner and  a ffected
i nd i vi dua l s i f  pe rsona l  hea l th  i n fo rm at i on  i s sto l en ,  l ost ,  d i sposed  o f  i n  a  m anner no t  pe rm i t ted  by l eg i sl a t i on  o r d i scl osed  to  o r accessed  by an
unau tho ri zed  pe rson ,  un l ess the  custod i an  reasonab l y be l i eves tha t  the  the f t ,  l oss,  d i sposi t i on ,  d i scl osu re  o r access o f  pe rsona l  hea l th  i n fo rm at i on  wi l l
no t  l ead  to  the  i den t i f i ca t i on  o f  the  a ffected  i nd i vi dua l  and  wi l l  no t  have  an  adverse  i m pact  on  the  p rovi si on  o f  hea l th  ca re  o r o the r bene f i ts to  the
a ffected  i nd i vi dua l  o r on  the  a ffected  i nd i vi dua l ’s m en ta l ,  physi ca l ,  econom i c o r soci a l  we l l -be i ng .

Newfound l and  Persona l  Hea l th  In fo rmat i on  Act

T he  Newfound l and  Persona l  Hea l th  In fo rmat i on  Act requ i res a  hea l th  i n fo rm at i on  custod i an  to  no t i fy an  a ffected  i nd i vi dua l  a t  the  f i rst  reasonab l e
opportun i ty i f  the  i nd i vi dua l ’s hea l th  i n fo rm at i on  i s sto l en ,  l ost ,  d i sposed  o f  i n  a  m anner no t  pe rm i t ted  by l eg i sl a t i on  o r d i scl osed  to  o r accessed  by an
unau tho ri zed  pe rson ,  un l ess the  custod i an  reasonab l y be l i eves tha t  the  the f t ,  l oss,  unau tho ri zed  d i sposi t i on  o r i m proper d i scl osu re  o f  the  hea l th
i n fo rm at i on  wi l l  no t  have  an  adverse  i m pact  on  the  p rovi si on  o f  hea l th  ca re  o r o the r bene f i ts to  the  a ffected  i nd i vi dua l ,  o r the  m en ta l ,  physi ca l ,
econom i c o r soci a l  we l l -be i ng  o f  the  a ffected  i nd i vi dua l .  In  add i t i on ,  a  custod i an  m ust  no t i fy the  In fo rm at i on  and  Pri vacy Com m i ssi oner i f  the
custod i an  reasonab l y be l i eves tha t  the re  has been  a  “m a te ri a l  b reach”,  based  on  consi de ra t i on  o f  p rescri bed  ci rcum stances,  i nvo l vi ng  the  unau tho ri zed
co l l ect i on ,  use  o r d i scl osu re  o f  pe rsona l  hea l th  i n fo rm at i on .

Nova  Sco t i a  Persona l  Hea l th  In fo rmat i on  Act

T he  Nova  Sco t i a  Persona l  Hea l th  In fo rmat i on  Act requ i res a  hea l th  i n fo rm at i on  custod i an  to  no t i fy an  a ffected  i nd i vi dua l  a t  the  f i rst  reasonab l e
opportun i ty i f  the  custod i an  reasonab l y be l i eves tha t :  (a ) the  i nd i vi dua l ’s hea l th  i n fo rm at i on  has been  sto l en ,  l ost  o r sub j ect  to  unau tho ri zed  access,
use ,  d i scl osu re ,  copyi ng  o r m od i f i ca t i on ;  and  (b ) the re  i s po ten t i a l  fo r ha rm  o r em barrassm ent to  the  i nd i vi dua l .  No t i f i ca t i on  to  an  i nd i vi dua l  i s no t
requ i red  where  the  custod i an  reasonab l y de te rm i nes tha t :  (a ) i t  i s un l i ke l y tha t  a  b reach  o f  the  pe rsona l  hea l th  i n fo rm at i on  has occu rred ;  o r (b ) the re  i s
no  po ten t i a l  fo r ha rm  o r em barrassm ent to  the  i nd i vi dua l  as a  resu l t ,  p rovi ded  tha t  the  custod i an  no t i f i es the  Pri vacy Revi ew Off i ce r as soon  as possi b l e
o f  the  custod i an ’s de te rm i na t i on .

A l be rta  PIPA

T he  A l be rta  Persona l  In fo rmat i on  Pro tect i on  Act ("P IPA" ) p rovi des tha t  an  o rgan i za t i on  tha t  has pe rsona l  i n fo rm at i on  under i ts con tro l  m ust ,  wi thou t
un reasonab l e  de l ay,  g i ve  no t i ce  to  the  In fo rm at i on  and  Pri vacy Com m i ssi oner o f  A l be rta  o f  any i nci den t  i nvo l vi ng  the  l oss o f ,  o r unau tho ri zed  access
to ,  o r d i scl osu re  o f ,  pe rsona l  i n fo rm at i on  i f  a  reasonab l e  pe rson  wou l d  consi de r the  i nci den t  to  p resen t  a  “rea l  ri sk o f  si gn i f i can t  ha rm ” to  the  a ffected
i nd i vi dua l .  P IPA does no t  de f i ne  “si gn i f i can t  ha rm ”,  bu t  the  Com m i ssi oner’s M anda to ry Breach  Report i ng  Too l  suggests tha t  the  ci rcum stances re l evan t
to  de te rm i n i ng  a  rea l  ri sk o f  si gn i f i can t  ha rm  under PIPEDA (d i scussed  be l ow) shou l d  be  used  i n  the  assessm ent o f  whe the r a  rea l  ri sk o f  si gn i f i can t
ha rm  exi sts.

Federa l  P IPEDA

Com m enci ng  Novem ber 1 ,  2018 ,  the  federa l  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act (“P IPEDA”) wi l l  requ i re  an  o rgan i za t i on  tha t
su ffe rs a  “b reach  o f  secu ri ty sa feguards” i nvo l vi ng  pe rsona l  i n fo rm at i on  under i ts con tro l  to  keep  p rescri bed  reco rds o f  the  b reach  and ,  i f  the  b reach
presen ts a  “rea l  ri sk o f  si gn i f i can t  ha rm  to  an  i nd i vi dua l " ,  to  p rom pt l y report  the  b reach  to  the  Pri vacy Com m i ssi oner o f  Canada  and  g i ve  no t i ce  o f  the
b reach  to  a ffected  i nd i vi dua l s and  ce rta i n  o the r o rgan i za t i ons and  governm ent i nst i tu t i ons.  P IPEDA de f i nes “si gn i f i can t  ha rm ” as i ncl ud i ng  “bod i l y
ha rm , hum i l i a t i on ,  dam age  to  repu ta t i on  o r re l a t i onsh i ps,  l oss o f  em p l oym ent,  busi ness o r p ro fessi ona l  opportun i t i es,  f i nanci a l  l oss,  i den t i ty the f t ,
nega t i ve  e ffects on  the  cred i t  reco rd  and  dam age  to  o r l oss o f  p roperty”.  P IPEDA p rovi des tha t  the  ci rcum stances re l evan t  to  de te rm i n i ng  whe the r a
b reach  o f  secu ri ty sa feguards crea tes a  rea l  ri sk o f  si gn i f i can t  ha rm  i ncl ude :  (a ) the  sensi t i vi ty o f  the  pe rsona l  i n fo rm at i on  i nvo l ved  i n  the  b reach ;  (b )
the  p robab i l i ty tha t  the  pe rsona l  i n fo rm at i on  has been ,  i s be i ng  o r wi l l  be  m i sused ;  and  (c) o the r p rescri bed  facto rs (none  o f  wh i ch  a re  cu rren t l y
p rescri bed).

Bri t i sh  Co l um b i a  and  Québec



T he  Bri t i sh  Co l um b i a  and  Québec pe rsona l  i n fo rm at i on  p ro tect i on  sta tu tes cu rren t l y do  no t  i m pose  b reach  report i ng  ob l i ga t i ons,  bu t  the  B.C. and
Québec Pri vacy Com m i ssi oners have  recom m ended  tha t  the i r respect i ve  sta tu tes be  am ended  to  add  those  ob l i ga t i ons.  T he  B.C. and  Québec Pri vacy
Com m i ssi oners have  a l so  i ssued  da ta  i nci den t  response  gu i dance  tha t  i ncl udes g i vi ng  no t i ce  to  a ffected  i nd i vi dua l s,  the  Pri vacy Com m i ssi oners and
o the r o rgan i za t i ons.

By:  Ka the ri ne  M . Stanger

Servi ces:  Cybersecuri ty,  Pri vacy & Da ta  Pro tect i on

Related Content

Cyb e rse cu ri t y,  P ri va cy  &  Da t a  P ro t e c t i o n

https://www.blg.com/en/insights/2018/06/en/people/s/stanger-katherin
https://www.blg.com/en/insights/2018/06/en/services/practice-areas/cybersecurity-privacy-data-protectio
https://www.blg.com/en/insights/2018/06/en/services/practice-areas/cybersecurity-privacy-data-protectio



