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ARTICLE

Cybersecurity and the COVID-19 pandemic
T he  COVID-19  pandem i c and  the  resu l t i ng  rap i d  adop t i on  o f  rem ote  worki ng  a rrangem ents and  techno l og i es p resen t  new and  i ncreased  cybersecuri ty
ri sks fo r o rgan i za t i ons o f  a l l  ki nds and  si zes.  Organ i za t i ons shou l d  consi de r and  i m p l em ent,  as appropri a te ,  recen t l y i ssued  au tho ri ta t i ve  gu i dance  (see
Append i x) to  he l p  m anage  COVID-19-re l a ted  cybersecuri ty ri sks.  In  add i t i on ,  when  ci rcum stances pe rm i t ,  o rgan i za t i ons shou l d  se i ze  the  opportun i ty
p resen ted  by the  pandem i c to  i m prove  the i r genera l  cybersecuri ty m a tu ri ty.

COVID-19 cyber risks

Cybersecuri ty re fe rs to  an  o rgan i za t i on ’s use  o f  va ri ous ki nds o f  con tro l s (based  on  peop l e ,  p rocesses and  techno l og i es) to  m anage  ri sks o f  l osses,  costs
and  l i ab i l i t i es su ffe red  o r i ncu rred  as a  resu l t  o f  a  fa i l u re  o r b reach  o f  the  i n fo rm at i on  techno l ogy system s used  by o r on  beha l f  o f  the  o rgan i za t i on ,  o r
o the r i nci den ts tha t  com prom i se  the  con f i den t i a l i ty,  ava i l ab i l i ty and  i n teg ri ty o f  da ta  i n  the  o rgan i za t i on ’s possessi on  o r con tro l .  M anag i ng  cyber ri sks i s
i m portan t  no t  on l y fo r com pe l l i ng  busi ness reasons bu t  a l so  fo r com p l i ance  wi th  va ri ous l ega l  ob l i ga t i ons (i ncl ud i ng  ob l i ga t i ons to  p ro tect  pe rsona l
i n fo rm at i on ) and  to  avo i d  po ten t i a l l y devasta t i ng  l ega l  l i ab i l i t i es.

As a  resu l t  o f  the  COVID-19  pandem i c,  m any o rgan i za t i ons have  rap i d l y adop ted  new rem ote  worki ng  a rrangem ents and  new adm i n i st ra t i ve  p ract i ces,
and  i m p l em ented  new i n fo rm at i on  techno l og i es (e .g .  cl oud-based  p roduct i vi ty and  co l l abo ra t i on  too l s,  rem ote  access to  i n fo rm at i on  techno l ogy
system s and  the  use  o f  pe rsona l  devi ces/se rvi ces fo r busi ness pu rposes),  o f ten  wi thou t  custom ary cyber ri sk m anagem ent m easures o r ca re fu l l y
nego t i a ted  con tracts wi th  vendors and  se rvi ce  p rovi de rs.  Cybercri m i na l s a re  taki ng  advan tage  o f  the  st resses,  d i st ract i ons and  uncerta i n t i es caused  by
new work a rrangem ents and  techno l og i es,  and  the  fea rs and  uncerta i n t i es caused  by the  COVID-19  pandem i c i tse l f ,  by a t tacki ng  i m properl y con f i gu red
or m i sused  techno l og i es,  exp l o i t i ng  techn i ca l  vu l ne rab i l i t i es,  and  engag i ng  i n  va ri ous fo rm s o f  f raud .

Governm ent agenci es,  regu l a to rs and  se l f -regu l a to ry o rgan i za t i ons have  i ssued  warn i ngs abou t  va ri ous ki nds o f  new o r i ncreased  cyber ri sks a ri si ng  f rom
the  COVID-19  pandem i c.  Fo r exam p l e :

Ph i sh i ng / f raud :  On l i ne ,  em a i l ,  m essag i ng  and  te l ephone  scam s and  f raud  (e .g .  spoo fed  websi tes,  ph i sh i ng  em a i l s and  soci a l  eng i neeri ng  scam s)
tha t  i m persona te  governm ent agenci es,  regu l a to rs,  hea l th  ca re  o rgan i za t i ons,  cha ri t i es and  techn i ca l  support  pe rsonne l ,  o r exp l o i t  fea rs and
uncerta i n t i es abou t  the  pandem i c.

Techn i ca l  vu l ne rab i l i t i es: Exp l o i ta t i on  o f  unpa tched  cri t i ca l  vu l ne rab i l i t i es and  i m proper con f i gu ra t i ons o f  devi ces,  ha rdware ,  so f tware  and  se rvi ces,
i ncl ud i ng  pe rsona l  devi ces,  system s and  se rvi ces used  fo r rem ote  worki ng .

Vi deo  con fe renci ng  ri sks: In f i l t ra t i on  o r h i j acki ng  (e .g .  Zoom -bom b i ng ) o f  i m properl y con f i gu red  vi deo  con fe renci ng  sessi ons and  con fe rence  ca l l s,
exp l o i ta t i on  o f  l i nk and  f i l e -shari ng  funct i ona l i t i es o r vu l ne rab i l i t i es i n  vi deo  con fe renci ng  app l i ca t i ons,  and  a t tacks on  rem ote  desktop  app l i ca t i ons.

Ransom ware /m a l ware :  M a l i ci ous d i st ri bu t i on  o f  ransom ware  and  o the r m a l i ci ous so f tware  and  m ob i l e  app l i ca t i ons.

Password  m i suse / f raud : Use  o f  com prom i sed  passwords and  em a i l  com prom i se  f raud .

Physi ca l  ri sks: Increased  ri sks o f  sto l en  o r l ost  devi ces.

M i stakes:  Increased  ri sks o f  m i stakes by worke rs wh i l e  usi ng  new techno l og i es and  p rocedures.

Guidance for managing COVID-19 cyber risks

Governm ent agenci es,  regu l a to rs and  se l f -regu l a to ry o rgan i za t i ons have  i ssued  gu i dance  to  he l p  o rgan i za t i ons m anage  COVID-19  cyber ri sks (see
Append i x).  T he  gu i dance  em phasi zes the  th ree  fundam enta l  p i l l a rs o f  an  e ffect i ve  cybersecuri ty p rog ram  –  peop l e ,  p rocesses and  techno l og i es.
Fo l l owi ng  i s a  sum m ary o f  som e o f  the  i m portan t  recom m enda t i ons:

1. PEOPLE

Cul tu re /awareness:  Educa te  and  t ra i n  a l l  worke rs to  estab l i sh  and  m a i n ta i n  a  cu l tu re  o f  con f i den t i a l i ty,  cybersecuri ty and  opera t i ona l  resi l i ency,
i ncl ud i ng  regard i ng  rem ote  worki ng  a rrangem ents and  COVID-19-re l a ted  cybersecuri ty ri sks.

IT  sta ff : Engage  and  t ra i n  IT  sta ff  to  address i ncreased  dem ands,  to  support  the  use  o f  rem ote  worki ng  techno l og i es and  se rvi ces,  and  to  respond  to
COVID-19-re l a ted  scam s tha t  ta rge t  IT  pe rsonne l .

Inci den t  report i ng /response : T ra i n  a l l  worke rs on  the  p rom pt report i ng  o f  cybersecuri ty i nci den ts,  and  t ra i n  re l evan t  pe rsonne l  to  execu te  i nci den t
response  p l ans fo r cybersecuri ty i nci den ts i nvo l vi ng  rem ote  worki ng  a rrangem ents.

Accoun tab i l i ty/ove rsi gh t :  Ensure  appropri a te  accoun tab i l i ty and  report i ng  to  sen i o r m anagem ent regard i ng  cyber ri sk m anagem ent and  cybersecuri ty
i nci den ts.

2. PROCESSES

Rem ote  worki ng : Im p l em ent p rocesses,  supported  by po l i ci es/p rocedures,  fo r sa fe  and  e ffect i ve  rem ote  worki ng  a rrangem ents (e .g .  rem ote  system
access po l i ci es,  b ri ng  your own  devi ce  po l i ci es,  password /creden t i a l s po l i ci es,  vi rtua l  m ee t i ng /vi deo  con fe renci ng  po l i ci es,  vu l ne rab i l i ty and  pa tch
m anagem ent po l i ci es).

Paym ent f raud : Im p l em ent accoun t i ng  and  paym ent p rocedures to  guard  aga i nst  paym ent f raud ,  i ncl ud i ng  em a i l  com prom i se  f raud .

Inci den t  response : Upda te  i nci den t  response  p l ans to  i ncl ude  cybersecuri ty i nci den ts tha t  i nvo l ve  rem ote  worki ng  a rrangem ents and  techno l og i es,
and  fo r com p l i ance  wi th  l ega l  report i ng ,  no t i f i ca t i on  and  d i scl osu re  ob l i ga t i ons.

Physi ca l  secu ri ty: Enhance  the  physi ca l  secu ri ty o f  com pute rs/devi ces,  d i g i ta l  sto rage  m ed i a  and  paper docum ents (i ncl ud i ng  the  secure  d i sposa l  o f
paper docum ents).

System  access: Peri od i ca l l y revi ew and  upda te  i n fo rm at i on  techno l ogy system  accoun t  p ri vi l eges.

Busi ness con t i nu i ty: Upda te  and  test  busi ness con t i nu i ty and  d i saste r recovery p l ans to  i ncl ude  rem ote  worki ng  a rrangem ents and  re l a ted
techno l og i es and  se rvi ces.



IT  p rocu rem ent: Upda te  and  i m p l em ent po l i ci es and  p rocedures fo r the  p rocu rem ent o f  new techno l og i es and  se rvi ces,  i ncl ud i ng  due  d i l i gence  o f
vendors and  the i r p roducts/se rvi ces,  test i ng  o f  techno l og i es and  requ i rem en ts fo r app l i cab l e  con tracts.

3. TECHNOLOGIES

Patch i ng /upda tes:  Properl y con f i gu re  and  con t i nuousl y/au tom at i ca l l y upda te /pa tch  i n fo rm at i on  techno l ogy system s and  se rvi ces (e .g .  vi rtua l  p ri va te
ne tworks,  Wi -Fi  ne tworks,  cl oud  se rvi ces,  vi deo  con fe renci ng  se rvi ces and  o the r rem ote  worki ng  techno l og i es),  pe rsona l  com pute rs and  m ob i l e
devi ces,  opera t i ng  system s and  so f tware  app l i ca t i ons.

Preven t i on /de tect i on :  Use  p roperl y con f i gu red  f i rewa l l s,  an t i -vi rus,  an t i -m a l ware  and  an t i -ph i sh i ng  so f tware ,  password -p ro tected  screen  l ocks,  and
i n trusi on  p reven t i on /de tect i on  techno l og i es on  a l l  com pute rs and  o the r devi ces,  i ncl ud i ng  pe rsona l  devi ces used  fo r busi ness pu rposes.  Use
enhanced  system  m on i to ri ng  and  l og  revi ews fo r ea rl y de tect i on  and  response  to  cybersecuri ty i nci den ts.

VPNs: Use  secure  vi rtua l  p ri va te  ne tworks (VPNs) fo r rem ote  access to  IT  system s.

Passwords/M FA: Use  robust  passphrases o r com p l ex passwords and  m u l t i facto r au then t i ca t i on  fo r access to  pe rsona l  com pute rs and  m ob i l e  devi ces,
ne tworks (i ncl ud i ng  hom e ne tworks),  accoun ts and  on l i ne  se rvi ces.

Wi -Fi :  Use  secure  Wi -Fi  ne tworks (i ncl ud i ng  hom e ne tworks) wi th  approp ri a te  adm i n i st ra to r creden t i a l s,  use r passwords and  a  robust  secu ri ty p ro toco l
(e .g .  WPA2).

Vi deo  con fe renci ng : Use  p roper securi ty m easures and  sa fe  con f i gu ra t i ons fo r vi rtua l  m ee t i ngs and  con fe rence  ca l l s.

Devi ce  m anagem ent: Use  m ob i l e  devi ce  m anagem ent so f tware  to  se t  up  and  m anage  a l l  pe rsona l  com pute rs and  o the r devi ces.

Da ta  p ro tect i on : Use  robust  encryp t i on  fo r da ta  i n  t ransi t  and  a t  rest .  L i m i t  o r con tro l  the  use  o f  rem ovab l e  sto rage  m ed i a .  Crea te  and  secure l y sto re
backups o f  i m portan t  da ta .

Eavesdropp i ng :  Di sab l e  a l ways-l i sten i ng  d i g i ta l  assi stan ts l oca ted  i n  rem ote -worki ng  envi ronm ents.

Other considerations

Organ i za t i ons shou l d  consi de r whe the r they have  adequa te  i nsu rance  fo r cyber ri sks,  i ncl ud i ng  ri sks associ a ted  wi th  rem ote  worki ng  a rrangem ents and
the  i n fo rm at i on  techno l ogy system s and  devi ces used  by rem ote  worke rs.  T he  cyber i nsu rance  m arke t  i s evo l vi ng  rap i d l y.  A t  th i s t i m e ,  the re  i s no
standard  fo rm  l anguage  used  i n  cyber i nsu rance  po l i ci es,  and  the re  can  be  si gn i f i can t  d i ffe rences i n  the  coverage  p rovi ded  by si m i l a r ki nds o f  po l i ci es.
Fo r those  reasons,  o rgan i za t i ons shou l d  ob ta i n  appropri a te  advi ce  regard i ng  cyber i nsu rance .  See  BLG bu l l e t i n  Insu rance  fo r Cybersecuri ty Inci den ts
and  Pri vacy Breaches.

Wh i l e  the  COVID-19  pandem i c i s causi ng  enorm ous soci a l  d i srup t i on ,  econom i c ha rdsh i p  and  t rag i c l oss o f  l i fe ,  i t  m i gh t  a l so  p rovi de  an  opportun i ty fo r
o rgan i za t i ons to  use  ava i l ab l e  t i m e  and  resources to  i m prove  the i r genera l  cybersecuri ty m a tu ri ty.  When  ci rcum stances pe rm i t ,  o rgan i za t i ons shou l d
cri t i ca l l y assess and  i m prove  the i r cyber ri sk m anagem ent p ract i ces.  Governm ent agenci es,  regu l a to rs and  se l f -regu l a to ry o rgan i za t i ons have  i ssued
gu i dance  to  he l p  o rgan i za t i ons o f  a l l  ki nds and  si zes to  i m prove  the i r cybersecuri ty m a tu ri ty.  See  BLG bu l l e t i ns Cybersecuri ty Gu i dance  fo r Sma l l  and
Med i um Organ i za t i ons;  Investmen t Funds Inst i tu te  o f  Canada  Issues Cybersecuri ty Gu i de;  Cybersecuri ty Framew ork fo r On ta ri o ’ s E l ectri ci ty Industry;  and
Cybersecuri ty Gu i dance  f rom Canad i an  Securi t i es Admi n i st ra to rs.

Cyber ri sk m anagem ent act i vi t i es can  resu l t  i n  sensi t i ve  com m un i ca t i ons and  docum ents tha t  m i gh t  be  sub j ect  to  m anda to ry d i scl osu re  i n  regu l a to ry
i nvest i ga t i ons and  l i t i ga t i on  re l a t i ng  to  a  cybersecuri ty i nci den t ,  un l ess the  com m un i ca t i ons and  docum ents a re  p ro tected  by l ega l  p ri vi l ege .
Organ i za t i ons shou l d  consi de r i m p l em ent i ng  a  l ega l  p ri vi l ege  st ra tegy to  he l p  estab l i sh  l ega l  p ri vi l ege ,  where  appropri a te ,  ove r com m un i ca t i ons and
docum ents crea ted  du ri ng  p reven ta t i ve  cyber ri sk m anagem ent act i vi t i es and  cybersecuri ty i nci den t  response  act i vi t i es,  and  to  he l p  avo i d  i nadverten t
and  unnecessary d i scl osu res o f  p ri vi l eged  l ega l  advi ce .  See  BLG bu l l e t i ns Cyber Ri sk Management –  Lega l  Pri vi l ege  Stra tegy (Part  1 );  Cyber Ri sk
Management –  Lega l  Pri vi l ege  Stra tegy (Part  2 );  Lega l  Pri vi l ege  fo r Da ta  Securi ty Inci den t  Invest i ga t i on  Reports;  and  Loss o f  Lega l  Pri vi l ege  ove r
Cybera t tack Invest i ga t i on  Report.

Appendix – COVID-19 cybersecurity guidance

Cl i ck on  j u ri sd i ct i on  be l ow to  access gu i dance .

Canada
Canad i an  An t i -Fraud  Cen tre ,  Bu l l e t i n  a l e rt ! ,  COVID-19  f raud.

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  Cyber th rea ts to  Canad i an  hea l th  o rgan i za t i ons.

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  Consi de ra t i ons w hen  usi ng  vi deo-te l econ fe rence  p roducts and  se rvi ces.

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  Cyber Hyg i ene  fo r COVID-19 .

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  S tayi ng  Cyber-Hea l thy Duri ng  COVID-19 .

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  S tayi ng  Cyber-Hea l thy Duri ng  COVID-19  Iso l a t i on.

Canad i an  Cen tre  fo r Cyber Securi ty,  Al e rt :  S tayi ng  cyber sa fe  w h i l e  te l ew orki ng.

Canad i an  Cen tre  fo r Cyber Securi ty,  Cyber Securi ty Ti ps fo r Remote  Work (ITSAP.10 .116).

M u tua l  Fund  Dea l e rs Associ a t i on  o f  Canada ,  Bu l l e t i n  #0816-M: Cybercri mi na l s Curren t l y Exp l o i t i ng  the  COVID-19  Pandemi c.

Investm en t Industry Regu l a to ry Organ i za t i on  o f  Canada ,  Not i ce  20 -0061 :  COVID-19  and  Cybersecuri ty.

United States

https://www.blg.com/en/insights/2020/04/en/insights/2018/02/insurance-for-cybersecurity-incidents-and-privacy-breache
https://www.blg.com/en/insights/2020/04/en/insights/2019/07/cybersecurity-guidance-for-small-and-medium-organization
https://www.blg.com/en/insights/2020/04/en/insights/2019/03/investment-funds-institute-of-canada-issues-cybersecurity-guid
https://www.blg.com/en/insights/2020/04/en/insights/2018/03/cybersecurity-framewor
https://www.blg.com/en/insights/2020/04/en/insights/2017/10/cybersecurity-guidance-from-canadian-securities-administrator
https://www.blg.com/en/insights/2020/04/en/insights/2016/07/cyber-risk-management-legal-privilege-strategy-part-
https://www.blg.com/en/insights/2020/04/en/insights/2016/07/cyber-risk-management-legal-privilege-strategy-part-
https://www.blg.com/en/insights/2020/04/en/insights/2017/06/legal-privilege-for-data-security-incident-investigation-report
https://www.blg.com/en/insights/2020/04/en/insights/2018/08/loss-of-legal-privilege-over-cyberattack-investigation-repor
ttps://antifraudcentre-centreantifraude.ca/features-vedette/2020/covid-19-eng.ht
ttps://cyber.gc.ca/en/alerts/cyber-threats-canadian-health-organization
ttps://cyber.gc.ca/en/alerts/considerations-when-using-video-teleconference-products-and-service
ttps://cyber.gc.ca/en/guidance/top-10-it-security-actions-protect-internet-connected-networks-and-information-itsm1018
ttps://cyber.gc.ca/en/guidance/cyber-hygiene-covid-1
ttps://cyber.gc.ca/en/guidance/staying-cyber-healthy-during-covid-1
ttps://cyber.gc.ca/en/news/staying-cyber-healthy-during-covid-19-isolatio
ttps://cyber.gc.ca/en/staying-cyber-safe-while-teleworkin
ttps://www.cyber.gc.ca/en/guidance/cyber-security-tips-remote-work-itsap1011
ttps://mfda.ca/bulletin/bulletin0816-m
ttps://www.iiroc.ca/Documents/2020/2fc1ea92-cf14-4ba5-b77b-a4c960e8b9dd_en.pd
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Key Contact

Cybersecuri ty and  In f rastructu re  Securi ty Agency and  Un i ted  K i ngdom  Na t i ona l  Cyber Securi ty Cen tre ,  Al e rt :  COVID-19  Exp l o i ted  by Ma l i ci ous Cyber

Acto rs .

Cybersecuri ty and  In f rastructu re  Securi ty Agency,  Al e rt :  En te rp ri se  VPN Securi ty.

Cybersecuri ty and  In f rastructu re  Securi ty Agency,  Ri sk Management fo r Nove l  Coronavi rus (COVID-19).

Cybersecuri ty and  In f rastructu re  Securi ty Agency,  Avo i d i ng  Soci a l  Eng i neeri ng  and  Ph i sh i ng  At tacks.

Federa l  Bu reau  o f  Invest i ga t i on ,  Pub l i c Servi ce  Announcement:  Cyber Acto rs Take  Advan tage  o f  COVID-19  Pandemi c to  Exp l o i t  Increased  Use  o f

Vi rtua l  Envi ronments.

Federa l  T rade  Com m i ssi on ,  Seven  Coronavi rus scams ta rge t i ng  your busi ness.

United Kingdom
Nat i ona l  Cyber Securi ty Cen tre ,  Ph i sh i ng  a t tacks:  dea l i ng  w i th  susp i ci ous ema i l s and  messages.

Na t i ona l  Cyber Securi ty Cen tre ,  Home w orki ng :  p repari ng  your o rgan i sa t i on  and  sta f f.

Na t i ona l  Cyber Securi ty Cen tre ,  Vi deo  con fe renci ng  se rvi ces:  secu ri ty gu i dance  fo r o rgan i sa t i ons.

Na t i ona l  Cyber Securi ty Cen tre ,  Vi deo  con fe renci ng  se rvi ces:  usi ng  them secure l y.

European Union
EU Agency fo r Cybersecuri ty,  Ti ps fo r cybersecuri ty w hen  w orki ng  f rom home.

EUROPOL, Safe  Te l ew orki ng  Ti ps and  Advi ce .

EUROPOL, How  Cri mi na l s Pro f i t  f rom the  COVID-19  Pandemi c.

EUROPOL, Make  Your Home a  Cyber Sa fe  Strongho l d.

Australia
Cyber Securi ty Cen tre ,  Cyber securi ty i s essen t i a l  w hen  p repari ng  fo r COVID-19 .

Cyber Securi ty Cen tre ,  Threa t  upda te :  COVID-19  ma l i ci ous cyber act i vi ty.

Cyber Securi ty Cen tre ,  COVID-19 :  Pro tect i ng  Your Sma l l  Busi ness.

Cyber Securi ty Cen tre ,  Web Con fe renci ng  Securi ty.

Cyber Securi ty Cen tre ,  COVID-19 :  Cyber Securi ty Ti ps When  Worki ng  From Home.

Bradley Freedman

Senior Counsel
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ttps://www.us-cert.gov/ncas/alerts/aa20-099
ttps://www.us-cert.gov/ncas/alerts/aa20-073
ttps://www.cisa.gov/sites/default/files/publications/20_0318_cisa_insights_coronavirus.pd
ttps://www.us-cert.gov/ncas/tips/ST04-01
ttps://www.ic3.gov/media/2020/200401.asp
ttps://www.ftc.gov/news-events/blogs/business-blog/2020/03/seven-coronavirus-scams-targeting-your-busines
ttps://www.ncsc.gov.uk/guidance/suspicious-email-action
ttps://www.ncsc.gov.uk/guidance/home-workin
ttps://www.ncsc.gov.uk/guidance/video-conferencing-services-security-guidance-organisation
ttps://www.ncsc.gov.uk/guidance/video-conferencing-services-using-them-securel
ttps://www.enisa.europa.eu/tips-for-cybersecurity-when-working-from-hom
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