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ARTICLE

Mandatory Reporting Of Privacy Breaches To The Information And Privacy
Commissioner Now Required Under The Personal Health Information Protection Act,

2004

In June 2016, the Personal  Heal th Information Protection Act, 2004 ("PHIPA") was amended to
require that custodians provide notice to the Information and Privacy Commissioner of Ontario
if the circumstances surrounding a theft, loss or unauthorized use or disclosure met certain
requirements. In June of this year, the regulations setting out those circumstances were
published and are found at section 6.3 of O. Reg 329/04. They are slated to come into force on
October 1, 2017.
T he  fo l l owi ng  wi l l  ou t l i ne  the  som et i m es ove rl app i ng  ci rcum stances i n  wh i ch  no t i f i ca t i on  to  the  Com m i ssi oner i s requ i red .  Overa l l ,  no t i f i ca t i on  to  the
Com m i ssi oner wi l l  be  requ i red  i n  a l m ost  a l l  cases i n  wh i ch  a  pa t i en t  has rece i ved  a  no t i ce  under sect i on  12  o f  PHIPA.

Where Information Has Been Lost, Stolen or Used or Disclosed Without Authority

Under subsect i on  6 .3 (1 )(1 .) o f  the  regu l a t i ons,  a  hea l th  i n fo rm at i on  custod i an  ("Custod i ans" ) wi l l  be  requ i red  to  no t i fy the  Com m i ssi oner where  i t  has
reasonab l e  g rounds to  be l i eve  tha t  pe rsona l  hea l th  i n fo rm at i on  i n  i ts custody o r con tro l  "was used  o r d i scl osed  wi thou t  au tho ri ty by a  pe rson  who  knew
or ough t  to  have  known"  tha t  he  o r she  d i d  no t  have  pe rm i ssi on  to  do  so .  In  pa rt i cu l a r,  no t i f i ca t i on  wi l l  be  requ i red  i n  cases o f  snoop i ng  o r reckl ess
hand l i ng  o f  pe rsona l  hea l th  i n fo rm at i on .  On  the  o the r hand ,  a  custod i an  m ay no t  be  requ i red  to  no t i fy the  Com m i ssi oner where  i n fo rm at i on  was
i nadverten t l y vi ewed  o r d i scl osed .

Custod i ans a re  a l so  requ i red  to  no t i fy the  Com m i ssi oner where  they have  reasonab l e  g rounds to  be l i eve  tha t  pe rsona l  hea l th  i n fo rm at i on  has been
sto l en  under subsect i on  6 .3 (1 )(2 .).  Or,  where  the re  was o r wi l l  be  fu rthe r d i scl osu re  o f  PHI tha t  was l ost ,  used  o r d i scl osed  wi thou t  au tho ri ty under
subsect i on  6 .3 (1 )(3 .).  T hese  ci rcum stances ensure  tha t  the  Com m i ssi oner i s m ade  aware  o f  si tua t i ons i n  wh i ch  the  p ri vacy b reach  i s no t  se l f -con ta i ned
or whe the r the re  i s a  ri sk o f  a  con t i nu i ng  p ri vacy b reach .

T he  Com m i ssi oner wi l l  a l so  need  to  be  no t i f i ed  where  the re  has been  a  pa t te rn  o f  si m i l a r l osses o f  pe rsona l  hea l th  i n fo rm at i on  o r o f  unau tho ri zed  use
or d i scl osu re .  Fo r exam p l e ,  no t i f i ca t i on  wou l d  be  requ i red  i f  a  custod i an  experi enced  a  se ri es o f  i nadverten t  d i scl osu res o r l osses due  to  a  fax m ach i ne
erro r o r o the r system i c i ssue .

Additional Circumstances

T he  regu l a t i on  a l so  i ncl udes two  add i t i ona l  ci rcum stances i n  wh i ch  no t i f i ca t i on  i s requ i red :  1 ) where  an  agen t  has been  d i sci p l i ned ,  and  2 ) where  the
pri vacy b reach  i s " si gn i f i can t" .

1 .  Di sci p l i ne  o f  agen ts fo r p ri vacy b reaches

T he  am endm ents to  PHIPA m ade  i n  June  o f  2016  i n t roduced  sect i on  17 .1  wh i ch  requ i red  custod i ans to  report  agen ts to  the i r regu l a to ry co l l ege  i f  they
were  d i sci p l i ned  fo r the  "unau tho ri zed  co l l ect i on ,  use ,  d i scl osu re ,  re ten t i on  o r d i sposa l  o f  pe rsona l  hea l th  i n fo rm at i on ” o r resi gned  i n  an t i ci pa t i on  o f
d i sci p l i ne .

Subsect i on  6 .3 (1 )(5 .) o f  the  regu l a t i ons p i ggy-backs on  those  changes and  requ i res tha t  the  Com m i ssi oner rece i ve  no t i ce  where  no t i ce  to  a  Co l l ege  has
been  g i ven .  T he  regu l a t i ons,  under subsect i on  6 .3 (1 )(6 .),  extend  the  requ i rem en t to  no t i fy the  Com m i ssi oner i n  respect  o f  agen ts who  a re  no t  m em bers
o f  a  regu l a to ry Co l l ege  i n  the  sam e ci rcum stances.  In  p ract i ce ,  these  sect i ons wi l l  requ i re  tha t  Custod i ans no t i fy the  Com m i ssi oner anyt i m e  an  agen t  i s
d i sci p l i ned  fo r a  p ri vacy b reach .

2 .  "S i gn i f i can t"  p ri vacy b reaches

T he  l ast  ci rcum stance  i n  wh i ch  the  Com m i ssi oner m ust  be  no t i f i ed  i s where  the  l oss o r unau tho ri zed  use  o r d i scl osu re  i s " si gn i f i can t" .  T he  te rm ,
"si gn i f i can t" ,  i s no t  de f i ned  i n  the  regu l a t i ons o f  the  Act .  Subsect i on  6 .3 (1 )(7 .),  however,  l i sts fou r facto rs tha t  a  Custod i an  shou l d  consi de r i n  o rde r to
de te rm i ne  whe the r no t i f i ca t i on  i s requ i red :

1.  Whe the r the  pe rsona l  hea l th  i n fo rm at i on  a t  i ssue  i s sensi t i ve ;

2.  Whe the r the  b reach  i nvo l ved  a  l a rge  vo l um e o f  i n fo rm at i on ;

3.  T he  num ber o f  i nd i vi dua l s the  i n fo rm at i on  re l a tes to ;  and

4.  T he  num ber o f  hea l th  i n fo rm at i on  custod i ans i nvo l ved .

T he  goa l  o f  th i s subsect i on  i s to  cap tu re  any l a rge  o r extensi ve  p ri vacy b reach  wh i ch  was no t  cap tu red  by the  p revi ous ci rcum stances.

Conclusion



T he  pu rpose  o f  these  regu l a t i ons i s to  requ i re  no t i f i ca t i on  to  the  Com m i ssi oner i n  nearl y a l l  si tua t i ons where  the re  i s a  p ri vacy b reach  wh i ch  requ i red
pa t i en t  no t i f i ca t i on .  A t  l east  i n i t i a l l y,  th i s wi l l  l i ke l y genera te  a  si gn i f i can t  i ncrease  i n  the  num ber o f  no t i f i ca t i ons to  the  Com m i ssi oner.  T h i s m ay a l so
resu l t  i n  a  co rrespond i ng  i ncrease  i n  i nvest i ga t i ons and  o rde rs.  As the  regu l a t i ons do  no t  go  i n to  e ffect  un t i l  October 1 ,  2017 ,  th i s i s a  good  opportun i ty
fo r Custod i ans to  revi ew po l i ci es and  p rocedures and  to  com m un i ca te  to  a l l  agen ts tha t  p ri vacy b reaches they a re  i nvo l ved  i n  m ay need  to  be  reported
to  the  Com m i ssi oner.
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