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ARTICLE

Does an Employee Have a Reasonable Expectation of Privacy When Using Their Work
Computer to Run a Charity?

Toron to  (Ci ty) v.  CUPE, Loca l  79  (Wri gh t  Gri evance) [2016 ]  O.L .A.A.  No .  445

On Novem ber 21 ,  2016 ,  an  On ta ri o  Labour Arb i t ra to r,  Ga i l  M i sra ,  was requ i red  to  consi de r whe the r an  em p l oyee 's ri gh t  to  p ri vacy i n  i n fo rm at i on  tha t
goes to  the i r b i og raph i ca l  co re  estab l i shed  by the  Suprem e Court  o f  Canada  i n  R. v.  Co l e extends to  docum ents re l a ted  to  tha t  em p l oyee 's cha ri ty.  In
pa rt i cu l a r,  the  a rb i t ra to r had  to  de te rm i ne  whe the r the  Ci ty cou l d  re l y on  these  docum ents to  te rm i na te  the  g ri evo r fo r cause .

T he  g ri evo r,  Sebri na  Wri gh t ,  was em p l oyed  by the  Ci ty o f  To ron to  fo r two  years be tween  2010  and  2012 .  She  was te rm i na ted  fo l l owi ng  a  si x week
i nvest i ga t i on  i n to  whe the r she  used  Ci ty resources and  work t i m e  to  m anage  and  run  he r cha ri ty.  M s.  Wri gh t  had  a l so  no t  d i scl osed  tha t  she  was i nvo l ved
i n  the  opera t i on  o f  a  cha ri ty when  she  was h i red  by the  Ci ty.  In  the  course  o f  the  i nvest i ga t i on ,  M s.  Wri gh t  i n i t i a l l y den i ed  usi ng  Ci ty resources fo r he r
chari ty o the r than  du ri ng  b reaks,  bu t  subsequen t l y adm i t ted  to  g rea te r use .

T he  a rb i t ra to r's deci si on  covered  a  num ber o f  i ssues i ncl ud i ng  whe the r the  te rm i na t i on  was appropri a te  and  whe the r the  Ci ty had  b reached  the  g ri evo r's
hum an ri gh ts.  T he  fo l l owi ng ,  however,  wi l l  focus on  the  p ri vacy i ssue  ra i sed .

The Privacy Issue

T he  Ci ty sough t  to  re l y on  seven  em a i l s wi th  a t tachm ents sen t  by the  g ri evo r f rom  her Ci ty em a i l  accoun t  to  he r pe rsona l  em a i l  accoun t  to  estab l i sh
tha t  she  had  been  opera t i ng  and  m anag i ng  he r cha ri ty du ri ng  worki ng  hours.  T hese  em a i l s were  sen t  i n  a  one  hour span  short l y be fo re  she  was
te rm i na ted  and  a f te r the  g ri evo r knew she  was under i nvest i ga t i on .  T he  docum ents a t tached  to  the  seven  em a i l s i ncl uded  a  num ber o f  docum ents
re l a ted  to  the  g ri evo r's cha ri ty,  he r and  he r husband 's resum es,  and  som e j ob  searches.

T he  docum ents appear to  have  o ri g i na ted  f rom  M s. Wri gh t 's H Dri ve :  a  ne twork d ri ve  used  by em p l oyees to  sto re  work-re l a ted  docum ents wh i ch  a re
be i ng  act i ve l y worked  on .  M s.  Wri gh t  appears to  have  cl eansed  he r ne twork d ri ve  a f te r these  em a i l s were  sen t .

T he  Un i on  on  beha l f  o f  the  g ri evo r a rgued  the  Ci ty cou l d  no t  re l y on  these  em a i l s and  a t tachm ents to  estab l i sh  cause  fo r te rm i na t i on  because  o f  the
p ri vacy ri gh t  estab l i shed  i n  the  Suprem e Court 's deci si on  i n  R. v.  Co l e.  In  tha t  deci si on ,  the  Suprem e Court  found  tha t  the  pe rsona l  use  by a  teacher o f
a  workp l ace  p rovi ded  l ap top  crea ted  i n fo rm at i on  wh i ch  was "m ean i ng fu l ,  i n t i m a te ,  and  o rgan i ca l l y connected  to  h i s b i og raph i ca l  co re "  and  tha t  th i s
i n fo rm at i on  was p ro tected  f rom  unreasonab l e  search  and  se i zu re  by sect i on  8  o f  the  Charte r.

In  pa rt i cu l a r,  the  Un i on  a rgued  tha t  the  expecta t i on  o f  p ri vacy was estab l i shed  by the  fact  tha t  the  docum ents had  been  sen t  to  the  g ri evo r by he r
husband .  I t  re l i ed  on  Arb i t ra to r Ponak's deci si on  i n  SGEU v.  Un i fo r Loca l  481  wh i ch  found  tha t  the  em p l oye r (SGEU) cou l d  no t  re l y on  em a i l s be tween
the  em p l oyee  and  h i s spouse  wh i ch  seem ed to  estab l i sh  he  was i n  a  b i ke r gang ,  to  te rm i na te  h i m  f rom  h i s em p l oym ent.  T he  Un i on  a l so  a rgued  tha t  the
act i vi ty i tse l f ,  runn i ng  a  Chri st i an  chari ty,  was deservi ng  o f  p ro tect i on .

On  the  o the r hand ,  the  Ci ty o f  To ron to  a rgued  tha t  em p l oyees shou l d  have  no  expecta t i on  o f  p ri vacy i n  these  em a i l s due  to  i ts cl ea r IT  po l i ci es;  these
po l i ci es speci f i ca l l y ou t l i ned  tha t  an  em p l oyee 's use  o f  the  Ci ty's IT  resources i ncl ud i ng  em a i l  and  i n te rne t  wou l d  be  m on i to red .  Fu rthe r,  wh i l e  l i m i ted
and  occasi ona l  pe rsona l  use  was pe rm i t ted ,  the  po l i ci es speci f i ed  tha t  th i s shou l d  be  done  on l y du ri ng  b reaks and  no t  be  used  fo r an  act i vi ty tha t  can
l ead  to  pe rsona l  ga i n .  A l l  em p l oyees a re  t ra i ned  on  the  po l i ci es and  a re  requ i red  to  acknowl edge  i n  wri t i ng  tha t  they have  read  the  Ci ty's Po l i cy
handbook.

T he  Ci ty a l so  a rgued  tha t  docum ents wh i ch  re l a te  to  runn i ng  a  chari ty a re  no t  pa rt  o f  the  g ri evo r's b i og raph i ca l  co re  and  as such  a re  no t  p ro tected  by
the  p ri vacy ri gh t  estab l i shed  i n  R v.  Co l e.

Did the Employee Have a Reasonable Expectation of Privacy?

In  o rde r to  de te rm i ne  whe the r the  em p l oyee  had  a  reasonab l e  expecta t i on  o f  p ri vacy i n  the  docum ents she  had  em a i l ed  to  he rse l f ,  the  a rb i t ra to r
consi de red  the  Ci ty's workp l ace  po l i ci es and  the  sub j ect  m a tte r o f  the  docum ents.

T he  a rb i t ra to r found  tha t  the  Ci ty's po l i ci es si gn i f i can t l y l i m i ted  any expecta t i on  o f  p ri vacy tha t  the  g ri evo r wou l d  have  had  i n  docum ents saved  on  the
H Dri ve .  Add i t i ona l l y,  any expecta t i on  o f  p ri vacy was fu rthe r d i m i n i shed  by the  fact  tha t  the  g ri evo r sen t  the  em a i l s con ta i n i ng  the  a t tachm ents to
herse l f  when  she  was aware  tha t  she  was under i nvest i ga t i on .

T he  a rb i t ra to r a l so  consi de red  the  docum ents them se l ves.  She  found  tha t  the  docum ents wh i ch  re l a ted  to  the  opera t i ons o f  the  g ri evo r's cha ri ty shou l d
no t  be  consi de red  to  be  pa rt  o f  he r b i og raph i ca l  co re .  Fu rthe r,  the  fact  tha t  he r husband  m ay have  em a i l ed  he r the  docum ents d i d  no t  change  the
characte r o f  the  docum ents.

T he  a rb i t ra to r a l so  found  tha t  the  Ci ty conducted  i ts i nvest i ga t i on  i n  a  reasonab l e  m anner and  d i d  no t  seek to  re l y on  i n fo rm at i on  re l a ted  to  the
gri evo r's b i og raph i ca l  co re :

" I  have  found  tha t  the  Ci ty acted  i n  a  m easured  m anner i n  seeki ng  to  re l y on  on l y seven  em a i l s f rom  the  Gri evo r's Ci ty em a i l  accoun t ,  those  em a i l s
were  sen t  a f te r the  i nvest i ga t i on  had  com m enced ,  and  the  Gri evo r knew tha t  she  was under Ci ty su rve i l l ance ,  and  those  em a i l s d i rect l y re l a ted  to  the
m atte rs i n  i ssue  i n  th i s case ."

T he  a rb i t ra to r a l so  found  tha t  the  fact  tha t  the  g ri evo r's docum ents re l a ted  to  the  opera t i ons o f  a  Chri st i an  chari ty d i d  no t  m ake  them  deservi ng  o f
p ri vacy p ro tect i on .
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As such ,  the  Ci ty cou l d  re l y on  the  docum ents re l a ted  to  the  opera t i ons o f  the  chari ty to  estab l i sh  tha t  the  g ri evo r had  m i sused  Ci ty resources.

T he  a rb i t ra to r d i d  f i nd  tha t  o the r docum ents,  such  as the  g ri evo r's cu rri cu l um  vi tae  and  he r j ob  searches,  were  pa rt  o f  he r b i og raph i ca l  co re  and  shou l d
be  excl uded .

Ul t i m a te l y,  the  a rb i t ra to r uphe l d  the  te rm i na t i on  and  a l so  d i sm i ssed  the  g ri evo r's hum an ri gh ts com p l a i n t .

Conclusion

T h i s i s ano the r deci si on  i n  wh i ch  ri gh t  to  p ri vacy estab l i shed  i n  R v.  Co l e needed  to  be  ba l anced  wi th  an  em p l oye r's ri gh t  to  m anage  i ts workp l ace  and
conduct  an  i nvest i ga t i on .  T h i s ba l anci ng  wi l l  l i ke l y be  pa rt  o f  any cases i n  wh i ch  the  em p l oye r seeks to  re l y on  docum ents and  em a i l s ob ta i ned  f rom  a
search  o f  an  em p l oyee 's work com pute r.

In  th i s case ,  the  deci si on  was focused  on  whe the r the  docum ents them se l ves were  re l a ted  to  the  em p l oyee 's b i og raph i ca l  co re  ra the r than  the
i nvest i ga t i on  i tse l f .  T h i s i s because  the  Ci ty was found  to  have  strong  IT  po l i ci es and  t ra i n i ng  and  on l y re l i ed  on  a  l i m i ted  num ber o f  docum ents
ob ta i ned  a f te r o the r i nvest i ga t i ve  steps had  been  com p l e ted .

T he  deci si on  i n  th i s case  h i gh l i gh ts the  i m portance  o f  consi de ri ng  p ri vacy i ssues when  conduct i ng  i nvest i ga t i ons wh i ch  i nvo l ve  an  em p l oyee 's
workp l ace  com pute r and  ensuri ng  em p l oyees a re  t ra i ned  on  IT  po l i ci es.  Overl y b road  o r i n t rusi ve  i nvest i ga t i ons i n  the  absence  o f  st rong  po l i ci es cou l d
l ead  to  i m portan t  evi dence  be i ng  deem ed i nadm i ssi b l e .

 Saska tchew an  Government and  Genera l  Emp l oyees Un i on  v Un i fo r Loca l  481,  2015  CanL I I  28482
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