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ARTICLE

SCC Recognizes Expectation of Privacy in Text Message Conversations
In  the  recen t  sem i na l  deci si on  R. v.  Marakah,  2017  SCC 59,  the  Suprem e Court  o f  Canada  (the  "SCC" ) estab l i shed  tha t  Canad i ans have  a  reasonab l e
expecta t i on  o f  p ri vacy i n  the  text  m essages they send ,  even  a f te r they have  been  rece i ved  by the  reci p i en t .  T he  m a j o ri ty op i n i on ,  wh i ch  l ed  5 -2  bu t
wi th  heavy d i ssen t ,  recogn i zed  the  p ri vacy i m p l i ca t i ons o f  e l ectron i c m essag i ng  i n  a  ru l i ng  tha t  i s l i ke l y to  have  si gn i f i can t  i m pact  on  bo th  po l i ce
i nvest i ga t i ons and  i nd i vi dua l s'  p ri vacy ri gh ts.

Background

T he  case  i nvo l ved  an  accused  who  had  sen t  text  m essages to  h i s accom p l i ce  regard i ng  i l l ega l  f i rea rm  transact i ons.  T hese  texts were  recovered  f rom  the
accom p l i ce 's phone  and  subsequen t l y used  by the  po l i ce  to  convi ct  the  accused  o f  m u l t i p l e  f i rea rm s o ffences.  A l though  the  t ri a l  j udge  consi de red  the
search  o f  the  accom p l i ce 's phone  to  be  un reasonab l e ,  the  recovered  text  m essages were  pe rm i t ted  as evi dence  aga i nst  the  accused .

The SCC Decis ion

T he  SCC reve rsed  the  l ower cou rt 's deci si on  and  concl uded  tha t  the  accused  had  a  reasonab l e  expecta t i on  o f  p ri vacy i n  the  text  m essages tha t  he  sen t
to  h i s accom p l i ce  and  the re fo re  had  the  necessary stand i ng  under sect i on  8  o f  the  Canad i an  Charte r o f  Ri gh ts and  Freedoms (the  "Charte r" ) to
cha l l enge  the  po l i ce 's sea rch  o f  the  accom p l i ce 's phone  and  use  o f  the  text  m essages as evi dence .  T he  p rosecu t i on  ag reed  tha t  the  search  was
unreasonab l e  and  the  SCC concl uded  tha t  the  evi dence  co l l ected  shou l d  be  excl uded ,  u l t i m a te l y resu l t i ng  i n  the  charges aga i nst  the  accused  be i ng
dropped .

Reasonab l e  Expecta t i on  o f  Pri vacy i n  Text  M essages

In  reach i ng  the  de te rm i na t i on  tha t  text  m essages can  a t t ract  a  reasonab l e  expecta t i on  o f  p ri vacy,  the  SCC undertook ana l ysi s o f  the  fou r-pa rt  test  i t  had
previ ousl y deve l oped :

1.  Wha t was the  sub j ect  m a tte r o f  the  a l l eged  search?

2.  Di d  the  cl a i m an t have  a  d i rect  i n te rest  i n  the  sub j ect  m a tte r?

3.  Di d  the  cl a i m an t have  a  sub j ect i ve  expecta t i on  o f  p ri vacy i n  the  sub j ect  m a tte r?

4.  I f  so ,  was the  cl a i m an t 's sub j ect i ve  expecta t i on  o f  p ri vacy ob j ect i ve l y reasonab l e?

Fi rst l y,  the  SCC de te rm i ned  tha t  the  sub j ect  m a tte r o f  the  search  a t  i ssue  was no t  the  accom p l i ce 's phone  f rom  wh i ch  the  text  m essages were  recovered
or the  se rve rs on  wh i ch  they a re  sto red ,  bu t  ra the r the  "e l ectron i c conversa t i on "  — vi ewed  ho l i st i ca l l y — be tween  the  accused  and  the  accom p l i ce .

From  the re ,  the  SCC tackl ed  the  quest i on  o f  the  accused 's reasonab l e  expecta t i on  o f  p ri vacy i n  the  text  m essages he  sen t  to  h i s accom p l i ce .  I t  was
cl ea r tha t  the  accused  expected  tha t  the  reci p i en t  keep  the  text  m essages he  rece i ved  p ri va te ,  bu t  was tha t  expecta t i on  ob j ect i ve l y reasonab l e?  In
eva l ua t i ng  the  reasonab l eness,  the  SCC l ooked  a t  th ree  facto rs fu rthe r d i scussed  be l ow: (i ) the  p l ace  o f  the  search ,  (i i ) the  p ri va te  na tu re  o f  the  sub j ect
m atte r,  and  (i i i ) con tro l  ove r the  sub j ect  m a tte r.

i .  P l ace  o f  the  Search

What i s the  p l ace  o f  an  e l ectron i c text  m essage  conversa t i on?  T he  SCC de te rm i ned  tha t ,  un l i ke  t rad i t i ona l  m e thods o f  com m un i ca t i on  i nvo l vi ng
physi ca l  docum ents,  e l ectron i c conversa t i ons such  as text  m essages do  no t  occupy a  physi ca l  p l ace ;  ra the r,  they crea te  "p ri va te  cha t  room s"  be tween
i nd i vi dua l s.  T hese  room s, a l though  e l ectron i c,  a re  the  p l ace  o f  the  search  and  th i s suggests the re  wou l d  be  a  reasonab l e  expecta t i on  o f  p ri vacy i n  text
m essages.

i i .  Pri va te  Na tu re  o f  Text  M essages

T he  SCC concl uded  tha t  g i ven  the  i n t ri nsi c p ri va te  na tu re  o f  text i ng  where i n  i nd i vi dua l s speci f i ca l l y choose  the  reci p i en t  o f  the i r texts and  a re  m ore
i ncl i ned  to  d i scuss pe rsona l  m a tte rs,  i t  i s reasonab l e  to  expect  these  p ri va te  i n te ract i ons to  rem a i n  p ri va te .

i i i .  Con tro l  ove r Text  M essages

Fi na l l y,  and  m ost  i m portan t l y,  the  SCC ana l yzed  the  no t i on  o f  con tro l  ove r text  m essages once  they a re  sen t .  Bo th  the  p rosecu t i on  and  the  d i ssen t i ng
j udges be l i eved  tha t  once  con tro l  ove r a  m essage  i s l ost  — when  i t  i s rece i ved  by ano the r pa rty capab l e  o f  d i scl osi ng  i t  — the  reasonab l e  expecta t i on
o f  p ri vacy o f  the  m essage  i s a l so  l ost .  T he  m a j o ri ty o f  the  SCC d i sagreed  and  sta ted  tha t  the  ri sk tha t  the  con ten ts o f  a  text  m essage  can  be  d i scl osed
does no t  nega te  a  reasonab l e  expecta t i on  o f  p ri vacy i n  such  an  e l ectron i c conversa t i on .  In  essence ,  a  pe rson  does no t  l ose  con tro l  ove r the  i n fo rm at i on
si m p l y because  ano the r pe rson  possesses i t  o r can  access i t .  T he  SCC m ade  a  com pari son  to  i ts p revi ous deci si on  i nR.v.Col e1 ,  where  i t  ru l ed  tha t  an
em p l oyee  m a i n ta i ned  a  reasonab l e  expecta t i on  o f  p ri vacy i n  the  sub j ect  m a tte r con ta i ned  on  h i s work-i ssued  l ap top ,  ove r wh i ch  he  d i d  no t  have
excl usi ve  con tro l .

T he  d i ssen t i ng  j udges be l i eved  tha t  con tro l  i s a  cruci a l  con textua l  facto r and ,  acco rd i ng l y,  the  accused 's l ack o f  con tro l  ove r the  accom p l i ce 's phone
was fa ta l  to  h i s reasonab l e  expecta t i on  o f  p ri vacy i n  the  text  m essages.  In  response ,  the  m a j o ri ty de te rm i ned  tha t  by choosi ng  to  send  a  text  m essage
by way o f  a  p ri va te  m ed i um  to  a  desi gna ted  pe rson ,  the  sender has su ff i ci en t  con tro l  ove r the  e l ectron i c conversa t i on  and  m oreover,  con tro l  i s m ere l y
one  facto r to  consi de r.

Implicat ions

T h i s case  com es wi th  po ten t i a l l y i m portan t  i m p l i ca t i ons.  T he  d i ssen t i ng  op i n i on  h i gh l i gh ted  concerns tha t  the  m a j o ri ty's approach  expands too  b road l y
the  scope  o f  those  who  can  b ri ng  a  sect i on  8  Charte r cha l l enge  to  po l i ce  search  and  se i zu res,  wh i ch  m ay resu l t  i n  an  ove rbu rdened  cri m i na l  j ust i ce
system . T he  SCC, however,  f i rm l y sta ted  tha t  the  p ro tect i on  o f  p ri vacy i n  e l ectron i c conversa t i ons "shou l d  no t  be  l i gh t l y den i ed" .

ttps://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.d


I t  i s i m portan t  to  h i gh l i gh t  tha t  the  SCC d i d  no t  de te rm i ne  tha t  a l l  text  m essage  conversa t i ons a re  p ro tected  f rom  po l i ce  searches.  Ra the r,  i t  concl uded
tha t  an  i nd i vi dua l  who  sends text  m essages has a  reasonab l e  expecta t i on  o f  p ri vacy i n  the  con ten ts o f  tha t  e l ectron i c conversa t i on  and  the re fo re  the
i nd i vi dua l  has the  necessary stand i ng  to  cha l l enge  the  va l i d i ty o f  a  po l i ce  se i zu re  o f  those  text  m essages,  wh i ch  a re  u l t i m a te l y ob ta i ned  f rom  ano the r
pe rson 's phone .  M oreover,  where  the  po l i ce  ob ta i ns a  va l i d  warran t  to  e i the r i n te rcep t  a  text  m essage  i n  t ransi t  o r sea rch  an  i nd i vi dua l 's phone ,  the  use
o f  the  text  m essages as evi dence  wi l l  be  accep tab l e .  T he  SCC a l so  no ted  tha t  the  case  and  i ts f i nd i ngs d i d  no t  concern  m essages posted  to  soci a l
m ed i a  feeds,  conversa t i ons occu rri ng  i n  crowded  on l i ne  cha troom s o r com m ents posted  on  m essage  boards.

In  th i s ru l i ng ,  the  SCC adop ted  an  approach  tha t  sa feguards p ri vacy even  wi th i n  the  i ncreasi ng l y e l ectron i c worl d  i n  wh i ch  Canad i ans i n te ract .  T he
ru l i ng  i s l i ke l y to  have  b road  i m p l i ca t i ons fo r p ri vacy i n te rests and  can  po ten t i a l l y be  app l i ed  to  o the r fo rm s o f  d i g i ta l  com m un i ca t i on  such  as e -m a i l s,
i nstan t  m essages and  d i rect  m essages on  soci a l  m ed i a ,  as they a l l  essen t i a l l y have  the  sam e fo rm  and  funct i on  as text  m essages.  M essages tha t  a re
encryp ted  o r a re  password  p ro tected  wi l l  favour a  g rea te r expecta t i on  o f  p ri vacy and  Canad i ans now have  the  ri gh t  to  expect  the i r text  m essages wi l l  be
p ri va te .

I t  shou l d  be  no ted  tha t  the  SCC fo l l owed  the  sam e reason i ng  i n  ano the r case ,  R. v.  Jones,  2017  SCC 60,  wh i ch  was re l eased  the  sam e day and  a l so
concerned  the  se i zu re  o f  text  m essages by the  po l i ce .
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