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PERSPECTIVE

Autonomous Vehicles and Export Controls
In  sp ri ng  2016 ,  T ransport  Canada  and  the  Un i ted  Sta tes Departm en t o f  T ransporta t i on  announced a  num ber o f  i n i t i a t i ves to  co l l abo ra te  on  Veh i cl e -to -
Veh i cl e  and  Veh i cl e  to  In f rastructu re  techno l ogy to  support  “seam l ess cross-bo rde r veh i cl e  opera t i ons”.  Desp i te  cross-bo rde r regu l a to ry i n i t i a t i ves l i ke
th i s,  the  underl yi ng  techno l ogy i n  these  veh i cl es i s heavi l y regu l a ted  by Canad i an  and  U.S.  export  con tro l s tha t  restri ct  the  cross-bo rde r f l ow o f
au tonom ous veh i cl e  techno l ogy ou tsi de  the  U.S.  and  Canada .

What are export controls?

Export  con tro l s regu l a te  the  f l ow o f  goods across bo rde rs and  estab l i sh  pe rm i t t i ng  system s to  t rack ce rta i n  goods wi th  the  a i m  o f  p rese rvi ng  Canad i an
and  i n te rna t i ona l  secu ri ty.

Canadian export control legislation

Canada ’s dom est i c export  con tro l  l eg i sl a t i on  i m p l em ents i ts i n te rna t i ona l  com m i tm en ts m ade  under the  Wassenaar Arrangem ent on  Export  Con tro l s fo r
Conven t i ona l  Arm s and  Dua l -Use  Goods and  Techno l og i es,  the  T rea ty on  the  Non-Pro l i fe ra t i on  o f  Nucl ea r Weapons,  the  M i ssi l e  Techno l ogy Con tro l
Reg i m e, and  the  Austra l i a  Group  con tro l s on  chem i ca l  weapons.

T he  Export  and  Im port  Pe rm i ts Act  i m p l em ents Canada ’s i n te rna t i ona l  export  con tro l  ob l i ga t i ons fo r dua l -use  goods (i .e . ,  m i l i ta ry/securi ty and  ci vi l
app l i ca t i ons) and  o the r goods under the  above  no ted  i nstrum en ts.  T he  Act  a i m s to  ensure  tha t  exports a re  a l i gned  wi th  Canada ’s fo re i gn  po l i cy and
o the r st ra teg i c i n te rests.  Goods sub j ect  to  export  con tro l s a re  l i sted  i n  the  Export  Con tro l  L i st  (ECL),  wh i ch  i s en fo rced  by the  T rade  & Export  Con tro l s
Di vi si on  o f  Gl oba l  A ffa i rs Canada .  T he  Act  p roh i b i ts exports o f  con tro l l ed  goods wi thou t  a  pe rm i t  f rom  the  M i n i ste r o f  Fo re i gn  Affa i rs.   

Canadian export control and autonomous vehicles

M any o f  the  com ponen ts o f  au tonom ous veh i cl es and  the i r re l a ted  ha rdware ,  so f tware  and  techno l ogy a re  con tro l l ed  pu rsuan t  to  the  dua l -use  p rovi si ons
i n  Group  1  o f  the  ECL.

In  pa rt i cu l a r,  the  cryp tog raphy used  i n  opera t i ng  au tonom ous veh i cl es i s a  con tro l l ed  dua l -use  p roduct  under Canad i an  export  l eg i sl a t i on  and  as a
resu l t ,  export  pe rm i ts a re  requ i red  to  export  those  com ponen ts,  the  techno l ogy requ i red  to  m ake  them  and  veh i cl es con ta i n i ng  those  com ponen ts
(sub j ect  to  ce rta i n  na rrow excep t i ons).

Goods con ta i n i ng  cryp tog raphy m ay be  exported  under the  au tho ri ty o f  i nd i vi dua l  export  pe rm i ts i den t i fyi ng  speci f i c consi gnees,  o r m u l t i -dest i na t i on
export  pe rm i ts,  wh i ch  a l l ow fo r exports to  m u l t i p l e  dest i na t i ons wi thou t  speci fyi ng  consi gnees.  App l i can ts m ust  sa t i sfy va ri ous cond i t i ons to  ob ta i n  a
m u l t i -dest i na t i on  pe rm i t  i ncl ud i ng  i m p l em enta t i on  o f  an  export  con tro l  com p l i ance  p l an .   In  add i t i on ,  two  genera l  export  pe rm i ts (GEP) a re  ava i l ab l e
fo r exporte rs to  use  wi thou t  an  app l i ca t i on  i n  speci f i ed  ci rcum stances:  (1 ) GEP 45  –  Cryp tog raphy fo r the  Deve l opm ent o r Product i on  o f  a  Product ;  (2 )
GEP 46  –  Cryp tog raphy fo r Use  by Certa i n  Consi gnees.  In  bo th  i nstances,  cond i t i ons and  restri ct i ons app l y i n  re l a t i on  to  the  coun tri es o f  dest i na t i on
and  the  na t i ona l i ty and  u l t i m a te  con tro l  o f  the  consi gnees.

U.S. export control law

Recen t po l i cy deve l opm ents i n  the  Un i ted  Sta tes m ay m ake  i t  m ore  d i ff i cu l t  to  export  au tonom ous veh i cl e  techno l ogy f rom  the  U.S.  and  Canada .  T he
U.S. Export  Adm i n i st ra t i on  Regu l a t i ons (EAR) regu l a te  exports o f  U.S.-o ri g i n  dua l -use  goods,  so f tware  and  techno l ogy,  i ncl ud i ng  re -exports f rom
Canada  and  o the r coun tri es,  as we l l  as re -exports o f  goods con ta i n i ng  U.S.-o ri g i n  i npu ts o r techno l ogy.  M ore  recen t l y,  the  U.S.  enacted  the  Export
Con tro l  Re fo rm  Act  o f  2018  (ECRA) wh i ch  a l l ows the  Departm en t o f  Com m erce  to  estab l i sh  con tro l s on  export ,  re -export  o r t ransfe r (i n  coun try) o f
“em erg i ng  and  founda t i ona l  techno l og i es” (ECRA, sect i on  1758).

On  Novem ber 19 ,  2018 ,  the  Bureau  o f  Industry and  Securi ty (B IS),  wh i ch  con tro l s the  export  o f  dua l -use  i tem s under the  EAR, announced  a  no t i ce  o f
p roposed  ru l em aki ng ,  seeki ng  pub l i c com m ent on  “cri te ri a  fo r i den t i fyi ng  em erg i ng  techno l og i es tha t  a re  essen t i a l  to  U.S.  na t i ona l  secu ri ty”.  T h i s
p rocess wi l l  l i ke l y resu l t  i n  p roposed  ru l es fo r new Export  Con tro l  Cl assi f i ca t i on  Num bers fo r the  Com m erce  Con tro l  L i st .

I t  i s l i ke l y tha t  the  BIS ’ f i nd i ngs on  “em erg i ng  and  founda t i ona l  techno l og i es” wi l l  i ncl ude  techno l ogy l i ke  the  a rt i f i ci a l  i n te l l i gence  beh i nd  com pute r
vi si on ,  an  i m portan t  com ponen t o f  au tonom ous techno l ogy.  Any t i gh ten i ng  o f  U.S.  export  con tro l s wi l l  d i rect l y a ffect  Canad i an  exports si nce  U.S.  export
au tho ri za t i on  wi l l  be  requ i red  to  export  p roducts i nco rpo ra t i ng  such  com ponen ts o r techno l ogy f rom  Canada  ove r and  above  any app l i cab l e  Canad i an
export  pe rm i ts.

Conclusion

Autonom ous veh i cl es ra i se  the  p rospect  o f  b road  econom i c and  soci a l  i m pacts i n  pe rsona l  and  com m erci a l  t ransporta t i on ,  pub l i c i n f rastructu re  and
m un i ci pa l  p l ann i ng ,  supp l y cha i n  m anagem ent,  re l a ted  t rades and  p ro fessi ons,  and  m any o the r f i e l ds.  A t  the  sam e t i m e , the  securi ty ri sks i nhe ren t  i n
au tonom ous veh i cl es and  the i r con tro l  system s a re  po ten t i a l l y acu te .  Governm ents can  be  expected  to  p l ay a  ro l e  i n  the  i m p l em enta t i on  and
d i ssem i na t i on  o f  au tonom ous veh i cl e  techno l ogy,  i ncl ud i ng  export  con tro l s re l a ted  encryp t i on  and  AI  techno l ogy.  In  l i gh t  o f  the  cl ose  i n teg ra t i on  o f
Canad i an  and  U.S.  supp l y cha i ns as we l l  as shared  stra teg i c and  de fence  i n te rests,  the re  i s a  h i gh  l i ke l i hood  tha t  Canada  wi l l  fo l l ow su i t  wi th  pa ra l l e l

ttps://www.tc.gc.ca/eng/acts-regulations/tc-usdot-871.htm
ttps://www.federalregister.gov/documents/2018/11/19/2018-25221/review-of-controls-for-certain-emerging-technologie


restri ct i ons on  exports o f  “em erg i ng  and  founda t i ona l  techno l og i es”.  Busi nesses i nvo l ved  i n  the  deve l opm ent and  m anu factu ri ng  o f  au tonom ous
veh i cl es and  re l a ted  techno l ogy and  i npu ts wou l d  be  we l l  advi sed  to  revi ew and  upgrade  the i r secu ri ty and  com p l i ance  po l i ci es,  i ncl ud i ng  those
re l a t i ng  to  export  con tro l s.
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