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ARTICLE

“Schrems II”: Impacts on agreements involving processing personal data outside the
EEA

On Ju l y 16 ,  2020 ,  the  Court  o f  Just i ce  o f  the  European  Un i on  (CJEU) i ssued  i ts j udgm ent i n  case  C-311 /18 ,  Data  Pro tect i on  Commi ssi oner v.  Facebook
Ire l and  L td  and  Maxi mi l l i an  Schrems (the  Schrem s I I  Deci si on ).  T he  j udgm ent i nva l i da tes the  EU-U.S.  Pri vacy Sh i e l d  adequacy deci si on  f rom  the
European  Com m i ssi on (the  Pri vacy Sh i e l d  Deci si on ).  I t  a l so  requ i res EU da ta  exporte rs re l yi ng  on  the  European  Com m i ssi on ’s S tandard  Con tractua l
Cl auses to  t ransfe r pe rsona l  da ta  to  any th i rd  coun try to  ve ri fy,  p ri o r to  undertaki ng  such  t ransfe r,  tha t  the  l eve l  o f  p ro tect i on  g ran ted  by the  reci p i en t  i n
such  coun try wi l l  be  adequa te .

One  week l a te r,  the  European  Da ta  Pro tect i on  Board  (EDPB) i ssued  a  Frequen t l y Asked  Quest i ons docum ent on  the  Schrem s I I  Deci si on  (the  FAQ),
wh i ch  cl a ri f i es som e o f  the  consequences regard i ng  p rocessi ng  a rrangem ents tha t  i nvo l ve  re l i ance  on  the  Pri vacy Sh i e l d ,  S tandard  Con tractua l
Cl auses,  B i nd i ng  Corpora te  Ru l es and  the  EU’s Genera l  Da ta  Pro tect i on  Regu l a t i on  (GDPR) Art i cl e  49 de roga t i ons.

Be l ow, we  sum m ari ze  som e key the  e ffects o f  the  Schrem s I I  Deci si on  and  i ts i m m ed i a te  i m pact  fo r o rgan i za t i ons p rocessi ng  pe rsona l  da ta  ou tsi de  o f
the  European  Econom i c Area  (EEA).  T he  EDPB i s expected  to  i ssue  fu rthe r gu i dance  short l y,  and  the  European  Com m i ssi on  i nd i ca ted  i t  i s worki ng
cl ose l y wi th  i ts U.S.  coun te rpa rt  to  f i nd  an  a l te rna t i ve  to  the  Pri vacy Sh i e l d ,  to  p rovi de  a  st reng thened  and  du rab l e  t ransfe r m echan i sm .

1. The Privacy Shield is invalid

In  l i gh t  o f  the  requ i rem en ts se t  fo rth  i n  the  GDPR, the  Court  exam i ned  the  va l i d i ty o f  the  Pri vacy Sh i e l d .

I t  concl uded  tha t  dom est i c U.S.  l aws regu l a t i ng  access and  use  by i ts pub l i c au tho ri t i es o f  pe rsona l  da ta  fo r na t i ona l  secu ri ty pu rposes (nam e l y FISA
Sect i on  702 and  EO 12333) i n te rfe re  to  such  an  exten t  wi th  the  fundam enta l  ri gh ts o f  EU da ta  sub j ects tha t  the  Pri vacy Sh i e l d  Deci si on  canno t  ensure
a  l eve l  o f  p ro tect i on  “essen t i a l l y equ i va l en t” to  the  one  requ i red  under EU da ta  p ro tect i on  l aw. T he  Court  a l so  h i gh l i gh ted  tha t  the  l ack o f  e ffect i ve
j ud i ci a l  red ress ava i l ab l e  to  EU da ta  sub j ects i n  the  con text  o f  U.S.  i n te l l i gence  p rog ram s vi o l a tes EU da ta  p ro tect i on  l aw. Consequen t l y,  the  CJEU
i nva l i da tes the  Pri vacy Sh i e l d ,  e ffect i ve  i m m ed i a te l y.

2. SCCs remain a valid transfer mechanism, but require new diligence from the data exporter and importer

In  i ts j udgm ent,  the  CJEU a l so  exam i ned  the  va l i d i ty o f  the  European  Com m i ssi on ’s Deci si on  2010 /87 /EC on  Standard  Con tractua l  Cl auses fo r the
transfe r o f  pe rsona l  da ta  to  p rocessors estab l i shed  i n  th i rd  coun tri es (SCCs) and  consi de red  tha t  t ransfe rri ng  pe rsona l  da ta  pu rsuan t  to  such  m echan i sm
rem a i ns l awfu l  to  the  exten t  tha t  i t  i s possi b l e  fo r the  pa rt i es,  i n  p ract i ce ,  to  (i ) ensure  com p l i ance  wi th  a  l eve l  o f  p ro tect i on  essen t i a l l y equ i va l en t  to
tha t  guaran teed  wi th i n  the  EU by the  GDPR; and  (i i ) to  suspend  o r p roh i b i t  t ransfe rs i n  the  even t  o f  the  b reach  o f  such  cl auses o r i t  be i ng  i m possi b l e  to
honour them .

Organ i za t i ons com m on l y re l y on  SCCs to  t ransfe r pe rsona l  da ta .  Hence ,  the  Court ’s concl usi on  i m pacts a  l a rge  num ber o f  t ransfe rs (i ncl ud i ng
subsequen t  t ransfe rs to  sub -p rocessors) o f  pe rsona l  da ta  to  non-adequa te  j u ri sd i ct i ons,  i .e .  no t  on l y to  i m porte rs l oca ted  i n  the  U.S.

In  tha t  regard ,  the  Court  h i gh l i gh ted  the  exi st i ng  ob l i ga t i on  o f  bo th  the  da ta  exporte r and  i m porte r to  ve ri fy,  p ri o r to  any t ransfe r,  and  taki ng  i n to
accoun t  the  ci rcum stances o f  the  t ransfe r,  whe the r the  l eve l  o f  p ro tect i on  requ i red  by the  GDPR i s respected  i n  the  th i rd  coun try.  Fu rthe r,  the  da ta
i m porte r m ust  i n fo rm  the  da ta  exporte r o f  any i nab i l i ty to  com p l y wi th  the  SCCs, and ,  where  necessary,  wi th  any supp l em enta ry m easures adop ted
con tractua l l y by the  pa rt i es to  ensure  an  adequa te  l eve l  o f  p ro tect i on,  the  da ta  exporte r then  be i ng ,  i n  tu rn ,  ob l i ged  to  suspend  the  t ransfe r o f  da ta
and /o r to  te rm i na te  the  con tract  wi th  the  da ta  i m porte r.  Fa i l i ng  tha t ,  the  com peten t  Supervi so ry Au tho ri ty i s requ i red  to  i n te rvene  shou l d  the  pa rt i es
deci de  to  non the l ess p roceed  wi th  the  t ransfe r.

T he  EDPB i nd i ca ted  i n  i ts FAQ tha t  i t  i s cu rren t l y ana l ysi ng  the  Court ’s j udgm ent to  de te rm i ne  the  type  o f  supp l em enta ry m easures tha t  cou l d  be
provi ded  by the  pa rt i es to  a  da ta  t ransfe r to  a  non-adequa te  j u ri sd i ct i on ,  wh i ch  cou l d  be  l ega l ,  techn i ca l  and /o r o rgan i sa t i ona l ,  to  p rovi de  a  su ff i ci en t
l eve l  o f  p ro tect i on .  Fu rthe r gu i dance  on  th i s po i n t  wi l l  be  cruci a l  to  ensure  com p l i ance  wi th  the  GDPR.

3. Impact on agreements involving the processing of personal data outside the EEA

In  i ts j udgem ent,  the  Court  found  tha t  U.S.  l aw i n f ri nges the  fundam enta l  ri gh ts o f  da ta  sub j ects.  T h i s concl usi on  m ay t ri gge r m od i f i ca t i ons to  U.S.  l aw,
wh i ch  has been  under i ncreased  scru t i ny si nce  Edward  Snowden ’s reve l a t i ons.  In  the  m ean t i m e , o rgan i za t i ons t ransfe rri ng  pe rsona l  da ta  as we l l  as
o rgan i za t i ons l oca ted  i n  the  U.S.  and  i n  o the r j u ri sd i ct i ons tha t  a re  no t  recogn i zed  by the  European  Com m i ssi on  as p rovi d i ng  an  adequa te  l eve l  o f
p ro tect i on  m ust  take  no te  o f  the  Schrem s I I  Deci si on ,  and  consi de r the  fo l l owi ng  opera t i ona l  i m pacts:

Internat ional transfers rely ing on the Privacy Shield

T he  CJEU i nva l i da ted  the  Pri vacy Sh i e l d  adequacy deci si on  wi thou t  g ran t i ng  a  g race  pe ri od  fo r ongo i ng  t ransfe rs to  com pan i es ce rt i f i ed  under the
Pri vacy Sh i e l d  p rog ram . From  an  EU l aw pe rspect i ve ,  o rgan i za t i ons re l yi ng  on  th i s t ransfe r m echan i sm  to  send  pe rsona l  da ta  to  the  U.S.  shou l d
i m m ed i a te l y cease  such  t ransfe rs,  un l ess they can  re l y on  ano the r m echan i sm  under Chap te r 5  o f  the  GDPR.

Gi ven  the  cu rren t  sta te  o f  U.S.  l aw regard i ng  sta te  su rve i l l ance  (wh i ch  ove rri des con tractua l  a rrangem ents such  as SCCs o r BCRs),  the re  i s uncerta i n ty
as to  whe the r da ta  t ransfe rs to  the  U.S.  can  be  l eg i t i m i zed ,  un l ess the  pa rt i es can  ensure  an  adequa te  l eve l  o f  p ro tect i on  by usi ng  the  SCC
com p l em ented  wi th  supp l em enta ry m easures (see  be l ow) o r i f  they m ee t one  o f  the  de roga t i ons p rovi ded  under Art i cl e  49  o f  the  GDPR ( i .e .  consen t  o f
the  da ta  sub j ect ,  t ransfe r necessary fo r the  pe rfo rm ance  o f  a  con tract  be tween  the  da ta  sub j ect  and  the  con tro l l e r o r t ransfe r necessary fo r i m portan t
reasons o f  pub l i c i n te rest).  A t  th i s po i n t  and  consi de ri ng  the  cu rren t  COVID-19  cri si s,  i t  appears un l i ke l y tha t  a  new f ram ework wi l l  be  adop ted  by the  EU
and  the  U.S.  p ri o r to  the  U.S.  p resi den t i a l  e l ect i ons i n  Novem ber.
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Internat ional transfers rely ing on Standard Contractual Clauses

Whether o r no t  an  o rgan i za t i on  can  t ransfe r pe rsona l  da ta  ou tsi de  o f  the  EEA on  the  basi s o f  SCCs (whe the r to  a  th i rd  pa rty o r to  an  a ff i l i a te ) wi l l
depend  on  the  resu l t  o f  i ts ri sk assessm ent,  taki ng  i n to  accoun t  the  ci rcum stances o f  the  t ransfe r on  a  case-by-case  basi s and  supp l em enta ry m easures i t
cou l d  pu t  i n  p l ace  wi th  the  reci p i en t  o f  the  da ta .

T he  supp l em enta ry m easures,  a l ong  wi th  SCCs (SCC+),  shou l d  ensure  com p l i ance  wi th  a  l eve l  o f  p ro tect i on  essen t i a l l y equ i va l en t  to  tha t  guaran teed
wi th i n  the  EU by the  GDPR and  m ake  i t  possi b l e  i n  p ract i ce  fo r the  pa rt i es to  suspend  o r te rm i na te  the  t ransfe r i n  case  o f  a  b reach  o f  those  con tractua l
a rrangem ents ,o r i f  the  reci p i en t  canno t  honour them . T hey wou l d  a l so  have  to  ensure  tha t  the  l aw the  da ta  i m porte r (i .e .  the  p rocessor) i s sub j ect  to
does no t  i n f ri nge  on  the  adequa te  l eve l  o f  p ro tect i on  they guaran tee .  As m en t i oned  above ,  the  EDPB i s cu rren t l y ana l ysi ng  the  Schrem s I I  Deci si on ,
and  has i nd i ca ted  tha t  i t  wi l l  p rovi de  fu rthe r gu i dance  regard i ng  wha t  those  supp l em enta ry m easures cou l d  be .  I t  shou l d  a l so  be  no ted  tha t  the
European  Com m i ssi on  i s cu rren t l y worki ng  on  a  new se t  o f  SCCs, wh i ch  wi l l  hope fu l l y p rovi de  fo r such  m easures,  i n  add i t i on  to  f i xi ng  the  de f i ci enci es
o f  the  cu rren t  se ts o f  cl auses.

However,  i f  taki ng  i n to  accoun t  the  ci rcum stances o f  the  t ransfe r (and  supp l em enta ry m easures,  as the  case  m ay be ),  the  da ta  exporte r concl udes i n  i ts
ri sk assessm ent tha t  approp ri a te  sa feguards wou l d  no t  be  ensured ,  i t  i s requ i red  to  suspend  o r end  the  t ransfe r o f  pe rsona l  da ta .  I f  the  exporte r i n tends
to  keep  t ransfe rri ng  da ta  desp i te  th i s concl usi on ,  i t  m ust  no t i fy i ts com peten t  Supervi so ry Au tho ri ty.

Part i es who  have  t rad i t i ona l l y en te red  i n to  SCCs as a  tem p l a te  docum ent,  wi thou t  rea l l y assessi ng  the i r l ega l  e ffects,  m ust  the re fo re  pay g rea te r
a t ten t i on  to  the i r de ta i l ed  requ i rem en ts and  ca re fu l l y assess whe the r the  p rocessi ng  they con tem p l a te  p rovi des an  adequa te  l eve l  o f  p ro tect i on  once
the  da ta  i s rece i ved  by the  da ta  i m porte r l oca ted  i n  a  th i rd  coun try.

Depend i ng  on  the  ou tcom e o f  such  assessm ent,  the  pa rt i es m ay en te r i n to  the  cu rren t  SCC o r the  SCC+. T he  da ta  exporte r m ay a l so  deci de  no t  to
p roceed  wi th  the  con tem p l a ted  t ransfe r i f  the  l eve l  o f  ri sk i s too  h i gh ,  o r p roceed  wi th  the  t ransfe r a f te r no t i fyi ng  i ts Supervi so ry Au tho ri ty.

Internat ional transfers rely ing on Binding Corporate Rules

T he  Court ’s assessm ent and  above  ana l ysi s a l so  app l i es i n  the  con text  o f  BCRs, si nce  the  l aw o f  the  coun try where  the  da ta  i m porte r i s l oca ted  wi l l
si m i l a rl y have  p ri m acy ove r th i s too l .  T he  EDPB’s expected  add i t i ona l  gu i dance  wi l l  l i ke l y cover the  va l i d i ty o f  BCR as a  t ransfe r m echan i sm  to  th i rd
coun tri es and  possi b l e  supp l em enta ry m easures as necessary.
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