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PERSPECTIVE

Smart Cities: Are there Privacy Potholes Ahead?
Techno l ogy i s m aki ng  u rban  a reas sm arte r,  sa fe r and  m ore  susta i nab l e .  Bu t  as ci t i es co l l ect  m ore  and  m ore  da ta  abou t  the i r ci t i zens,  l ega l  quest i ons
are  beg i nn i ng  to  em erge .

As u rban i za t i on  ga i ns m om entum  a round  the  g l obe ,  ci t i es a re  i ncreasi ng l y l ooki ng  to  techno l ogy to  i m prove  the  l i ves o f  the i r ci t i zens.  And  the  too l
they're  tu rn i ng  to  m ost  o f ten  i s the  In te rne t  o f  T h i ngs.  T h i s expand i ng  ne twork o f  i n te rne t-enab l ed  devi ces co l l ects da ta  i n  o rde r to  op t i m i ze  ci ty
i n f rastructu re  and  se rvi ces,  be  i t  sewer l i nes o r st ree t  l i gh ts.

Fo r ci t i es,  the  bene f i ts a re  unden i ab l e :  fewer redundanci es,  l ower costs and  stream l i ned  dep l oym ent o f  sta ff  a re  j ust  a  few. Bu t  fo r the  techno l ogy
com pan i es tha t  co l l ect  the  da ta ,  and  the  governm ents and  se rvi ce  p rovi de rs tha t  use  i t ,  the re  a re  ri sks tha t  need  to  be  consi de red .

Privacy

Whi l e  sm art  ci ty techno l ogy has the  po ten t i a l  to  so l ve  m any u rban  i ssues,  i ts i m p l em enta t i on  has actua l l y crea ted  one :  T he  ri gh t  to  p ri vacy i n  an  e ra
when  a l m ost  eve ryth i ng  we  do  can  be  tu rned  i n to  a  da ta  po i n t .

In  Eng l and ,  face -recogn i t i on  techno l ogy and  vast  ne tworks o f  CCT V cam eras he l p  l aw en fo rcem ent qu i ckl y i den t i fy suspects i n  cri m es.  Bu t  the re  i s a l so
g rowi ng  pub l i c concern  ove r how the  governm ent wi l l  use  the  b i l l i ons o f  i m ages i t  has co l l ected .  Can  l eg i sl a to rs reconci l e  p ri vacy p ro tect i on  wi th  the
pub l i c good?

T he  m on i to ri ng  o f  rea l -t i m e  da ta  a l so  p resen ts new evi den t i a ry and  l ega l  cha l l enges –  and  m ay even  open  the  door to  new fo rm s o f  cri m i na l  act i vi ty.
T he  IoT  techno l og i es tha t  op t i m i ze  wa te r and  sewage  system s cou l d  be  vu l ne rab l e  to  cybera t tacks desi gned  to  cause  f l ood i ng  o r even  con tam i na t i on .

Of cou rse ,  com m erci a l  i n te rests have  an  obvi ous p ro f i t  m o t i ve  i n  co l l ect i ng  sm art  ci ty da ta .  I f  m un i ci pa l i t i es pa rtne r wi th  IoT  com pan i es to  adop t  sm art
ci ty too l s,  the  governm ent m ust  ensure  i t  has deve l oped  bo th  the  techn i ca l  and  l ega l  capaci ty to  face  any l ega l  cha l l enges stem m i ng  f rom  a l l eged
i m proper da ta  use .

How  governments,  techno l ogy compan i es and  regu l a to rs come to  g ri ps w i th  the  cha l l enge  o f  pe rsona l  p ri vacy i n  a  connected  ci ty i s st i l l
un fo l d i ng .

Litigation Could Provide a Path Forward

Increasi ng l y,  we  ge t  quest i ons f rom  bo th  IoT  com pan i es and  governm ents abou t  the  l ega l  ram i f i ca t i ons o f  sm art  ci ty techno l og i es.  In  the  absence  o f  a
strong  regu l a to ry f ram ework,  i t  m ay we l l  be  l i t i ga t i on  i n  Canad i an  courts tha t ,  to  a  degree ,  shapes the  gu i dance  and  ru l es needed  to  p ro tect  i nd i vi dua l s
and  busi nesses as ci t i es becom e m ore  connected .

T h i s evo l vi ng  l eg i sl a t i ve  f ram ework m eans two  th i ngs fo r those  beh i nd  sm art  ci ty p ro j ects and  se rvi ces.  Fi rst ,  th i s i s a  cha l l eng i ng  and  exci t i ng  t i m e  wi th
am p l e  opportun i ty to  i n f l uence  the  ci ty o f  the  fu tu re .  And  second ,  ca re fu l  l ega l  gu i dance  i s an  i m pera t i ve .
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