
When it comes to cybersecurity, there are only two kinds of
organizations: those that have been hacked and know it, and those that
have been hacked and don’t know it yet.

Cyber risk management is an increasingly important challenge for all organizations. We are one of
the most talented and experienced cybersecurity legal teams in Canada. Our lawyers have
extensive expertise and experience in cyber risk management and crisis management legal
services, and are peerless in our ability to successfully prosecute and defend complex cyber
litigation (including class actions).

Ou r ski l l e d  te a m  o f fe rs si x  a re a s o f  ta rg e te d  se rv i ce .

Cyb e r Ri sk M a n a g e m e n t  P ro g ra m

We  ca n  a ssi st  yo u  wi th :

i d e n t i f y i n g ,  a sse ssi n g  a n d  p ri o ri t i z i n g  cyb e r ri sks a n d  se l e ct i n g  th e  b e st  ri sk t re a tm e n ts fo r i d e n t i f i e d  ri sks

a d vi si n g  o n  l e g a l  re q u i re m e n ts a n d  re g u l a to ry g u i d a n ce

h e l p i n g  co n d u ct  a u d i t s a n d  p ri v i l e g e d  a sse ssm e n ts

a d vi si n g  o n  ri sk t re a tm e n ts

d ra f t i n g / re vi e wi n g  p ro g ra m  d o cu m e n ts

In ci d e n t  Re sp o n se  P l a n s

We  cra f t  p re -d e te rm i n e d ,  wri t te n  i n c i d e n t  re sp o n se  p l a n s—i n cl u d i n g  va ri o u s p ro to co l s a n d  g u i d e l i n e s—fo r ra p i d ,  l a wfu l  a n d  e f fe ct i ve  re sp o n se s to  va ri o u s
cyb e rse cu ri t y  i n c i d e n ts.  T h i s i n c l u d e s a d vi si n g  o n  l e g a l  re q u i re m e n ts a n d  re g u l a to ry g u i d a n ce  a n d  d ra f t i n g / re vi e wi n g  i n c i d e n t  re sp o n se  p l a n s a n d  re l a te d
d o cu m e n ts,  i n c l u d i n g :

p ro to co l s a n d  g u i d e l i n e s fo r co m m u n i ca t i o n s

re co rd  ke e p i n g

e vi d e n ce  co l l e ct i o n

ri sk a sse ssm e n ts

·n o t i f i ca t i o n / i n fo rm a t i o n  sh a ri n g

p o st -i n c i d e n t  re v i e w

Te st ,  T ra i n  a n d  Exe rc i se  P ro g ra m

A te st i n g ,  t ra i n i n g  a n d  e xe rc i se  (T T X) p ro g ra m  ca n  h e l p  e n su re  th a t  i n c i d e n t  re sp o n se  p l a n s a re  u p -to -d a te  a n d  th a t  re l e va n t  p e rso n n e l  a n d  i n fo rm a t i o n
te ch n o l o g y syste m s a re  i n  a  sta te  o f  re a d i n e ss.  We  ca n  h e l p  yo u  wi th :

d e si g n i n g  a n d  e xe cu t i n g  a  T T X  p ro g ra m  b y
p ro vi d i n g  a d vi ce  o n  l e g a l  re q u i re m e n ts a n d  re g u l a to ry g u i d a n ce

d ra f t i n g / re vi e wi n g  T T X  p ro g ra m  d o cu m e n ts

p a rt i c i p a t i n g  i n  T T X  p ro g ra m  a ct i v i t i e s (e .g .  ta b l e -to p  e xe rc i se s)

p ro vi d i n g  p ri v i l e g e d  a sse ssm e n ts a n d  a d vi ce

P ra ct i ce s/P ro ce d u re s a n d  Ed u ca t i o n /T ra i n i n g

We  o f fe r co m p re h e n si ve  p ra ct i ce s/p ro ce d u re s a n d  e d u ca t i o n / t ra i n i n g  fo r th e  u se  o f  i n fo rm a t i o n  te ch n o l o g y syste m s a n d  i n fo rm a t i o n ,  a n d  o n g o i n g
e d u ca t i o n / t ra i n i n g  o f  re l e va n t  p e rso n n e l .  T h i s i n c l u d e s:

a d vi ce  o n  l e g a l  re q u i re m e n ts a n d  re g u l a to ry g u i d a n ce ,  i n c l u d i n g  a d vi ce  re g a rd i n g  p ri va cy,  h i ri n g /e n g a g e m e n t /  o n -b o a rd i n g  o f  p e rso n n e l  a n d
m o n i to ri n g /e n fo rc i n g  co m p l i a n ce

d ra f t i n g / re vi e wi n g  p o l i c i e s a n d  p ro ce d u re s

a ssi st i n g  wi th  e d u ca t i o n / t ra i n i n g

p ro vi d i n g  a d vi ce  re g a rd i n g  m o n i to ri n g ,  ve ri f y i n g  a n d  e n fo rc i n g  co m p l i a n ce

Bu si n e ss Pa rtn e r Ri sk M a n a g e m e n t

We  a l so  a d vi se  o n  b u si n e ss p a rtn e r ri sk m a n a g e m e n t .  I t  i s i m p e ra t i ve  to  a d d re ss cyb e r ri sks i n  co n t ra cts wi th  b u si n e ss p a rtn e rs (e .g .  ve n d o rs,  su p p l i e rs,
se rv i ce  p ro vi d e rs a n d  su b co n t ra cto rs).  T h i s i s e sp e ci a l l y  t ru e  fo r b u si n e ss a rra n g e m e n ts i n vo l v i n g  t ra n sfe rs o f  re g u l a te d  i n fo rm a t i o n  (e .g .  p e rso n a l
i n fo rm a t i o n ) to  b u si n e ss p a rtn e rs,  i n c l u d i n g  i n  co n n e ct i o n  wi th  th e  u se  o f  c l o u d  se rv i ce s a n d  o th e r o u tso u rc i n g  a rra n g e m e n ts.  T h i s i n c l u d e s:

p ro vi d i n g  a d vi ce  re g a rd i n g  l e g a l  re q u i re m e n ts a n d  re g u l a to ry g u i d a n ce

p re p a ri n g  d u e  d i l i g e n ce  ch e ckl i sts



d ra f t i n g / re vi e wi n g  sta n d a rd  fo rm  p ro cu re m e n t  d o cu m e n ts a n d  sta n d a rd  fo rm  co n t ra ct  sch e d u l e s

d ra f t i n g  a n d  n e g o t i a t i n g  co n t ra cts wi th  b u si n e ss p a rtn e rs

d ra f t i n g / re vi e wi n g  i n te rn a l  p o l i c i e s a n d  p ro ce d u re s

a ssi st i n g  wi th  m o n i to ri n g  a n d  ve ri f y i n g  b u si n e ss p a rtn e r co m p l i a n ce  wi th  co n t ra ctu a l  re q u i re m e n ts

Bo a rd  a n d  Se n i o r M a n a g e m e n t  Ad vi ce

We  o f fe r ta i l o re d  a d vi ce  to  b o a rd s a n d  se n i o r m a n a g e m e n t .  As a  C-su i te  i ssu e ,  d i re cto rs a n d  o f f i ce rs a re  re sp o n si b l e  fo r e n su ri n g  th a t  th e i r
co rp o ra t i o n /o rg a n i za t i o n  p ro p e rl y  m a n a g e s cyb e r ri sks a n d  e f fe ct i ve l y re sp o n d s to  cyb e r i n c i d e n ts.  We  ca n  h e l p  e d u ca te  a n d  a d vi se  d i re cto rs a n d  se n i o r
m a n a g e m e n t  o n  h o w to  fu l f i l  t h e i r l e g a l  d u t i e s a n d  e sta b l i sh  a n  a p p ro p ri a te  d u e  d i l i g e n ce  a n d  b u si n e ss j u d g m e n t  re co rd .

Spec ial izat ions

Experience - Cyber Risk Management and Crises Management

Represen t i ng  num erous cl i en ts (i ncl ud i ng  co rpo ra t i ons opera t i ng  i n  the  f i nanci a l  se rvi ces and  re ta i l  t rade  i ndustri es) to  m anage  securi ty b reaches i nvo l vi ng  d i ffe ren t

Canad i an  j u ri sd i ct i ons,  i ncl ud i ng  i nvest i ga t i ng  the  b reaches;  act i ng  as the  con tact  fo r i n te rested  pa rt i es,  the  i nd i vi dua l s concerned ,  the  m ed i a ,  exte rna l  techn i ca l

consu l tan ts and  p ri vacy com m i ssi oners (i ncl ud i ng  the  Pri vacy Com m i ssi oner o f  Canada ,  the  A l be rta ,  Bri t i sh  Co l um b i a ,  and  On ta ri o  Pri vacy Com m i ssi oners and  the

Com m i ssi on  d 'accès à  l ' i n fo rm at i on  du  Québec);  advi si ng  regard i ng  no t i f i ca t i on  ob l i ga t i ons;  assi st i ng  i n  d ra f t i ng  l e t te rs o f  no t i f i ca t i on ;  and  genera l l y con tri bu t i ng  to

the  response  stra tegy.

Represen t i ng  va ri ous cl i en ts i n  i nvest i ga t i ons ca rri ed  ou t  by p ri vacy com m i ssi oners and  regu l a to rs,  i ncl ud i ng :

a  l ead i ng  Canad i an  cred i t  sco re  and  ana l yt i cs com pany

Compliance with Privacy & Data Protection

Compliance with privacy and data protection is inherently multifaceted. We can clarify your responsibilities and develop

forward-thinking strategies in this ever-evolving field.

Data Mapping & Gap Analysis

Your organization is built upon data. We can help manage its flow, identify potential gaps and develop targeted strategies

to reinforce your privacy compliance infrastructure and reduce the risk of a data breach.

Personal Health Information & Privacy

The information privacy and security practices of health care providers are facing growing scrutiny from regulators,

patients and clients.

Privacy & Security Breaches

Information travels faster than ever before, demanding vigilance against new and emerging threats to the security of

personal information.

Privacy Impact Assessments (PIAs)

People and organizations alike are increasingly aware of and concerned by the issues surrounding the processing of

personal information. A Privacy Impact Assessment (PIA) review offers transparency, accountability—and peace of mind. 

Privacy Regulators' Investigations

If under investigation by privacy regulators, our skilled team will guide you through the process and act as a liaison.

https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/compliance-with-privacy-date-protectio
https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/data-mapping-gap-analysi
https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/personal-health-information-privac
https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/privacy-security-breache
https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/privacy-impact-assessments-pia
https://www.blg.com/en/services/practice-areas/en/services/practice-areas/cybersecurity-privacy-data-protection/privacy-regulators-investigation


an  Am eri can  m u l t i -na t i ona l  co rpo ra t i on  t raded  on  the  New York Stock Exchange  (NYSE)

a  l eader i n  i n te rna t i ona l  fam i l y en te rta i nm en t and  i n te ract i ve  m ed i a

a  m u l t i -na t i ona l  techno l ogy com pany

vari ous f i nanci a l  i nst i tu t i ons

Conduct i ng  p ri vacy i m pact  assessm ents and  eva l ua t i ng  ri sks connected  wi th  the  m anagem ent o f  pe rsona l  i n fo rm at i on ,  desi gn i ng  pe rsona l  i n fo rm at i on  p ro tect i on

p rog ram s adap ted  to  the  needs and  ri sks faced  by the  cl i en t ,  and  assi st i ng  i n  i m p l em ent i ng  those  p rog ram s fo r va ri ous cl i en ts,  i ncl ud i ng  fo r:

an  Am eri can  m u l t i -na t i ona l  co rpo ra t i on  t raded  on  the  NASDAQ stock exchange ,  speci a l i zi ng  i n  In te rne t-re l a ted  p roducts and  se rvi ces

a  Canad i an  cab l e  and  b roadcast i ng  te l ecom m un i ca t i ons com pany

a  l ead i ng  f i rm  tha t  deve l ops,  m anu factu res,  m arke ts and  d i st ri bu tes a  vast  a rray o f  generi c p roducts fo r the  re ta i l  pha rm aceu t i ca l  i ndustry

a  l ead i ng  Canad i an  f i n tech  com pany

Conduct i ng  p ri vacy aud i ts,  i ncl ud i ng  by studyi ng  pe rsona l  i n fo rm at i on  f l ows i n  com pan i es and  the i r subsi d i a ri es ("da ta  m app i ng" ),  conduct i ng  "gap  ana l ysi s" ,  focusi ng

on  p ract i ces connected  wi th  p ri vacy po l i ci es and /o r app l i cab l e  p ri vacy sta tu tes,  fo r va ri ous cl i en ts i ncl ud i ng :

one  o f  the  l a rgest  re ta i l e rs i n  Canada ;

a  l ead i ng  consum er p roducts com pany

a  l ead i ng  com pany i n  the  re ta i l  pha rm aceu t i ca l  i ndustry

Provi d i ng  t ra i n i ng  and  educa t i on  se rvi ces and  deve l op i ng  t ra i n i ng  and  educa t i on  p rog ram s dea l i ng  wi th  com p l i ance  wi th  p ri vacy and  cybersecuri ty l aws fo r em p l oyees

who  m anage  custom ers' o r em p l oyees' pe rsona l  i n fo rm at i on ,  l ega l  departm en ts (i ncl ud i ng  sta ff  responsi b l e  fo r com p l i ance),  as we l l  as sa l es,  m arke t i ng ,  hum an

resources and  i n fo rm at i on  techno l ogy team s, fo r cl i en ts i ncl ud i ng :

one  o f  the  l a rgest  f i nanci a l  i nst i tu t i ons i n  Canada

one  o f  the  l a rgest  au tom ob i l e  m anu factu re rs

one  o f  the  l a rgest  supp l i e rs o f  ou tsourci ng  se rvi ces

a  Canad i an  l eader i n  consum er p roducts

Nego t i a t i ng  key busi ness pa rtne r ag reem ents fo r num erous cl i en ts i n  va ri ous i ndustry secto rs (i ncl ud i ng  re ta i l e rs,  te l ecom m un i ca t i ons se rvi ce  p rovi de rs,  f i nanci a l

i nst i tu t i ons and  In te rne t  busi nesses) tha t  address cyber ri sk m anagem ent i ssues,  i ncl ud i ng :

st ra teg i c pa rtne rsh i p  ag reem ents

techno l ogy ou tsourci ng  ag reem ents

cl oud  se rvi ces ag reem ents

da ta  shari ng  ag reem ents

Experience - Cyber Li tigation and Class Actions

Represen t i ng  a  f i nanci a l  se rvi ces regu l a to r nam ed as a  de fendan t  i n  a  cl ass act i on  resu l t i ng  f rom  the  l oss o f  pe rsona l  i n fo rm at i on  con ta i ned  on  a  po rtab l e  com pute r.



We successfu l l y ob ta i ned  a  d i sm i ssa l  o f  the  cl ass act i on .

Represen t i ng  a  m a j o r au tom ob i l e  f i nanci ng  com pany nam ed as a  de fendan t  i n  a  cl ass act i on  resu l t i ng  f rom  the  l oss o f  a  da ta  tape  tha t  con ta i ned  pe rsona l

i n fo rm at i on .  We successfu l l y ob ta i ned  a  d i sm i ssa l  o f  the  cl ass act i on .

Represen t i ng  Goog l e  as a  de fendan t  i n  a  po ten t i a l  p ri vacy cl ass act i on  (now a t  the  p re -ce rt i f i ca t i on  stage) on  beha l f  o f  pe rsons whose  e l ectron i c da ta  was a l l eged l y

t ransm i t ted  ove r an  unsecured  wi re l ess i n te rne t  connect i on  and  whose  pe rsona l  i n fo rm at i on  was a l l eged l y i n te rcep ted .

Represen t i ng  Be l l  Canada  i n  a  p ri vacy cl ass act i on  on  beha l f  o f  In te rne t  subscri be rs regard i ng  Be l l 's a l l eged  p ract i ce  o f  de l i be ra te l y sl owi ng  down consum er se rvi ces

duri ng  peak hours i n  an  a t tem pt to  favour busi ness use rs and  a l l eged  use  o f  "deep  packe t  i nspect i on "  techno l ogy to  access and  co l l ect  the  con ten t  o f  m essages sen t

usi ng  Be l l 's se rvi ce .

Represen t i ng  the  Investm en t Industry Regu l a to ry Organ i za t i on  o f  Canada  (I IROC) i n  a  p ri vacy cl ass act i on  regard i ng  an  i nci den t  i nvo l vi ng  the  l oss o f  an  unencryp ted

l ap top  con ta i n i ng  the  f i nanci a l  i n fo rm at i on  o f  m ore  than  52 ,000  b roke rage  f i rm  cl i en ts we  successfu l l y ob ta i ned  a  d i sm i ssa l  o f  the  cl ass act i on .

Represen t i ng  num erous hosp i ta l s and  hea l thca re  i nst i tu t i ons faci ng  po ten t i a l  o r actua l  cl a i m s re l a t i ng  to  unau tho ri zed  use  o r d i scl osu re  o f  hea l thca re  i n fo rm at i on ,

rang i ng  f rom  sm a l l  i nd i vi dua l  b reaches and  l a rge  si tua t i ons i nvo l vi ng  l oss o r the f t  o f  da ta  sto rage  devi ces.

Represen t i ng  a  l ead i ng  New York-based  b roke r-dea l e r p rosecu t i ng  an  act i on  to  ob ta i n  em ergency i n j unct i ve  re l i e f  aga i nst  a  com pute r ne twork se rvi ce  p rovi de r tha t

re fused  to  p rovi de  adm i n i st ra t i ve  passwords necessary fo r access to  essen t i a l  funct i ons such  as em a i l  and  the  ab i l i ty to  p ri n t .

Ob ta i n i ng  ci vi l  sea rch  o rde rs fo r US and  Canad i an  sa te l l i te  te l evi si on  b roadcaste rs whose  copyri gh ted  te l evi si on  si gna l s were  be i ng  p i ra ted ,  i n  o rde r to  se i ze  com pute r

se rve rs and  i den t i fy wrongdoers.

Ob ta i n i ng  equ i tab l e  d i scovery o rde rs fo r a  cl i en t  fo l l owi ng  the  the f t  o f  i ts con f i den t i a l  i n fo rm at i on  tha t  appeared  on  a  websi te  i n  o rde r to  requ i re  the  In te rne t  se rvi ce

p rovi de r to  d i scl ose  IP addresses o f  the  wrongdoers.

Ob ta i n i ng  an  extrao rd i na ry m anda to ry i n j unct i on  to  requ i re  an  In te rne t  host i ng  se rvi ce  p rovi de r to  shu t  down se rve rs be i ng  used  to  faci l i ta te  the  g l oba l  the f t  o f

copyri gh ted  works vi a  the  i n te rne t .

Ob ta i n i ng  an  extrao rd i na ry m anda to ry i n j unct i on  to  requ i re  a  po i n t-o f-sa l e  se rvi ce  p rovi de r to  rem ove  f rom  a  na t i ona l  re ta i l e r's po i n t-o f-sa l e  system  an  unau tho ri zed

l ock desi gned  to  d i sab l e  the  system  i f  d i spu ted  fees were  no t  pa i d .

Represen t i ng  a  hea l thca re  i nst i tu t i on  i n  a  p ri vacy cl ass act i on  by hosp i ta l  em p l oyees b rough t  under the  " i n t rusi on  upon  secl usi on"  b reach  o f  p ri vacy to rt  i n  a  case  tha t

i s expected  to  de f i ne  the  pa ram ete rs o f  th i s new to rt .

Represen t i ng  a  hosp i ta l  i n  two  p roposed  p ri vacy cl ass act i ons a l l eg i ng  tha t  hosp i ta l  em p l oyees i m properl y accessed  new-m other con tact  de ta i l s and  so l d  tha t

i n fo rm at i on  to  pe rsons se l l i ng  RESPs.

Represen t i ng  a  Canad i an  bank be i ng  sued  fo r the  cri m i na l  act i ons o f  a  rogue  em p l oyee  a l l eged  to  have  b reached  the  p ri vacy o f  bank custom ers by accessi ng

e l ectron i ca l l y sto red  i n fo rm at i on .

Related Experti se

I n f o rm a t i o n  Te ch n o l o g y

https://www.blg.com/en/services/practice-areas/en/services/practice-areas/information-technolog
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