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ARTICLE

CRTC Issues its First Penalty Against a CEO for Violating Canada's Anti-Spam
Legislation

On Apri l  23 ,  2019 ,  the  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  (CRT C) i ssued  Com p l i ance  and  En fo rcem ent Deci si on  2019-
111 ,  i m posi ng  an  adm i n i st ra t i ve  pena l ty o f  $100 ,000  on  Bri an  Con l ey — the  Presi den t  and  Ch i e f  Execu t i ve  Off i ce r o f  nCrowd — fo r i n f ri ng i ng  consen t
and  unsubscri be  requ i rem en ts under Canada 's An t i -Spam  Leg i sl a t i on  (CASL).

CASL

CASL crea tes a  com prehensi ve  reg i m e  o f  o ffences,  en fo rcem ent m echan i sm s and  po ten t i a l l y seve re  pena l t i es desi gned  to  p roh i b i t  unso l i ci ted  o r
m i sl ead i ng  com m erci a l  e l ectron i c m essages (CEM s),  the  unau tho ri zed  com m erci a l  i nsta l l a t i on  and  use  o f  com pute r p rog ram s on  ano the r pe rson ’s
com pute r system  and  o the r fo rm s o f  on l i ne  f raud .  Fo r m ore  background  i n fo rm at i on  on  CASL, p l ease  see  ou r ea rl i e r bu l l e t i n.

The nCrowd Decision

Fo l l owi ng  the  acqu i si t i on  o f  Couch  Com m erce ’s asse ts,  wh i ch  i ncl uded  an  em a i l  d i st ri bu t i on  l i st ,  nCrowd Inc. ,  nCrowd L i m i ted  and  nCrowd Com m erce
Inc.  (nCrowd) sen t  246  em a i l s p rom ot i ng  p roducts o r se rvi ces o ffe red  by va ri ous m erchan ts th rough  i ts p l a t fo rm  to  reci p i en ts l oca ted  i n  Canada  — up  to
fou r em a i l s pe r day fo r som e — over an  e i gh t-m on th  pe ri od .  nCrowd ceased  i ts opera t i ons and  d i sso l ved  i n  the  m on ths tha t  fo l l owed . T he  CRT C hence
pursued  the  p resi den t  and  CEO i n  o rde r to  encourage  fu tu re  com p l i ance  wi th  CASL.

T he  CRT C i nvest i ga t i on  revea l ed  tha t  nCrowd and  i ts CEO fa i l ed  to  dem onstra te  the  steps they took,  i f  any,  to  ensure  they had  ob ta i ned  the  exp ress o r
i m p l i ed  consen t  o f  Canad i an  reci p i en ts to  send  p rom ot i ona l  em a i l s to  the  addresses i ncl uded  on  i ts acqu i red  l i st .  T he  deci si on  a l so  h i gh l i gh ts tha t
nCrowd vi o l a ted  the  unsubscri be  requ i rem en ts o f  CASL .

In te rest i ng l y,  the  Com m i ssi on  no tes i n  i ts deci si on  tha t  the  l i st ,  wh i ch  con ta i ned  m ore  than  1 .5  m i l l i on  em a i l  add resses,  i ncl uded  em a i l  add resses
typ i ca l l y rese rved  fo r techn i ca l  support  and  websi te  m anagem ent o f  m a j o r com pan i es,  m aki ng  i t  l i ke l y tha t  such  addresses were  m ade  ava i l ab l e  on l i ne
ra the r than  vo l un ta ri l y p rovi ded  by i nd i vi dua l s i n te rested  i n  Couch  Com m erce /nCrowd ’s p roducts and  se rvi ces.

T he  CRT C concl uded  tha t ,  i n  acco rdance  wi th  sect i on  31  o f  CASL , the  CEO o f  nCrowd m ust  be  he l d  pe rsona l l y responsi b l e  fo r the  vi o l a t i ons
com m i t ted  by the  com pany si nce  he  had  acqu i esced  to  such  vi o l a t i ons (i .e . ,  ag reed  to  them  “taci t l y,  si l en t l y,  passi ve l y o r wi thou t  p ro test”).  Gi ven  the
key ro l e  the  CEO p l ayed  i n  the  acqu i si t i on  o f  Couch  Com m erce ’s asse ts,  the  Com m i ssi on  m akes i t  cl ea r tha t  he  had  to  ensure  pe rsona l l y tha t  such
veri f i ca t i ons were  m ade  p ri o r to  l aunch i ng  the  o rgan i za t i on ’s d i rect  m arke t i ng  cam pa i gns.  T he  fact  tha t  he  had  resi gned  f rom  h i s posi t i on  was
consi de red  i rre l evan t  si nce  the  vi o l a t i ons occu rred  wh i l e  he  was a  CEO and  had  knowl edge  o f  sam e.

T he  CRT C f i xed  the  am oun t o f  the  pena l ty to  $100 ,000 ,  taki ng  i n to  accoun t  the  se ri ousness o f  the  vi o l a t i ons and  the  fact  tha t  i ts CEO, whose  pe rsona l
ne t  worth  exceeded  $1m i l l i on ,  con t i nued  to  be  i nvo l ved  i n  nCrowd ’s asse ts a f te r i ts d i sso l u t i on .

Key Takeaways for Corporate and Commercial Transactions

T he  nCrowd deci si on  con ta i ns key l ea rn i ngs fo r o rgan i za t i ons i nvo l ved  i n  the  acqu i si t i on  o f  i n tang i b l e  asse ts tha t  i ncl ude  em a i l  d i st ri bu t i on  l i sts.

1 .  Consen t  due  d i l i gence

Organ i za t i ons acqu i ri ng  cu rren t  o r po ten t i a l  custom ers’ em a i l  add resses m ust  conduct  aud i ts o f  such  l i sts to  ensure  tha t  the  se l l e r has ob ta i ned  va l i d
and  accura te  consen t .  Incl usi on  i n  such  l i sts o f  generi c em a i l  add ress tha t  a re  typ i ca l l y used  fo r techn i ca l  support ,  websi te  m anagem ent,  genera l
i n fo rm at i on  o r o the r co rpo ra te  funct i ons shou l d  be  t rea ted  as red  f l ags,  i nd i ca t i ng  tha t  the  consen t  l i st  m ay no t  be  va l i d .

2 .  Corpora te  o ff i ce rs’ ob l i ga t i ons

Pri o r to  usi ng  acqu i red  em a i l  d i st ri bu t i on  l i sts to  send  com m erci a l  e l ectron i c m essages,  co rpo ra te  o ff i ce rs i n  cha rge  o f  t ransact i ons i nvo l vi ng  the
acqu i si t i on  o f  such  l i sts shou l d  pe rsona l l y ensure  tha t  posi t i ve  steps a re  taken  to  ve ri fy tha t  p roper consen ts to  rece i vi ng  CEM  were  ob ta i ned  by the
se l l e r and  tha t  such  consen ts a re  b road  enough  to  encom pass em a i l i ng  act i vi t i es to  be  conducted  a f te r the  acqu i si t i on .  Such  steps m ust  a l so  be
docum ented  i n  wri t i ng .

3 .  Represen ta t i ons and  warran t i es

Represen ta t i ons and  warran t i es o f  the  se l l e r i n  pu rchase  ag reem ents m ust  i ncl ude  cl ea r l anguage  regard i ng  com p l i ance  wi th  CASL, no tab l y regard i ng
the  va l i d i ty and  accuracy o f  the  consen t  to  rece i vi ng  CEM  by reci p i en ts i ncl uded  i n  em a i l  d i st ri bu t i on  l i sts.

4 .  Rem ed i es

Where  the re  i s uncerta i n ty abou t  the  va l i d i ty o f  consen ts i ncl uded  i n  acqu i red  em a i l  d i st ri bu t i on  l i sts,  buyers shou l d  consi de r i ncl ud i ng  rem ed i es
addressi ng  i n f ri ngem ent o f  CASL i n  the i r pu rchase  ag reem ent.  Speci f i ca l l y,  to  address the  ri sk o f  i nso l vency/d i sso l u t i on  o f  the  se l l e r post-cl osi ng  (wh i ch
happened  i n  the  nCrowd case),  such  rem ed i es cou l d  i ncl ude  — fo r i nstance  — p ri ce  co rrect i on  m echan i sm s and  p l aci ng  a  po rt i on  o f  the  pu rchase  p ri ce
i n  escrow.
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 nCrowd sen t  seve ra l  CEM s wh i ch  con ta i ned  unsubscri be  l i nks tha t  were  no t  funct i on i ng ,  o r d i d  no t  p rocess op t-ou t  requests wi th i n  the  10  busi ness days
de l ay requ i red  by l aw. In  som e i nstances,  fu rthe r act i on  was requ i red  f rom  reci p i en ts to  com p l e te  the i r unsubscri be  request ,  i n  vi o l a t i on  o f  the
requ i rem en ts se t  fo rth  i n  CASL, the  E l ectron i c Com m erce  Pro tect i on  Regu l a t i ons (CRT C) and  Te l ecom  Regu l a to ry Po l i cy 2012-183 .

CASL, a rt .  31 :  “An  o ff i ce r,  d i recto r,  agen t  o r m anda ta ry o f  a  co rpo ra t i on  tha t  com m i ts a  vi o l a t i on  i s l i ab l e  fo r the  vi o l a t i on  i f  they d i rected ,  au tho ri zed ,
assen ted  to ,  acqu i esced  i n  o r pa rt i ci pa ted  i n  the  com m i ssi on  o f  the  vi o l a t i on ,  whe the r o r no t  the  co rpo ra t i on  i s p roceeded  aga i nst . ”

By:  E l i sa  Henry
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