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ARTICLE

Canadian Internet Law Update - 2015
T h i s paper sum m ari zes se l ected  deve l opm ents i n  Canad i an  In te rne t  l aw du ri ng  2015 .  In te rne t  l aw i s a  vast  a rea  tha t  con t i nues to  deve l op  rap i d l y.
Re fe rence  to  cu rren t  l eg i sl a t i on ,  regu l a to ry po l i ci es,  and  gu i de l i nes and  case  l aw i s essen t i a l  fo r anyone  addressi ng  these  i ssues i n  p ract i ce .

Trademarks

Keyword  Advert i si ng

Vancouver Commun i ty Co l l ege  v.  Vancouver Career Co l l ege  (Burnaby) Inc.,  2015  BCSC 1470 ,  i nvo l ved  a  d i spu te  ove r the  de fendan t 's advert i si ng  and
prom ot i on  o f  educa t i ona l  se rvi ces i n  com pet i t i on  wi th  the  p l a i n t i f f 's educa t i ona l  se rvi ces.  T he  p l a i n t i f f  cl a i m ed  tha t  the  de fendan t  m i srep resen ted  the
de fendan t 's educa t i ona l  se rvi ces as those  o f  the  p l a i n t i f f  by usi ng  ce rta i n  te rm s (i ncl ud i ng  the  p l a i n t i f f 's t rade  nam e) as keywords fo r advert i si ng  on
In te rne t  sea rch  si tes and  by usi ng  the  "VCCo l l ege .ca"  dom a i n  nam e. T he  p l a i n t i f f  a l l eged  passi ng  o ff ,  and  a rgued  tha t  the  de fendan t 's keyword
advert i si ng  caused  i n i t i a l  i n te rest  con fusi on .  T he  court  he l d  tha t ,  fo r the  pu rpose  o f  assessi ng  a  l i ke l i hood  o f  con fusi on ,  the  re l evan t  “f i rst  i m pressi on ”
occurs when  an  i nd i vi dua l  usi ng  an  In te rne t  sea rch  si te  accesses a  l i sted  websi te .  T he  court  reasoned  tha t  an  In te rne t  use r understands tha t  i t  i s
necessary to  vi ew a  websi te  to  de te rm i ne  who  owns the  si te ,  and  i t  i s a t  tha t  po i n t  when  the  re l evan t  f i rst  i m pressi on  i s m ade . T he  court  concl uded  tha t
the  de fendan t 's use  o f  the  p l a i n t i f f 's t rade  nam e as advert i si ng  keywords d i d  no t  cause  con fusi on .  T he  court  a l so  he l d  tha t  the  evi dence  d i d  no t  support
the  p l a i n t i f f 's a l l ega t i on  tha t  the  de fendan t 's use  o f  the  "VCCo l l ege .ca"  dom a i n  nam e caused  con fusi on .

T radem arks i n  M e ta tags

Red Labe l  Vaca t i ons Inc.  v.  411  Trave l  Buys L td .,  2015  FCA 290 ,  d i sm i ssi ng  appea l  f rom  2015  FC 19 ,  i nvo l ved  a  d i spu te  ove r the  de fendan t 's l i m i ted
dura t i on  use  i n  i ts t rave l  busi ness websi te  o f  m e ta tags (t i t l es,  descri p t i ons,  and  keywords,  i ncl ud i ng  the  p l a i n t i f f 's t radem arks) i nadverten t l y cop i ed  f rom
the  p l a i n t i f f 's t rave l  busi ness websi te .  T he  p l a i n t i f f  cl a i m ed  tha t  the  de fendan t 's use  o f  the  cop i ed  m eta tags const i tu ted  copyri gh t  i n f ri ngem ent
(d i scussed  be l ow),  t radem ark i n f ri ngem ent,  passi ng  o ff ,  and  depreci a t i on  o f  goodwi l l  i n  reg i ste red  t radem arks.

T he  t ri a l  j udge  he l d  tha t  the  use  o f  the  cop i ed  m eta tags,  wh i ch  were  no t  vi si b l e  to  websi te  use rs,  d i d  no t  crea te  a  l i ke l i hood  o f  con fusi on  requ i red  fo r a
successfu l  t radem ark i n f ri ngem ent o r passi ng  o ff  cl a i m . T he  t ri a l  j udge  he l d  tha t  the  concep t  o f  “i n i t i a l  i n te rest  con fusi on ” was no t  app l i cab l e  because ,
wh i l e  m e ta tags m ay i n f l uence  In te rne t  sea rch  resu l ts,  those  resu l ts p resen t  sea rchers wi th  a  cho i ce  o f  l i nks to  websi tes,  ra the r than  d i rect i ng  searchers to
a  pa rt i cu l a r websi te ,  and  each  searcher re ta i ns the  ab i l i ty to  choose  wh i ch  websi te  to  access and  wh i ch  websi te  to  use  to  pu rchase  goods o r se rvi ces.
T he  t ri a l  j udge  reasoned  tha t  t radem ark i n f ri ngem ent and  passi ng  o ff  requ i re  con fusi on  as to  the  source  o f  the  goods o r se rvi ces advert i sed  on  a
websi te .  Fo r those  reasons,  the  t ri a l  j udge  he l d  tha t  the  use  o f  a  com pet i to r's t radem ark o r t rade  nam e i n  m e ta tags does no t ,  by i tse l f ,  const i tu te  a  basi s
fo r the  l i ke l i hood  o f  con fusi on  requ i red  fo r passi ng  o ff  o r t radem ark i n f ri ngem ent.  T he  t ri a l  j udge  no ted  tha t  the  de fendan t 's websi te  was cl ea rl y
i den t i f i ed ,  and  the re  was no  l i ke l i hood  o f  decep t i on  as to  the  source  o f  the  advert i sed  se rvi ces.  T he  t ri a l  j udge  he l d  tha t  use  o f  t radem arks i n  non-
vi si b l e  m e ta tags d i d  no t  support  a  f i nd i ng  o f  depreci a t i on  o f  goodwi l l .  T he  p l a i n t i f f  appea l ed .

T he  court  o f  appea l  d i sm i ssed  the  appea l ,  p ri m ari l y on  the  basi s tha t  the  p l a i n t i f f  fa i l ed  to  dem onstra te  tha t  the  t ri a l  j udge  m ade  any pa l pab l e  and
overri d i ng  e rro r i n  h i s de te rm i na t i ve  f i nd i ngs.  Neverthe l ess,  the  court  o f  appea l  a t tem pted  to  l i m i t  the  scope  o f  the  t ri a l  j udge 's ru l i ng  regard i ng
m eta tags.  T he  court  m a j o ri ty exp ressed  the  vi ew (a t  pa ra .  22 ) tha t  " . . . i n  som e si tua t i ons,  i nse rt i ng  a  reg i ste red  t rade-m ark (o r a  t rade-m ark tha t  i s
con fusi ng  wi th  a  reg i ste red  t radem ark) i n  a  m e ta tag  m ay const i tu te  advert i si ng  o f  se rvi ces tha t  wou l d  g i ve  ri se  to  a  cl a i m  fo r i n f ri ngem ent. . . " .  T he
concurri ng  court  o f  appea l  j ust i ce  sta ted  (a t  pa ra .  45 ):  "T he  exten t  to  wh i ch  a  t radem ark m ay be  used  i n  m e ta tags wi thou t  i n f ri ng i ng  the  t radem ark i s,  o f
necessi ty,  fact  speci f i c.  T hese  reasons ough t  no t  to  be  read  as endorsi ng  the  Judge 's rem arks re l a t i ng  to  ' i n i t i a l  i n te rest  con fusi on ' o r as endorsi ng  eve ry
a l te rna te  basi s on  wh i ch  the  Judge  d i sm i ssed  the  act i on " .

In f ri ng i ng  Dom a i n  Nam e

Bri t i sh  Co l umb i a  Recrea t i on  and  Parks Assn .  v.  Zakhari a,  2015  BCSC 1650 ,  i nvo l ved  a  d i spu te  a ri si ng  f rom  the  te rm i na t i on  o f  the  de fendan t 's
m em bersh i p  i n  the  p l a i n t i f f  Associ a t i on .  T he  de fendan t  used  the  In te rne t  to  m a l evo l en t l y a t tack and  de fam e the  p l a i n t i f f  and  i ts ch i e f  execu t i ve  o ff i ce r.
T he  de fendan t  a l so  reg i ste red  and  used  the  In te rne t  dom a i n  nam e BCf i t .ca ,  wh i ch  i nco rpo ra ted  the  p l a i n t i f f 's reg i ste red  t radem ark BCFIT,  fo r a  websi te
used  to  cri t i ci ze  the  p l a i n t i f f  associ a t i on .  T he  p l a i n t i f f  sued  fo r de fam at i on ,  i n j u ri ous fa l sehood ,  consp i racy to  i n j u re ,  fa l se  rep resen ta t i ons to  the
pub l i c,  t radem ark i n f ri ngem ent,  and  passi ng  o ff .  T he  p l a i n t i f f  was successfu l  i n  a l l  o f  i ts cl a i m s.  Regard i ng  the  t radem ark i n f ri ngem ent and  passi ng  o ff
cl a i m s,  the  court  he l d  tha t  the  de fendan t  had  used  the  BCf i t .ca  dom a i n  nam e to  m i srep resen t  and  con fuse  In te rne t  use rs and  to  crea te  con fusi on  abou t
the  p l a i n t i f f  and  i ts even ts.  T he  court  awarded  the  p l a i n t i f f  $18 ,000  as dam ages fo r passi ng  o ff  and  t radem ark i n f ri ngem ent and  o rde red  the  de fendan t
to  t ransfe r the  i n f ri ng i ng  dom a i n  nam e to  the  p l a i n t i f f .

Copyright

Copyri gh t  Act  Am endm ents — No t i ce  and  No t i ce  Reg i m e

Copyri gh t  Act,  ss.  41 .25 ,  41 .26  and  41 .27 (3 ),  wh i ch  i m p l em ent a  "no t i ce  and  no t i ce "  reg i m e  fo r In te rne t  copyri gh t  i n f ri ngem ent,  cam e i n to  fo rce  on
January 2 ,  2015 .  T he  reg i m e  p rovi des a  m echan i sm  fo r copyri gh t  owners to  g i ve  a  p rescri bed  fo rm  o f  no t i ce  o f  In te rne t-re l a ted  copyri gh t  i n f ri ngem ent
cl a i m s to  ce rta i n  In te rne t  i n te rm ed i a ri es (In te rne t  se rvi ce  p rovi de rs,  d i g i ta l  m em ory/sto rage  p rovi de rs,  and  search  eng i ne  p rovi de rs),  who  a re  requ i red  to
respond  to  a  no t i ce  i n  a  speci f i ed  m anner o r face  l i ab i l i ty.

Ta ri f f  24  Roya l t i es fo r Ri ng tone  Down l oads

Rogers Commun i ca t i ons Partne rsh i p  v.  Soci e ty o f  Composers,  Au tho rs and  Musi c Pub l i she rs o f  Canada,  2015  FC286 , i nvo l ved  a  renewed  cha l l enge  to
the  va l i d i ty o f  Ta ri f f  24  estab l i shed  by the  Copyri gh t  Board  o f  Canada ,  wh i ch  requ i res the  paym ent o f  roya l t i es i n  respect  o f  ri ng tone  down l oads to  the
de fendan t  soci e ty (wh i ch  co l l ects and  d i st ri bu tes roya l t i es fo r pub l i c pe rfo rm ances o f  works on  beha l f  o f  com posers,  au tho rs,  and  pub l i she rs).  T he
p l a i n t i f fs had  p revi ousl y unsuccessfu l l y cha l l enged  the  Tari f f ,  and  had  pa i d  roya l t i es under the  Tari f f  fo r m any years.  A f te r the  Suprem e Court  o f
Canada  de te rm i ned  i n  2012  tha t  the  In te rne t  de l i ve ry o f  down l oads o f  m usi ca l  works and  down l oads o f  vi deo  gam es con ta i n i ng  m usi ca l  works d i d  no t
const i tu te  the  com m un i ca t i on  o f  those  works to  the  pub l i c by te l ecom m un i ca t i on  (Rogers Commun i ca t i ons Inc.  v.  Soci e ty o f  Composers,  Au tho rs and
Musi c Pub l i she rs o f  Canada,  2012  SCC 35  and  Ente rta i nmen t So f tw are  Associ a t i on  v.  Soci e ty o f  Composers,  Au tho rs and  Musi c Pub l i she rs o f  Canada,
2012  SCC 34),  the  p l a i n t i f fs stopped  payi ng  roya l t i es and  renewed  the i r cha l l enge  to  the  Tari f f .  Fo l l owi ng  the  Suprem e Court  deci si ons,  the  court  he l d
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tha t  the  In te rne t  t ransm i ssi on  o f  a  ri ng tone  down l oad  const i tu tes a  rep roduct i on ,  ra the r than  a  com m un i ca t i on ,  o f  the  ri ng tone .  Fo r tha t  reason ,  the
court  he l d  tha t  the  Tari f f  becam e unen fo rceab l e  a f te r the  2012  Suprem e Court  o f  Canada  deci si ons,  bu t  the  de fendan t  soci e ty was no t  requ i red  to
re fund  roya l t i es pa i d  be fo re  the  Suprem e Court  o f  Canada  deci si ons.

Cop i ed  M eta tags

Red Labe l  Vaca t i ons Inc.  v.  411  Trave l  Buys L td .,  2015  FCA 290  d i sm i ssi ng  appea l  f rom  2015  FC 19 ,  i nvo l ved  a  d i spu te  ove r the  de fendan t 's l i m i ted
dura t i on  use  i n  i ts t rave l  busi ness websi te  o f  m e ta tags (t i t l es,  descri p t i ons,  and  keywords) i nadverten t l y cop i ed  f rom  the  p l a i n t i f f 's t rave l  busi ness
websi te .  T he  p l a i n t i f f  cl a i m ed  tha t  the  de fendan t 's use  o f  the  cop i ed  m eta tags const i tu ted  copyri gh t  i n f ri ngem ent as we l l  as t radem ark i n f ri ngem ent,
passi ng  o ff  and  depreci a t i on  o f  goodwi l l  i n  reg i ste red  t radem arks (d i scussed  above).  T he  t ri a l  j udge  he l d  tha t  the  p l a i n t i f f 's m e ta tags were  no t
su ff i ci en t l y o ri g i na l  to  be  p ro tected  by copyri gh t ,  the re  had  no t  been  a  substan t i a l  copyi ng  i n  any even t  (the  cop i ed  m eta tags were  f rom  on l y 48  pages
o f  approxi m a te l y 180 ,000  pages o f  the  p l a i n t i f f 's websi te ),  and  the  i nnocen t  i n f ri ngem ent wou l d  have  j ust i f i ed  on l y i n j unct i ve  re l i e f .  T he  court  o f
appea l  d i sm i ssed  the  p l a i n t i f f 's appea l  on  the  basi s tha t  the  p l a i n t i f f  fa i l ed  to  dem onstra te  tha t  the  t ri a l  j udge  m ade  any pa l pab l e  and  ove rri d i ng  e rro r
i n  the  de te rm i na t i ve  f i nd i ng  tha t  the  p l a i n t i f f 's m e ta tags were  no t  su ff i ci en t l y o ri g i na l  to  be  p ro tected  by copyri gh t .

Ci rcum ven t i on  o f  Techno l og i ca l  Pro tect i on  M easures

1395804  On ta ri o  L td .  (B l ackl ock's Reporte r) v.  Canad i an  Vi n tne rs Assn .,  2015  CanL I I  65885  (ONSCSM ),  i nvo l ved  a  sm a l l  cl a i m s court  l awsu i t  ove r the
de fendan t 's unau tho ri zed  access to  and  d i st ri bu t i on  o f  the  p l a i n t i f f 's paywa l l -p ro tected  a rt i cl e  ava i l ab l e  on l i ne  to  subscri p t i on  custom ers on l y.  T he
art i cl e  was o f  i n te rest  to  the  de fendan t ,  bu t  i nstead  o f  payi ng  a  m odest  subscri p t i on  fee  fo r the  a rt i cl e  the  de fendan t  ob ta i ned  a  copy o f  the  a rt i cl e  f rom
a payi ng  subscri be r,  con tra ry to  the  p l a i n t i f f 's websi te  te rm s and  cond i t i ons o f  use .  T he  court  he l d  tha t  the  de fendan t  had  ob ta i ned  a  copy o f  the  a rt i cl e
i n  vi o l a t i on  o f  Copyri gh t  Act  s.  41 .1 (1 ),  wh i ch  p roh i b i ts ci rcum ven t i on  o f  a  techno l og i ca l  p ro tect i on  m easure  (the  paywa l l ) tha t  con tro l s access to  a
copyri gh t-p ro tected  work.  T he  court  he l d  tha t  the  de fence  o f  fa i r dea l i ng  was no t  ava i l ab l e  to  the  de fendan t  because  i t  ob ta i ned  a  copy o f  the  a rt i cl e  i n
vi o l a t i on  o f  Copyri gh t  Act  s.  41 .1 (1 ) and  i n  ci rcum stances i n  wh i ch  the  dea l i ng  was no t  " fa i r" .  T he  court  awarded  the  p l a i n t i f f  com pensa to ry dam ages
equ i va l en t  to  a  one-year subscri p t i on  fo r an  i nst i tu t i ona l  l i censee  ($11 ,470),  $2 ,000  as pun i t i ve  dam ages,  i n te rest ,  and  costs.

Contracts

Em ai l  No t i ce  o f  Con tract  Te rm i na t i on

Muhammad v.  Can l anka  Ven tu res L td .,  2015  ABQB 145 ,  i nvo l ved  a  d i spu te  ove r the  de fendan ts'  re fusa l  to  com p l e te  a  resi den t i a l  p roperty t ransact i on .
T he  de fendan ts asse rted  tha t  an  em a i l  exchange  had  te rm i na ted  the  t ransact i on ,  and  re l i ed  on  the  El ectron i c Transact i ons Act  (A l be rta ) to  support  the
a rgum ent tha t  te rm i na t i on  no t i ce  by em a i l  was va l i d .  T he  court  re j ected  the  de fendan ts'  asse rt i on  on  the  basi s tha t  the  substance  o f  the  em a i l s d i d  no t
te rm i na te  the  t ransact i on .  T he  court  a l so  he l d  tha t  an  em a i l  cou l d  no t  qua l i fy as a  va l i d  te rm i na t i on  no t i ce  under the  pu rchase  con tract ,  wh i ch
expressl y speci f i ed  tha t  con tractua l  no t i ces m ust  be  i n  wri t i ng  and  de l i ve red  i n  pe rson  o r de l i ve red  o r faxed  to  a  speci f i ed  address.  T he  court  exp ressed
doub t  tha t  the  e l ectron i c equ i va l ency p rovi si ons o f  the  Act  were  app l i cab l e  because  s.  8  o f  the  Act  p rovi des tha t  consen t  i s necessary i n  o rde r to
p rovi de  o r accep t  i n fo rm at i on  o r a  reco rd  i n  e l ectron i c fo rm  and  i t  was no t  reasonab l e  to  i n fe r consen t  to  em a i l  no t i ces where  the  re l evan t  con tract
con ta i ns a  cl ea r no t i ce  p rovi si on  tha t  does no t  con tem p l a te  no t i ce  by em a i l .

Sponsorsh i p  Agreem ent M ade  by Em a i l s

Vancouver Canucks L i mi ted  Partne rsh i p  v.  Canon  Canada  Inc.,  2015  BCCA 144 ,  d i sm i ssi ng  appea l  f rom  2013  BCSC 866 ,  i nvo l ved  a  d i spu te  ove r an
a l l eged  sponsorsh i p  ag reem ent.  T he  pa rt i es engaged  i n  nego t i a t i ons fo r the  renewa l  o f  an  equ i pm en t supp l y ag reem ent and  a  re l a ted  sponsorsh i p
agreem ent th rough  d i scussi ons con f i rm ed  by em a i l  co rrespondence  tha t  re fe rred  to  the  te rm s o f  the  p revi ous ag reem ent be tween  the  pa rt i es.  T he  em a i l
co rrespondence  d i d  no t  sta te  tha t  the re  wou l d  no t  be  a  b i nd i ng  ag reem ent un t i l  fo rm a l  con tract  docum ents were  si gned .  T he  pa rt i es com p l e ted  the
busi ness d i scussi ons and  the  p l a i n t i f f  fu l l y act i va ted  the  de fendan t 's sponsorsh i p  bene f i ts.  T he  pa rt i es then  began  nego t i a t i ng  the  wri t ten  con tracts and
si gned  a  wri t ten  equ i pm en t supp l y con tract .  T he  pa rt i es d i sag reed  ove r the  te rm i na t i on  p rovi si ons o f  the  sponsorsh i p  con tract ,  and  the  de fendan t  ended
the  nego t i a t i ons taki ng  the  posi t i on  tha t  the re  was no  b i nd i ng  sponsorsh i p  ag reem ent.  T he  p l a i n t i f f  sued  the  de fendan t  fo r b reach  o f  con tract ,  a l l eg i ng
tha t  a  b i nd i ng  sponsorsh i p  ag reem ent was fo rm ed  th rough  em a i l  co rrespondence .  T he  de fendan t  a rgued  tha t  the  em a i l s were  an  i ncom p l e te  and
unen fo rceab l e  ag reem ent to  ag ree  tha t  was cond i t i ona l  on  the  nego t i a t i on  and  execu t i on  o f  a  wri t ten  con tract .  T he  de fendan t  a l so  a rgued  tha t  i ts
rep resen ta t i ve  who  sen t  the  em a i l s d i d  no t  have  au tho ri ty to  b i nd  the  de fendan t .  T he  t ri a l  j udge  re j ected  the  de fendan t 's a rgum ents and  he l d  tha t
the re  was a  b i nd i ng  sponsorsh i p  ag reem ent crea ted  by em a i l .  On  appea l ,  the  court  o f  appea l  he l d  tha t  the re  was an  evi den t i a ry basi s fo r the  t ri a l
j udge 's cri t i ca l  f i nd i ngs:  a  reasonab l e  bystander wou l d  concl ude  the  pa rt i es i n tended  to  be  bound  by the  te rm s o f  the  em a i l s;  the  em a i l s,  by re fe rence
to  the  p revi ous ag reem ents,  i ncl uded  a l l  essen t i a l  te rm s fo r the  sponsorsh i p  ag reem ent;  and  the  resu l t i ng  sponsorsh i p  ag reem ent was no t  cond i t i ona l
on  subsequen t  revi ew and  approva l .

Cance l l ed  On l i ne  Order Due  to  Pri ci ng  Erro r

Faucher v.  Costco  Who l esa l e  Canada  L td .,  2015  QCCQ 3366 ,  i nvo l ved  a  d i spu te  ove r the  de fendan t  re ta i l e r's re fusa l  to  accep t  an  on l i ne  o rde r fo r
e rroneousl y p ri ced  com pute rs.  T he  p l a i n t i f f  o rde red  ten  com pute rs fo r the  i nco rrect l y advert i sed  p ri ce  o f  $2  each  (the  rea l  p ri ce  ough t  to  have  been
approxi m a te l y $1 ,000).  T he  next  day the  de fendan t  sen t  to  the  p l a i n t i f f  a  no t i ce  cance l l i ng  the  o rde r and  advi si ng  tha t  the  p l a i n t i f f 's cred i t  ca rd  had
no t  been  charged .  T he  de fendan t  re l i ed  on  i ts websi te  te rm s and  cond i t i ons,  accessi b l e  th rough  a  l i nk a t  the  bo t tom  o f  each  webpage ,  wh i ch  exp ressl y
pe rm i t ted  the  de fendan t  to  cance l  an  o rde r i f  the  on l i ne  p ri ce  was i nco rrect .  T he  court  he l d  tha t ,  due  to  the  websi te  te rm s and  cond i t i ons,  the
de fendan t  cou l d  no t  be  com pe l l ed  to  accep t  the  o rde r,  and  tha t  the  advert i sed  p ri ce  was an  obvi ous e rro r tha t  vi t i a ted  the  de fendan t 's consen t  to  fo rm
a con tract .  T he  court  fu rthe r he l d  tha t  the  de fendan t 's websi te  advert i sem ent,  wh i ch  was vi ewed  by consum ers wi thou t  so l i ci ta t i on ,  const i tu ted  a
p roposa l  ra the r than  an  o ffe r to  fo rm  a  d i stance  con tract  governed  by the  Québec Consumer Pro tect i on  Act.  T he  court  fu rthe r he l d  tha t  the  de fendan t
had  no t  engaged  i n  m i sl ead i ng  advert i si ng  because  the  de fendan t  d i d  no t  i n tend  to  dece i ve  and  the  p l a i n t i f f  was no t  m i sl ed  by the  obvi ousl y i nco rrect
p ri ci ng .  T he  court  d i sm i ssed  the  p l a i n t i f f 's cl a i m s and  o rde red  the  p l a i n t i f f  to  pay the  de fendan t 's costs.

Privacy and Personal Information Protection

Di g i ta l  Pri vacy Act

T he  Canad i an  governm ent enacted  the  Di g i ta l  Pri vacy Act,  wh i ch  m akes a  num ber o f  i m portan t  changes to  the  Persona l  In fo rmat i on  Pro tect i on  and
El ectron i c Documents Act,  i ncl ud i ng  add i ng  p rovi si ons regard i ng  d i scl osu re  o f  pe rsona l  i n fo rm at i on  i n  a  busi ness t ransact i on ,  da ta  b reach  no t i f i ca t i on
and  reco rd -keep i ng  requ i rem en ts,  em p l oyee  i n fo rm at i on  and  work p roduct  i n fo rm at i on  excep t i ons,  and  add i t i ona l  powers fo r the  Pri vacy Com m i ssi oner
to  en te r i n to  en fo rceab l e  com p l i ance  ag reem ents.  One  o f  the  m ost  si gn i f i can t  changes i s a  new, add i t i ona l  requ i rem en t fo r “va l i d  consen t” to  the
co l l ect i on ,  use ,  and  d i scl osu re  o f  pe rsona l  i n fo rm at i on .  Som e o f  the  am endm ents cam e i n to  fo rce  on  June  18 ,  2015 ,  wh i l e  o the rs (i ncl ud i ng  da ta
b reach  no t i f i ca t i on  and  reco rd -keep i ng  requ i rem en ts) wi l l  no t  com e i n to  fo rce  un t i l  a  l a te r da te  ye t  to  be  f i xed .

Proposed  Cl ass Act i on  fo r Breach  o f  Pri vacy



Douez v.  Facebook,  Inc.,  2015  BCCA 279 ,  i nvo l ved  an  app l i ca t i on  fo r ce rt i f i ca t i on  o f  a  cl ass p roceed i ng  aga i nst  Facebook,  Inc.  fo r a l l eged  vi o l a t i ons o f
the  sta tu to ry p ri vacy to rt  crea ted  by the  Pri vacy Act  (Bri t i sh  Co l um b i a ) resu l t i ng  f rom  Facebook's "Sponsored  Sto ri es"  p rog ram . Facebook cha l l enged  the
court 's j u ri sd i ct i on  on  the  basi s tha t  the  Facebook Term s o f  Use  speci f i ed  tha t  cl a i m s by use rs a re  governed  by Ca l i fo rn i a  l aw and  m ust  be  ad j ud i ca ted
i n  Ca l i fo rn i a  cou rts.  T he  cham bers j udge  re j ected  Facebook's cha l l enge  to  the  court 's j u ri sd i ct i on  p ri m ari l y on  the  basi s tha t  Pri vacy Act,  s.  4  gave  the
Bri t i sh  Co l um b i a  Suprem e Court  excl usi ve  j u ri sd i ct i on  to  hear cl a i m s i n  respect  o f  the  sta tu to ry p ri vacy to rt ,  and  tha t  i f  the  court  decl i ned  j u ri sd i ct i on
the  p l a i n t i f f  wou l d  have  no  o the r fo rum  to  b ri ng  tha t  cl a i m . T he  cham bers j udge  ce rt i f i ed  the  cl ass p roceed i ng .  Facebook appea l ed .

T he  court  o f  appea l  a l l owed  the  appea l  on  the  basi s tha t  the  cham bers j udge  e rred  i n  he r i n te rp re ta t i on  o f  Pri vacy Act ,  s.  4 .  T he  court  o f  appea l
reasoned  tha t  the  Pri vacy Act,  when  i n te rp re ted  to  g i ve  e ffect  to  the  p ri nci p l e  o f  te rri to ri a l i ty,  d i d  no t  excl ude  the  j u ri sd i ct i on  o f  fo re i gn  courts to
consi de r Pri vacy Act  cl a i m s and  was no t  i n tended  to  render vo i d  a  con tractua l  fo rum  se l ect i on  cl ause  tha t  m i gh t  depri ve  Bri t i sh  Co l um b i a  resi den ts o f
the  ri gh t  to  b ri ng  Pri vacy Act  cl a i m s i n  the  Bri t i sh  Co l um b i a  Suprem e Court .  T he  court  o f  appea l  he l d  tha t  the  p l a i n t i f f  had  no t  shown strong  cause  to
no t  en fo rce  the  con tractua l  fo rum  se l ect i on  cl ause .  Consequen t l y,  the  court  o f  appea l  he l d  tha t  the  fo rum  se l ect i on  cl ause  shou l d  be  en fo rced  and  the
act i on  stayed .

Proposed  Cl ass Act i on  fo r Breach  o f  Pri vacy

Condon  v.  Canada ,  2015  FCA 159 ,  i nvo l ved  an  app l i ca t i on  fo r ce rt i f i ca t i on  o f  a  cl ass p roceed i ng  a ri si ng  f rom  the  l oss o f  a  com pute r ha rd  d ri ve
con ta i n i ng  the  pe rsona l  i n fo rm at i on  o f  approxi m a te l y 583 ,000  i nd i vi dua l s re l a t i ng  to  the i r pa rt i ci pa t i on  i n  the  Canada  Studen t  Loans Program . T he
m ot i ons j udge  ce rt i f i ed  the  cl ass p roceed i ng  fo r va ri ous causes o f  act i on ,  bu t  no t  fo r cl a i m s fo r neg l i gence  o r b reach  o f  con f i dence  because  the  j udge
de te rm i ned  tha t  those  cl a i m s wou l d  fa i l  fo r l ack o f  com pensab l e  dam ages (see  2014  FC 250).  T he  court  o f  appea l  he l d  tha t  the  m ot i ons j udge  e rred  by
eva l ua t i ng  the  m eri ts o f  the  cl a i m s based  on  the  evi dence  adduced  i n  support  o f  the  m ot i on  ra the r than  on  the  facts as p l ed ,  i ncl ud i ng  "costs i ncu rred
i n  p reven t i ng  i den t i ty the f t "  and  "ou t-o f-pocke t  expenses" .  T he  court  o f  appea l  g ran ted  the  appea l  and  o rde red  the  cl a i m s fo r neg l i gence  and  b reach  o f
con f i dence  be  i ncl uded  i n  the  cl ass p roceed i ng .

Court  Ju ri sd i ct i on  ove r Da ta  Breach  Lawsu i t

Zuckerman  v.  Ta rge t  Corpora t i on,  2015  QCCA 1809  g ran t i ng  appea l  f rom  2015  QCCS 1285 ,  i nvo l ved  a  pu ta t i ve  cl ass act i on  aga i nst  Ta rge t  Corpora t i on
fo r dam ages resu l t i ng  f rom  a  2013  cyber-a t tack i n  the  Un i ted  Sta tes tha t  resu l ted  i n  the  the f t  o f  the  pe rsona l  i n fo rm at i on  o f  m i l l i ons o f  custom ers i n  the
Un i ted  Sta tes and  Canada .  T he  de fendan t  app l i ed  to  d i sm i ss the  p l a i n t i f f 's ce rt i f i ca t i on  app l i ca t i on  on  the  basi s tha t  Québec courts l acked  j u ri sd i ct i on .
T he  m ot i ons j udge  g ran ted  the  app l i ca t i on  reason i ng  tha t  the  de fendan t  had  no t  com m i t ted  any fau l t  i n  Québec (because  the  da ta  b reach  occurred  i n
the  Un i ted  Sta tes and  re l a ted  to  custom er da ta  co l l ected  i n  the  Un i ted  Sta tes) and  the  l i t i ga t i on  d i d  no t  i nvo l ve  any act i vi t i es by the  de fendan t  i n
Québec.  T he  p l a i n t i f f  appea l ed .  T he  court  o f  appea l  he l d  tha t  the  m ot i ons j udge  e rred  because  the  p l a i n t i f f 's a l l eged  ha rm  and  expense  su ffe red  i n
Québec were  su ff i ci en t  to  g i ve  Québec courts j u ri sd i ct i on  ove r the  cl a i m . T he  court  o f  appea l  fu rthe r he l d  tha t  the  m ot i ons j udge  e rred  by consi de ri ng
ci rcum stances (i ncl ud i ng  the  m agn i tude  o f  the  p l a i n t i f f 's a l l eged  ha rm , wh i ch  the  m ot i ons j udge  characte ri zed  as "o rd i na ry annoyances,  anxi e t i es and
fea rs tha t  peop l e  l i vi ng  i n  soci e ty rou t i ne l y,  i f  som et i m es re l uctan t l y,  accep t" ) tha t  were  i rre l evan t  to  the  j u ri sd i ct i on  i ssue ,  and  were  m ore  appropri a te
fo r an  app l i ca t i on  to  decl i ne  j u ri sd i ct i on  o r to  ce rt i fy the  p roposed  cl ass.  T he  court  o f  appea l  g ran ted  the  appea l ,  bu t  rese rved  the  de fendan t 's ri gh t  to
a rgue  tha t  the  court  ough t  to  decl i ne  j u ri sd i ct i on  on  the  basi s o f  fo rum non  conven i ens.

Regu l a to ry Proceed i ngs Regard i ng  Targe ted  Advert i si ng

T he  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  i ssued  PIPEDA Report  o f  Fi nd i ngs #2015-001  regard i ng  Be l l 's ta rge ted  on l i ne  advert i si ng  p rog ram ,
wh i ch  de l i ve red  ta rge ted  advert i si ng  to  Be l l  custom ers based  on  the i r In te rne t  b rowsi ng  act i vi t i es and  o the r accoun t  i n fo rm at i on .  T he  Off i ce  o f  the
Pri vacy Com m i ssi oner o f  Canada  found  tha t  the  p rog ram  d i d  no t  com p l y wi th  the  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act  and  se t
ou t  a  num ber o f  cri te ri a  tha t  needed  to  be  m et,  i ncl ud i ng  p rovi d i ng  p roper no t i ces to  custom ers abou t  the  p rog ram , ob ta i n i ng  m ean i ng fu l  and  va l i d
op t-i n  consen t  due  to  the  sensi t i ve  na tu re  o f  the  co l l ected  i n fo rm at i on ,  and  the  p roper i m p l em enta t i on  o f  wi thd rawa l s o f  consen t .  Be l l  a rgued  tha t  op t-
i n  consen t  was no t  requ i red ,  and  re l i ed  on  Pri vacy and  On l i ne  Behavi o ra l  Advert i si ng  Gu i de l i nes previ ousl y i ssued  by the  Off i ce  o f  the  Pri vacy
Com m i ssi oner o f  Canada .  T he  Fi nd i ng  cl a ri f i ed  tha t  Be l l 's advert i si ng  p rog ram  wen t beyond  the  type  o f  pe rsona l  i n fo rm at i on  and  advert i si ng
con tem p l a ted  by those  gu i de l i nes.

Regu l a to ry Gu i dance

Pri vacy Com m i ssi oners i ssued  gu i dance  fo r com p l i ance  wi th  Canad i an  pe rsona l  i n fo rm at i on  p ro tect i on  l aws i n  connect i on  wi th  In te rne t  act i vi t i es,
i ncl ud i ng  the  fo l l owi ng :

Pri vacy Com m i ssi oner o f  Canada  — Co l l ect i ng  f rom ki ds?  Ten  t i ps fo r se rvi ces a i med  a t  ch i l d ren  and  you th,  to  assi st  o rgan i za t i ons tha t  co l l ect ,  use ,
and  d i scl ose  i n fo rm at i on  abou t  you th  i n  connect i on  wi th  on l i ne  se rvi ces.

Pri vacy Com m i ssi oner o f  Canada  — In te rp re ta t i on  Bu l l e t i n  — Sa feguards,  to  p rovi de  gu i dance  fo r com p l i ance  wi th  sta tu to ry ob l i ga t i ons to
sa feguard  pe rsona l  i n fo rm at i on .

Pri vacy Com m i ssi oner o f  Canada  — Pri vacy and  Cyber Securi ty,  Emphasi zi ng  p ri vacy p ro tect i on  i n  cyber securi ty act i vi t i es,  to  assi st  o rgan i za t i ons
i n  ba l anci ng  the  tensi ons be tween  p ri vacy and  cyber securi ty m easures.

Pri vacy Com m i ssi oners o f  Canada ,  A l be rta ,  and  Bri t i sh  Co l um b i a  — Is a  b ri ng  your ow n  devi ce  (BYOD) p rog ram the  ri gh t  cho i ce  fo r you r
o rgan i za t i on? ,  to  assi st  o rgan i za t i ons i n  de te rm i n i ng  whe the r and  how to  i m p l em ent a  BYOD p rog ram  tha t  e ffect i ve l y p ro tects an  o rgan i za t i on 's
i n fo rm at i on  and  respects the  p ri vacy ri gh ts o f  em p l oyees and  custom ers.

In fo rm at i on  and  Pri vacy Com m i ssi oner o f  On ta ri o  —Transparency,  Pri vacy and  the  In te rne t :  Mun i ci pa l  Ba l anci ng  Act  ,  to  assi st  m un i ci pa l i t i es i n
ba l anci ng  the  need  to  p ro tect  the  p ri vacy o f  the i r com m un i ty m em bers and  the  need  to  m ee t the i r o the r l eg i sl a ted  ob l i ga t i ons.

Pri vacy Com m i ssi oner o f  Bri t i sh  Co l um b i a  — IT Securi ty and  Emp l oyee  Pri vacy:  Ti ps and  Gu i dance  ,  to  p rovi de  gu i dance  fo r em p l oye rs consi de ri ng
i m p l em ent i ng  IT  securi ty too l s tha t  co l l ect  em p l oyee  pe rsona l  i n fo rm at i on .

Internet Defamation

Defam ato ry Newspaper Art i cl es and  Reader Com m ents

Weaver v.  Corco ran,  2015  BCSC 165 ,  i nvo l ved  a  d i spu te  ove r a  se ri es o f  Nat i ona l  Post  art i cl es (pub l i shed  i n  p ri n t  and  on l i ne ) abou t  g l oba l  warm i ng .
T he  p l a i n t i f f ,  a  cl i m a te  change  expert ,  cl a i m ed  tha t  the  a rt i cl es con ta i ned  b l a tan t l y fa l se  and  de fam ato ry sta tem en ts abou t  h i m . T he  p l a i n t i f f  sued  the
Nat i ona l  Post  and  fou r j ou rna l i sts fo r de fam at i on  based  on  the  a rt i cl es (as o ri g i na l l y pub l i shed  and  as extensi ve l y repub l i shed  on  o the r websi tes and  by
em a i l ) and  re l a ted  com m ents posted  by readers to  the  Na t i ona l  Post  websi te .  T he  de fendan ts vi go rousl y de fended  aga i nst  the  p l a i n t i f f 's cl a i m s.

T he  court  he l d  tha t  the  fou r a rt i cl es de fam ed the  p l a i n t i f f  because  an  o rd i na ry pe rson  read i ng  the  a rt i cl es wou l d  i n fe r tha t  the  p l a i n t i f f  had  been
dece i t fu l  and  was i ncom peten t ,  i nep t ,  and  une th i ca l .  T he  court  re j ected  the  de fendan ts'  va ri ous de fences,  and  he l d  the  de fendan ts were  ca re l ess o r
i nd i ffe ren t  to  the  accu racy o f  the  facts i n  the  a rt i cl es bu t  d i d  no t  act  wi th  m a l i ce .  T he  court  accep ted  the  p l a i n t i f f 's a rgum ent tha t  the  de fendan ts were
l i ab l e  fo r the  extensi ve  d i st ri bu t i on  and  repub l i ca t i on  o f  the  a rt i cl es ove r the  In te rne t ,  based  on  the  estab l i shed  l ega l  p ri nci p l e  tha t  an  o ri g i na l
pub l i she r o f  a  de fam ato ry sta tem en t i s j o i n t l y and  severa l l y l i ab l e  fo r a  repub l i ca t i on  o f  the  sta tem en t tha t  i s au tho ri zed  by the  o ri g i na l  pub l i she r o r i s
the  na tu ra l  and  p robab l e  resu l t  o f  the  o ri g i na l  pub l i ca t i on ,  and  no ted  tha t  the  Na t i ona l  Post  websi te  i nvi ted  readers to  em a i l ,  twee t ,  o r send  the
art i cl es to  f ri ends.



T he  court  re j ected  the  p l a i n t i f f 's a rgum ent tha t  the  Na t i ona l  Post  was l i ab l e  fo r de fam ato ry com m ents tha t  had  been  posted  to  the  reader com m ent
a rea  on  the  Na t i ona l  Post  websi te ,  on  the  basi s tha t  the  Na t i ona l  Post  was no t  a  pub l i she r o f  the  reader com m ents because  the  Na t i ona l  Post  was no t
aware  o f  the  de fam ato ry con ten t  o f  the  com m ents when  the  com m ents were  posted  to  the  websi te  and  p l ayed  a  passi ve  i nstrum en ta l  ro l e  i n  the i r
pub l i ca t i on .  T he  court  i nd i ca ted  tha t  the  Na t i ona l  Post  wou l d  have  been  consi de red  a  pub l i she r o f  the  de fam ato ry com m ents i f  the  Na t i ona l  Post  had
no t  rem oved  the  com m ents i m m ed i a te l y a f te r becom i ng  aware  o f  them , whe the r by i n te rna l  revi ew o r a  speci f i c com p l a i n t  b rough t  to  the  a t ten t i on  o f
the  Na t i ona l  Post  o r i ts co l um n i sts.  T he  court  he l d  tha t  the  Na t i ona l  Post  had  acted  p rom pt l y and  d i d  a l l  tha t  i t  cou l d  rea l i st i ca l l y do  i n  the
ci rcum stances by rem ovi ng  the  de fam ato ry com m ents wi th i n  one  o r two  days a f te r becom i ng  aware  o f  them .

T he  court  no ted  tha t  i t  i s st i l l  ea rl y days i n  assessi ng  the  i m pact  o f  the  In te rne t  on  de fam at i on  j u ri sp rudence ,  tha t  " the re  i s l i ke l y room  fo r a  nuanced
approach  when  consi de ri ng  the  em erg i ng  i ssues" ,  and  tha t  as techno l ogy p rog resses the  answer to  the  i ssue  o f  websi te  opera to r l i ab i l i ty fo r de fam ato ry
reader post i ngs m i gh t  be  d i ffe ren t .  T he  court  awarded  the  p l a i n t i f f  $50 ,000  i n  genera l  dam ages and  o rde red  the  de fendan ts to  rem ove  the  o ffend i ng
art i cl es f rom  the  de fendan ts'  e l ectron i c da tabases and  In te rne t  si tes,  to  exp ressl y wi thd raw consen t  p revi ousl y g i ven  to  th i rd  pa rt i es to  re -pub l i sh  the
art i cl es and  to  requ i re  th i rd  pa rt i es to  cease  repub l i ca t i on ,  and  to  pub l i sh  a  com p l e te  re tract i on  o f  the  de fam ato ry sta tem en ts i n  fo rm  and  con ten t
ag reed  to  by the  p l a i n t i f f  o r d i rected  by the  court .

In j unct i on  aga i nst  Pub l i ca t i on  and  Search  S i te  L i ab i l i ty

Ni eme l a  v.  Ma l amas,  2015  BCSC 1024 ,  i nvo l ved  a  d i spu te  ove r cl ea rl y de fam ato ry websi te  post i ngs abou t  the  p l a i n t i f f  l awyer and  In te rne t  sea rch  resu l ts
tha t  p rovi ded  l i nks to ,  and  sn i ppe ts o f ,  the  de fam ato ry post i ngs.  T he  de fam ato ry post i ngs were  m ade  i n  2012  and  no  fu rthe r post i ngs were  m ade  a f te r
po l i ce  i n te rven t i on ,  bu t  the  post i ngs con t i nued  to  be  a rch i ved  and  accessi b l e  th rough  In te rne t  sea rch  si tes.  Approxi m a te l y two  years l a te r,  the  p l a i n t i f f
com m enced  two  separa te  l awsu i ts — one  l awsu i t  aga i nst  the  i nd i vi dua l s responsi b l e  fo r the  de fam ato ry post i ngs and  ano the r l awsu i t  aga i nst  Goog l e  fo r
pub l i sh i ng  l i nks to ,  and  sn i ppe ts o f ,  the  de fam ato ry post i ngs i n  Goog l e  search  resu l ts.  Goog l e  vo l un ta ri l y ag reed  to  rem ove  the  de fam ato ry post i ngs
from  Goog l e 's Canad i an  search  si te ,  bu t  no t  f rom  Goog l e 's o the r sea rch  si tes.  T he  p l a i n t i f f  app l i ed  fo r an  i n te rl ocu to ry i n j unct i on  to  com pe l  Goog l e  to
b l ock the  de fam ato ry post i ngs on  a l l  o f  i ts websi tes.  Goog l e  app l i ed  fo r sum m ary j udgm ent d i sm i ssi ng  the  p l a i n t i f f 's cl a i m s.

T he  court  d i sm i ssed  the  p l a i n t i f f 's i n j unct i on  app l i ca t i on  on  the  basi s tha t  i t  was no t  j ust  and  equ i tab l e  to  g ran t  the  i n j unct i on  i n  l i gh t  o f  Goog l e 's
vo l un ta ry ag reem ent to  rem ove  the  de fam ato ry post i ngs f rom  Goog l e 's Canad i an  search  si te .  T he  court  reasoned  tha t  the re  was i nsu ff i ci en t  evi dence  o f
i rreparab l e  ha rm  to  the  p l a i n t i f f  i f  the  i n j unct i on  were  no t  g ran ted ,  because  the  p l a i n t i f f  had  no t  estab l i shed  ha rm  resu l t i ng  f rom  searches on  Goog l e 's
non-Canad i an  search  si tes;  the  rem oved  post i ngs had  no t  been  rep l aced  wi th  new, h i gh -ranki ng  post i ngs;  the re  was no  u rgency,  pa rt i cu l a rl y i n  l i gh t  o f
the  p l a i n t i f f 's de l ay i n  app l yi ng  fo r the  i n j unct i on ;  and  Un i ted  Sta tes sta tu tes p roh i b i ted  Goog l e  f rom  com p l yi ng  wi th  a  fo re i gn  court  o rde r to  b l ock
de fam ato ry search  resu l ts i n  the  Un i ted  Sta tes.

T he  court  g ran ted  Goog l e 's app l i ca t i on  to  d i sm i ss the  p l a i n t i f f 's l awsu i t  on  the  basi s tha t  the  l awsu i t  d i d  no t  d i scl ose  a  reasonab l e  cause  o f  act i on .  T he
court  reasoned  tha t  the  p l a i n t i f f 's cl a i m  fo r b reach  o f  p ri vacy under the  Pri vacy Act  was no t  supported  by a  reasonab l e  expecta t i on  o f  p ri vacy.  T he  court
fo l l owed  the  Suprem e Court  o f  Canada  deci si on  i n  Crookes v.  New ton,  2011  SCC 47 ,  and  he l d  tha t  Goog l e  was no t  l i ab l e  fo r de fam at i on  by reason  o f
Goog l e 's sea rch  eng i ne  pub l i ca t i on  o f  l i nks (URLs) to  de fam ato ry post i ngs.  T he  court  he l d  tha t  Goog l e  was no t  l i ab l e  fo r de fam at i on  o r i n j u ri ous
fa l sehood  by reason  o f  Goog l e 's i ncl usi on  o f  sn i ppe ts o f  the  de fam ato ry post i ngs because  Goog l e  was no t  aware  o f  the  con ten t  o f  the  sn i ppe ts and  was
the re fo re  act i ng  as a  m ere  "passi ve  i nstrum en t"  faci l i ta to r ra the r than  as a  pub l i she r o f  the  sn i ppe ts.  T he  court  exp ressl y no ted  tha t  i t  was no t  requ i red
to  consi de r whe the r Goog l e  cou l d  be  l i ab l e  as a  pub l i she r o f  the  sn i ppe ts and  search  resu l ts a f te r Goog l e  had  no t i ce  o f  the  de fam ato ry post i ngs.

L i ab i l i ty o f  B l og  Opera to rs fo r De fam ato ry Post i ng

Bag l ow  v.  Smi th,  2015  ONSC 1175 ,  i nvo l ved  an  acri m on i ous d i spu te  be tween  po l i t i ca l  b l oggers i n  wh i ch  one  o f  the  de fendan ts posted  to  a  popu l a r
po l i t i ca l  m essage  board  a  sta tem en t tha t  the  p l a i n t i f f  was "one  o f  the  Ta l i ban 's m ore  voca l  supporte rs" .  T he  p l a i n t i f f  dem anded  the  de fendan t  m essage
board  opera to rs i m m ed i a te l y take  down the  i m pugned  sta tem en t,  bu t  they re fused  to  do  so .  T he  p l a i n t i f f  then  sued  the  i nd i vi dua l  who  posted  the
i m pugned  sta tem en t as we l l  as the  m essage  board  opera to rs.  Wi th  respect  to  whe the r the  i m pugned  sta tem en t was de fam ato ry,  the  court  he l d  tha t  the
con text  i n  wh i ch  the  sta tem en t was pub l i shed  — a  rough  and  tum b l e  po l i t i ca l  d i scourse  on  web l ogs and  m essage  boards i n  wh i ch  pa rt i ci pan ts engage
i n  st rong  com m enta ry — d i d  no t  change  the  app l i cab l e  l ega l  test  o r d i m i n i sh  the  de fam ato ry st i ng  o f  the  sta tem en t.  Wi th  respect  to  the  l i ab i l i ty o f  the
m essage  board  opera to rs,  the  court  re j ected  the  de fendan ts'  a rgum ent tha t  a  m essage  board  and  i ts opera to rs shou l d  no t  be  l i ab l e  as pub l i she rs fo r
con ten t  posted  by m essage  board  use rs.  T he  court  he l d  tha t  the  m essage  board  opera to rs were  l i ab l e  as pub l i she rs o f  the  de fam ato ry sta tem en t
because  they estab l i shed  the  m essage  board  fo r the  ve ry pu rpose  o f  pub l i sh i ng  con ten t  to  i ts readers,  and  they were  no t  m ere  passi ve  bystanders
because  they acted  as m odera to rs and  adm i n i st ra to rs o f  the  m essage  board ,  m ade  posts them se l ves and  had  the  ab i l i ty to  con tro l  con ten t  on  the
m essage  board .  T he  court  he l d  the  de fendan ts had  estab l i shed  a  de fence  o f  fa i r com m ent,  and  d i sm i ssed  the  act i on .

Ju ri sd i ct i on  ove r De fam ato ry On l i ne  Newspaper

Gol dhar v.  Haare tz.com,  2015  ONSC 1128 ,  i nvo l ved  a  d i spu te  ove r a l l eged  de fam ato ry sta tem en ts abou t  the  p l a i n t i f f ,  a  To ron to  b i l l i ona i re  who  owns an
Israe l i  socce r cl ub ,  pub l i shed  i n  the  Eng l i sh  on l i ne  ve rsi on  o f  an  Israe l i  newspaper.  T he  sta tem en ts,  cri t i ca l  o f  the  p l a i n t i f f 's m anagem ent o f  the  soccer
cl ub ,  were  read  by a t  l east  seve ra l  peop l e  i n  On ta ri o  and  ove r 200  peop l e  i n  Canada .  T he  p l a i n t i f f  sued  the  newspaper and  the  responsi b l e  reporte r
and  ed i to r fo r ha rm  to  the  p l a i n t i f f 's repu ta t i on  i n  Canada .  T he  de fendan ts app l i ed  fo r an  o rde r stayi ng  the  act i on  on  the  basi s tha t  the  court  l acked
j u ri sd i ct i on  o r was no t  the  conven i en t  fo rum  fo r the  act i on  and  the  act i on  was an  abuse  o f  p rocess.  T he  court  d i sm i ssed  the  app l i ca t i on .  T he  court  he l d
tha t  On ta ri o  cou rts had  j u ri sd i ct i on  to  hear the  act i on  because  the  de fam at i on  to rt  was com m i t ted  i n  On ta ri o  and  the  de fendan ts had  no t  rebu t ted  the
presum pt i on  tha t  the  a l l eged  de fam ato ry sta tem en ts ha rm ed  the  p l a i n t i f f 's repu ta t i on  i n  On ta ri o .  T he  court  re fused  to  decl i ne  j u ri sd i ct i on  on  the  basi s
tha t ,  i n  l i gh t  o f  the  re l evan t  facto rs (com para t i ve  conven i ence  and  expense  fo r the  pa rt i es and  wi tnesses,  app l i cab l e  l aw, l oss o f  l eg i t i m a te  j u ri d i ca l
advan tage  and  fa i rness) i ncl ud i ng  the  p l a i n t i f f 's l i m i ta t i on  o f  h i s cl a i m  to  repu ta t i ona l  ha rm  su ffe red  i n  Canada  and  the  i m portance  o f  pe rm i t t i ng  the
p l a i n t i f f  to  sue  fo r de fam at i on  where  he  en j oys repu ta t i on ,  an  Israe l i  cou rt  was no t  a  cl ea rl y m ore  appropri a te  fo rum  than  an  On ta ri o  cou rt .  T he  court
he l d  tha t  the  act i on  was no t  an  abuse  o f  p rocess because  the  a l l eged  de fam ato ry sta tem en ts had  rece i ved  m ore  than  a  "m i n i m a l  pub l i ca t i on "  i n
On ta ri o ,  and  observed  tha t  i t  was no t  su rp ri si ng  tha t  the  p l a i n t i f f  had  sough t  to  vi nd i ca te  h i s repu ta t i on  i n  an  On ta ri o  cou rt .

Regulatory Matters

Canada 's An t i -Spam  Law ("CASL" )

Compute r Prog ram Ru l es

T he  p rovi si ons o f  CASL regu l a t i ng  the  com m erci a l  i nsta l l a t i on  and  use  o f  com pute r p rog ram s on  ano the r pe rson 's com pute r system  cam e i n to  fo rce  on
January 15 ,  2015 .  T he  sect i ons p rovi de  tha t ,  sub j ect  to  i m portan t  bu t  l i m i ted  excep t i ons,  a  pe rson  m ust  no t ,  i n  the  course  o f  a  com m erci a l  act i vi ty,
e i the r i nsta l l  o r cause  to  be  i nsta l l ed  a  com pute r p rog ram  on  ano the r pe rson 's com pute r system , o r cause  an  e l ectron i c m essage  to  be  sen t  f rom  ano the r
pe rson 's com pute r system  on  wh i ch  the  pe rson  i nsta l l ed ,  o r caused  to  be  i nsta l l ed ,  a  com pute r p rog ram , un l ess the  pe rson  has ob ta i ned  the  exp ress
consen t  o f  the  owner o r an  au tho ri zed  use r o f  the  com pute r system . T he  sect i ons a l so  p roh i b i t  a i d i ng ,  i nduci ng ,  p rocu ri ng ,  o r causi ng  to  be  p rocu red  a
vi o l a t i on  o f  the  ru l es regard i ng  the  i nsta l l a t i on  and  use  o f  com pute r p rog ram s. T he  com pute r p rog ram  ru l es app l y to  a l m ost  any com pute r p rog ram  (no t
j ust  m a l ware ,  spyware ,  o r ha rm fu l  p rog ram s) i nsta l l ed  on  a l m ost  any com put i ng  devi ce  (i ncl ud i ng  m ob i l e  phones) as pa rt  o f  a  com m erci a l  act i vi ty
(regard l ess o f  expecta t i on  o f  p ro f i t ).

Regu l a to ry Gu i dance



T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  and  the  Pri vacy Com m i ssi oner o f  Canada  pub l i shed  the  fo l l owi ng  gu i dance
docum ents:

Canada 's An t i -Spam Leg i sl a t i on  Requ i remen ts fo r Insta l l i ng  Compute r Prog rams,  to  exp l a i n  CASL 's ru l es fo r the  i nsta l l a t i on  o f  com pute r p rog ram s
and  CRT C's vi ews regard i ng  an  i m portan t  excep t i on  fo r " se l f -i nsta l l ed  so f tware " .

From Canada 's An t i -Spam Leg i sl a t i on  (CASL) Gu i dance  on  Imp l i ed  Consen t,  to  exp l a i n  CASL 's ru l es fo r consen t  and  p rovi de  he l p fu l  gu i dance  fo r
CASL com p l i ance .

Ant i -spam l aw 's changes to  Canad i an  federa l  p ri vacy l aw : A gu i de  fo r busi nesses do i ng  e -marke t i ng ,  to  exp l a i n  Canad i an  p ri vacy l aw requ i rem en ts
fo r the  use  o f  pe rsona l  i n fo rm at i on  (i ncl ud i ng  em a i l  add resses) to  send  com m erci a l  e l ectron i c m essages.

En fo rcem ent Act i on

T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  and  the  Com pet i t i on  Bureau  announced  the  fo l l owi ng  CASL en fo rcem ent act i on
i n  2015 :

CEMs Sen t  w i thou t  Consen t  o r Unsubscri be  Mechan i sm: CRT C i ssued  the  f i rst  No t i ce  o f  Vi o l a t i on  under CASL to  Com pu-Fi nder.  T he  No t i ce  i m posed
a  $1 .1  m i l l i on  adm i n i st ra t i ve  pena l ty fo r " f l ag ran t l y"  vi o l a t i ng  CASL by send i ng  com m erci a l  e l ectron i c m essages ("CEM s" ) wi thou t  the  reci p i en ts'
consen t  and  wi th  an  i ne ffect i ve  unsubscri be  m echan i sm .

CEMs w i th  De f i ci en t  Unsubscri be  Mechan i sm: T he  on l i ne  da t i ng  se rvi ce  P l en tyo fFi sh  M ed i a  en te red  i n to  an  undertaki ng  (se t t l em en t),  i ncl ud i ng
paym ent o f  a  $48 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi th  an  unsubscri be  m echan i sm  tha t  was no t
cl ea rl y and  p rom i nen t l y se t  ou t  and  cou l d  no t  be  read i l y pe rfo rm ed .

CEMs Sen t  w i thou t  Consen t  o r Requ i red  Con ten t :  T he  reg i ona l  a i rl i ne  Porte r A i rl i nes en te red  i n to  an  undertaki ng  (se t t l em en t),  i ncl ud i ng  paym ent
o f  a  $150 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi thou t  p roo f  o f  consen t  and  the  a l l eged  send i ng  o f
CEM s tha t  d i d  no t  con ta i n  requ i red  i n fo rm at i on  o r have  a  requ i red  unsubscri be  m echan i sm .

CEMs w i th  De f i ci en t  Unsubscri be  Mechan i sm and  w i thou t  Requ i red  Con ten t :  T he  na t i ona l  m ed i a  com pany Rogers M ed i a  Inc.  en te red  i n to  an
undertaki ng  (se t t l em en t),  i ncl ud i ng  paym ent o f  a  $200 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi th  an
unsubscri be  m echan i sm  tha t  d i d  no t  funct i on  p roperl y o r cou l d  no t  be  read i l y pe rfo rm ed  o r wi th  requ i red  con ten t  tha t  was no t  va l i d  fo r the  requ i red
m i n i m um  60  days.  In  add i t i on ,  Rogers M ed i a  a l l eged l y fa i l ed  to  honour som e unsubscri be  requests wi th i n  10  busi ness days.

Mi sl ead i ng  CEMs: T he  Com pet i t i on  Bureau  com m enced  p roceed i ngs aga i nst  two  ca r ren ta l  com pan i es,  Avi sca r and  Budge tca r,  seeki ng  rem ed i es
(i ncl ud i ng  $30  m i l l i on  i n  adm i n i st ra t i ve  m one ta ry pena l t i es and  re funds to  consum ers) fo r a l l eged  decep t i ve  m arke t i ng  p ract i ces (i ncl ud i ng  send i ng
fa l se  o r m i sl ead i ng  em a i l s) regard i ng  veh i cl e  ren ta l  p ri ces.

Mal w are :  T he  CRT C announced  i ts f i rst  eve r CASL warran t  to  take  down a  Wi n32 /Dorkbo t  com m and-and-con tro l  se rve r l oca ted  i n  To ron to ,  Canada  as
part  o f  a  coo rd i na ted  i n te rna t i ona l  e ffo rt .

M i sl ead i ng  Ra t i ngs o f  M ob i l e  Apps

T he  Com m i ssi oner o f  Com pet i t i on  and  Be l l  Canada  en te red  i n to  a  consen t  ag reem ent,  f i l ed  October 14 ,  2015 ,  i n  connect i on  wi th  Be l l  em p l oyees
post i ng  on  app  sto res m i sl ead i ng ,  posi t i ve  consum er revi ews and  ra t i ngs o f  Be l l 's m ob i l e  apps wi thou t  d i scl osi ng  tha t  they worked  fo r Be l l  (a  p ract i ce
known as "astro tu rf i ng " ).  T he  Com pet i t i on  Bureau  concl uded  tha t  the  revi ews and  ra t i ngs crea ted  a  "m a te ri a l l y fa l se  o r m i sl ead i ng  genera l  i m pressi on
tha t  they were  m ade  by i ndependen t  and  i m part i a l  consum ers"  and  tem pora ri l y a ffected  the  ove ra l l  ra t i ng  fo r the  apps,  a l l  i n  vi o l a t i on  o f  Compet i t i on
Act  s.  74 .01 .  As soon  as Be l l 's sen i o r m anagem ent l ea rned  o f  the  conduct ,  Be l l  rem oved  the  revi ews and  ra t i ngs and  p rovi ded  fu l l ,  t i m e l y and  ongo i ng
co-opera t i on  wi th  the  Bureau 's i nvest i ga t i on .  Be l l  ag reed  to  no t  d i rect ,  encourage ,  o r i ncen t i vi ze  i ts pe rsonne l  to  ra te ,  rank,  o r revi ew Be l l 's apps i n  an
app  sto re ,  to  enhance  and  m a i n ta i n  Be l l 's com p l i ance  p rog ram  and  to  pay a  $1 .25  m i l l i on  adm i n i st ra t i ve  m one ta ry pena l ty.

Miscellaneous

In j unct i on  Proh i b i t i ng  In te rne t  Search  Resu l ts

Equustek So l u t i ons Inc.  v.  Jack,  2015  BCCA 265 ,  a ff i rm i ng  2014  BCSC 1063 ,  i nvo l ved  an  app l i ca t i on  fo r an  i n te rl ocu to ry i n j unct i on  p roh i b i t i ng  Goog l e
Inc.  and  Goog l e  Canada  (co l l ect i ve l y "Goog l e " ) f rom  i ncl ud i ng  the  de fendan ts'  websi tes i n  sea rch  resu l ts genera ted  by Goog l e 's worl dwi de  search
eng i nes.  T he  de fendan ts used  the i r websi tes to  advert i se  and  se l l  a  p roduct  desi gned  usi ng  the  p l a i n t i f fs'  t rade  secre ts.  T he  de fendan ts i gno red  a  court
o rde r p roh i b i t i ng  them  from  ca rryi ng  on  busi ness th rough  any websi te .  Goog l e ,  wh i ch  was no t  a  pa rty to  the  l awsu i t ,  vo l un ta ri l y ag reed  to  b l ock som e
bu t no t  a l l  o f  the  de fendan ts'  websi tes f rom  Goog l e  search  resu l ts.  T he  p l a i n t i f fs app l i ed  fo r an  i n te rl ocu to ry i n j unct i on  aga i nst  Goog l e  on  the  basi s
tha t  Goog l e 's sea rch  si tes faci l i ta ted  the  de fendan ts'  ongo i ng  b reach  o f  cou rt  o rde rs.  Goog l e  a rgued  tha t  the  court  d i d  no t  have  j u ri sd i ct i on  ove r
Goog l e  o r shou l d  decl i ne  j u ri sd i ct i on ,  and  i n  any even t  shou l d  no t  i ssue  the  requested  i n j unct i on .

T he  cham bers j udge  he l d  tha t  the  court  had  j u ri sd i ct i on  ove r Goog l e  because  Goog l e ,  th rough  i ts sea rch  si tes and  advert i si ng  busi ness,  ca rri ed  on
busi ness i n  Bri t i sh  Co l um b i a .  T he  cham bers j udge  re fused  to  decl i ne  j u ri sd i ct i on  ove r Goog l e  because  Goog l e  fa i l ed  to  estab l i sh  tha t  ano the r
j u ri sd i ct i on  (Ca l i fo rn i a ) was a  m ore  appropri a te  fo rum  and  the  court  cou l d  e ffect i ve l y en fo rce  i ts o rde r aga i nst  Goog l e  ou tsi de  Canada .  T he  cham bers
j udge  he l d  tha t  the  court  had  au tho ri ty to  g ran t  an  i n j unct i on  wi th  extra -te rri to ri a l  e ffect  aga i nst  a  non-pa rty resi den t  i n  a  fo re i gn  j u ri sd i ct i on  i f  i t  was
j ust  o r conven i en t  to  do  so .  T he  cham bers j udge  g ran ted  an  i n j unct i on  requ i ri ng  Goog l e  to  b l ock the  de fendan ts'  websi tes (i den t i f i ed  i n  the  court  o rde r)
f rom  Goog l e 's sea rch  si tes worl dwi de .  Goog l e  appea l ed .

T he  court  o f  appea l  d i sm i ssed  the  appea l  on  the  basi s tha t  the  i n j unct i on  was wi th i n  the  com petence  o f  the  cham bers j udge ,  d i d  no t  vi o l a te  any
app l i cab l e  l ega l  p ri nci p l es o r no rm s o f  f reedom  o f  speech ,  and  was j ust i f i ed  i n  the  ci rcum stances.  T he  court  o f  appea l  he l d  tha t  the  court  had  i n
pe rsonam j u ri sd i ct i on  ove r Goog l e ,  even  though  Goog l e  d i d  no t  have  se rve rs,  o ff i ces,  o r sta ff  i n  Bri t i sh  Co l um b i a ,  because  a  key pa rt  o f  Goog l e 's
busi ness i nvo l ved  the  co l l ect i on  o f  da ta  tha t  resi ded  i n  Bri t i sh  Co l um b i a  o r was the  p roperty o f  i nd i vi dua l s i n  Bri t i sh  Co l um b i a .  T he  court  o f  appea l
he l d  tha t  the  g ran t i ng  o f  an  i n j unct i on  aga i nst  th i rd  pa rt i es as an  anci l l a ry m eans o f  p rese rvi ng  l i t i ga t i ng  pa rt i es'  ri gh ts was a  we l l -estab l i shed
j u ri sd i ct i on  o f  the  courts and  the  court  had  j u ri sd i ct i on  to  m ake  i n  pe rsonam orders wi th  e ffects ou tsi de  the  p rovi nce ,  bu t  i ssues o f  com i ty and
en fo rceab i l i ty were  concerns tha t  m ust  be  taken  i n to  accoun t  and  an  o rde r wi th  extra te rri to ri a l  e ffect  shou l d  no t  be  m ade  i f  the re  were  a  rea l i st i c
possi b i l i ty tha t  the  o rde r wou l d  o ffend  ano the r sta te 's co re  va l ues.

Cybersecuri ty — Regu l a to ry Gu i dance

T he  Investm en t Industry Regu l a to ry Organ i za t i on  o f  Canada  (I IROC) pub l i shed  Cybersecuri ty Best  Pract i ces Gu i de  and  Cyber Inci den t  Management
P l ann i ng  Gu i de  to  he l p  i nvestm en t dea l e r f i rm s m anage  cybersecuri ty ri sks and  p repare  cyber-i nci den t  response  p l ans.  T he  gu i dance  p rovi des he l p fu l
sum m ari es o f  i ndustry standards and  best  p ract i ces and  use fu l  checkl i sts.  T he  gu i dance  em phasi zes the  need  fo r o rgan i za t i ons to  p roact i ve l y m anage
cyber-ri sks and  to  p repare  fo r cybersecuri ty i nci den ts.

T h i s paper p rovi des genera l  i n fo rm at i on  on l y,  and  does no t  const i tu te  l ega l  o r o the r p ro fessi ona l  advi ce .  Readers a re  encouraged  to  ob ta i n  l ega l
advi ce  f rom  a  com peten t  p ro fessi ona l  regard i ng  the i r pa rt i cu l a r ci rcum stances.
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T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  and  the  Pri vacy Com m i ssi oner o f  Canada  pub l i shed  the  fo l l owi ng  gu i dance
docum ents:

Canada 's An t i -Spam Leg i sl a t i on  Requ i remen ts fo r Insta l l i ng  Compute r Prog rams,  to  exp l a i n  CASL 's ru l es fo r the  i nsta l l a t i on  o f  com pute r p rog ram s
and  CRT C's vi ews regard i ng  an  i m portan t  excep t i on  fo r " se l f -i nsta l l ed  so f tware " .

From Canada 's An t i -Spam Leg i sl a t i on  (CASL) Gu i dance  on  Imp l i ed  Consen t,  to  exp l a i n  CASL 's ru l es fo r consen t  and  p rovi de  he l p fu l  gu i dance  fo r
CASL com p l i ance .

Ant i -spam l aw 's changes to  Canad i an  federa l  p ri vacy l aw : A gu i de  fo r busi nesses do i ng  e -marke t i ng ,  to  exp l a i n  Canad i an  p ri vacy l aw requ i rem en ts
fo r the  use  o f  pe rsona l  i n fo rm at i on  (i ncl ud i ng  em a i l  add resses) to  send  com m erci a l  e l ectron i c m essages.

En fo rcem ent Act i on

T he  Canad i an  Rad i o -te l evi si on  and  Te l ecom m un i ca t i ons Com m i ssi on  and  the  Com pet i t i on  Bureau  announced  the  fo l l owi ng  CASL en fo rcem ent act i on
i n  2015 :

CEMs Sen t  w i thou t  Consen t  o r Unsubscri be  Mechan i sm: CRT C i ssued  the  f i rst  No t i ce  o f  Vi o l a t i on  under CASL to  Com pu-Fi nder.  T he  No t i ce  i m posed
a  $1 .1  m i l l i on  adm i n i st ra t i ve  pena l ty fo r " f l ag ran t l y"  vi o l a t i ng  CASL by send i ng  com m erci a l  e l ectron i c m essages ("CEM s" ) wi thou t  the  reci p i en ts'
consen t  and  wi th  an  i ne ffect i ve  unsubscri be  m echan i sm .

CEMs w i th  De f i ci en t  Unsubscri be  Mechan i sm: T he  on l i ne  da t i ng  se rvi ce  P l en tyo fFi sh  M ed i a  en te red  i n to  an  undertaki ng  (se t t l em en t),  i ncl ud i ng
paym ent o f  a  $48 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi th  an  unsubscri be  m echan i sm  tha t  was no t
cl ea rl y and  p rom i nen t l y se t  ou t  and  cou l d  no t  be  read i l y pe rfo rm ed .

CEMs Sen t  w i thou t  Consen t  o r Requ i red  Con ten t :  T he  reg i ona l  a i rl i ne  Porte r A i rl i nes en te red  i n to  an  undertaki ng  (se t t l em en t),  i ncl ud i ng  paym ent
o f  a  $150 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi thou t  p roo f  o f  consen t  and  the  a l l eged  send i ng  o f
CEM s tha t  d i d  no t  con ta i n  requ i red  i n fo rm at i on  o r have  a  requ i red  unsubscri be  m echan i sm .

CEMs w i th  De f i ci en t  Unsubscri be  Mechan i sm and  w i thou t  Requ i red  Con ten t :  T he  na t i ona l  m ed i a  com pany Rogers M ed i a  Inc.  en te red  i n to  an
undertaki ng  (se t t l em en t),  i ncl ud i ng  paym ent o f  a  $200 ,000  adm i n i st ra t i ve  m one ta ry pena l ty,  wi th  CRT C fo r the  a l l eged  send i ng  o f  CEM s wi th  an
unsubscri be  m echan i sm  tha t  d i d  no t  funct i on  p roperl y o r cou l d  no t  be  read i l y pe rfo rm ed  o r wi th  requ i red  con ten t  tha t  was no t  va l i d  fo r the  requ i red
m i n i m um  60  days.  In  add i t i on ,  Rogers M ed i a  a l l eged l y fa i l ed  to  honour som e unsubscri be  requests wi th i n  10  busi ness days.

Mi sl ead i ng  CEMs: T he  Com pet i t i on  Bureau  com m enced  p roceed i ngs aga i nst  two  ca r ren ta l  com pan i es,  Avi sca r and  Budge tca r,  seeki ng  rem ed i es
(i ncl ud i ng  $30  m i l l i on  i n  adm i n i st ra t i ve  m one ta ry pena l t i es and  re funds to  consum ers) fo r a l l eged  decep t i ve  m arke t i ng  p ract i ces (i ncl ud i ng  send i ng
fa l se  o r m i sl ead i ng  em a i l s) regard i ng  veh i cl e  ren ta l  p ri ces.

Mal w are :  T he  CRT C announced  i ts f i rst  eve r CASL warran t  to  take  down a  Wi n32 /Dorkbo t  com m and-and-con tro l  se rve r l oca ted  i n  To ron to ,  Canada  as
part  o f  a  coo rd i na ted  i n te rna t i ona l  e ffo rt .

M i sl ead i ng  Ra t i ngs o f  M ob i l e  Apps

T he  Com m i ssi oner o f  Com pet i t i on  and  Be l l  Canada  en te red  i n to  a  consen t  ag reem ent,  f i l ed  October 14 ,  2015 ,  i n  connect i on  wi th  Be l l  em p l oyees
post i ng  on  app  sto res m i sl ead i ng ,  posi t i ve  consum er revi ews and  ra t i ngs o f  Be l l 's m ob i l e  apps wi thou t  d i scl osi ng  tha t  they worked  fo r Be l l  (a  p ract i ce
known as "astro tu rf i ng " ).  T he  Com pet i t i on  Bureau  concl uded  tha t  the  revi ews and  ra t i ngs crea ted  a  "m a te ri a l l y fa l se  o r m i sl ead i ng  genera l  i m pressi on
tha t  they were  m ade  by i ndependen t  and  i m part i a l  consum ers"  and  tem pora ri l y a ffected  the  ove ra l l  ra t i ng  fo r the  apps,  a l l  i n  vi o l a t i on  o f  Compet i t i on
Act  s.  74 .01 .  As soon  as Be l l 's sen i o r m anagem ent l ea rned  o f  the  conduct ,  Be l l  rem oved  the  revi ews and  ra t i ngs and  p rovi ded  fu l l ,  t i m e l y and  ongo i ng
co-opera t i on  wi th  the  Bureau 's i nvest i ga t i on .  Be l l  ag reed  to  no t  d i rect ,  encourage ,  o r i ncen t i vi ze  i ts pe rsonne l  to  ra te ,  rank,  o r revi ew Be l l 's apps i n  an
app  sto re ,  to  enhance  and  m a i n ta i n  Be l l 's com p l i ance  p rog ram  and  to  pay a  $1 .25  m i l l i on  adm i n i st ra t i ve  m one ta ry pena l ty.

Miscellaneous

In j unct i on  Proh i b i t i ng  In te rne t  Search  Resu l ts

Equustek So l u t i ons Inc.  v.  Jack,  2015  BCCA 265 ,  a ff i rm i ng  2014  BCSC 1063 ,  i nvo l ved  an  app l i ca t i on  fo r an  i n te rl ocu to ry i n j unct i on  p roh i b i t i ng  Goog l e
Inc.  and  Goog l e  Canada  (co l l ect i ve l y "Goog l e " ) f rom  i ncl ud i ng  the  de fendan ts'  websi tes i n  sea rch  resu l ts genera ted  by Goog l e 's worl dwi de  search
eng i nes.  T he  de fendan ts used  the i r websi tes to  advert i se  and  se l l  a  p roduct  desi gned  usi ng  the  p l a i n t i f fs'  t rade  secre ts.  T he  de fendan ts i gno red  a  court
o rde r p roh i b i t i ng  them  from  ca rryi ng  on  busi ness th rough  any websi te .  Goog l e ,  wh i ch  was no t  a  pa rty to  the  l awsu i t ,  vo l un ta ri l y ag reed  to  b l ock som e
bu t no t  a l l  o f  the  de fendan ts'  websi tes f rom  Goog l e  search  resu l ts.  T he  p l a i n t i f fs app l i ed  fo r an  i n te rl ocu to ry i n j unct i on  aga i nst  Goog l e  on  the  basi s
tha t  Goog l e 's sea rch  si tes faci l i ta ted  the  de fendan ts'  ongo i ng  b reach  o f  cou rt  o rde rs.  Goog l e  a rgued  tha t  the  court  d i d  no t  have  j u ri sd i ct i on  ove r
Goog l e  o r shou l d  decl i ne  j u ri sd i ct i on ,  and  i n  any even t  shou l d  no t  i ssue  the  requested  i n j unct i on .

T he  cham bers j udge  he l d  tha t  the  court  had  j u ri sd i ct i on  ove r Goog l e  because  Goog l e ,  th rough  i ts sea rch  si tes and  advert i si ng  busi ness,  ca rri ed  on
busi ness i n  Bri t i sh  Co l um b i a .  T he  cham bers j udge  re fused  to  decl i ne  j u ri sd i ct i on  ove r Goog l e  because  Goog l e  fa i l ed  to  estab l i sh  tha t  ano the r
j u ri sd i ct i on  (Ca l i fo rn i a ) was a  m ore  appropri a te  fo rum  and  the  court  cou l d  e ffect i ve l y en fo rce  i ts o rde r aga i nst  Goog l e  ou tsi de  Canada .  T he  cham bers
j udge  he l d  tha t  the  court  had  au tho ri ty to  g ran t  an  i n j unct i on  wi th  extra -te rri to ri a l  e ffect  aga i nst  a  non-pa rty resi den t  i n  a  fo re i gn  j u ri sd i ct i on  i f  i t  was
j ust  o r conven i en t  to  do  so .  T he  cham bers j udge  g ran ted  an  i n j unct i on  requ i ri ng  Goog l e  to  b l ock the  de fendan ts'  websi tes (i den t i f i ed  i n  the  court  o rde r)
f rom  Goog l e 's sea rch  si tes worl dwi de .  Goog l e  appea l ed .

T he  court  o f  appea l  d i sm i ssed  the  appea l  on  the  basi s tha t  the  i n j unct i on  was wi th i n  the  com petence  o f  the  cham bers j udge ,  d i d  no t  vi o l a te  any
app l i cab l e  l ega l  p ri nci p l es o r no rm s o f  f reedom  o f  speech ,  and  was j ust i f i ed  i n  the  ci rcum stances.  T he  court  o f  appea l  he l d  tha t  the  court  had  i n
pe rsonam j u ri sd i ct i on  ove r Goog l e ,  even  though  Goog l e  d i d  no t  have  se rve rs,  o ff i ces,  o r sta ff  i n  Bri t i sh  Co l um b i a ,  because  a  key pa rt  o f  Goog l e 's
busi ness i nvo l ved  the  co l l ect i on  o f  da ta  tha t  resi ded  i n  Bri t i sh  Co l um b i a  o r was the  p roperty o f  i nd i vi dua l s i n  Bri t i sh  Co l um b i a .  T he  court  o f  appea l
he l d  tha t  the  g ran t i ng  o f  an  i n j unct i on  aga i nst  th i rd  pa rt i es as an  anci l l a ry m eans o f  p rese rvi ng  l i t i ga t i ng  pa rt i es'  ri gh ts was a  we l l -estab l i shed
j u ri sd i ct i on  o f  the  courts and  the  court  had  j u ri sd i ct i on  to  m ake  i n  pe rsonam orders wi th  e ffects ou tsi de  the  p rovi nce ,  bu t  i ssues o f  com i ty and
en fo rceab i l i ty were  concerns tha t  m ust  be  taken  i n to  accoun t  and  an  o rde r wi th  extra te rri to ri a l  e ffect  shou l d  no t  be  m ade  i f  the re  were  a  rea l i st i c
possi b i l i ty tha t  the  o rde r wou l d  o ffend  ano the r sta te 's co re  va l ues.

Cybersecuri ty — Regu l a to ry Gu i dance

T he  Investm en t Industry Regu l a to ry Organ i za t i on  o f  Canada  (I IROC) pub l i shed  Cybersecuri ty Best  Pract i ces Gu i de  and  Cyber Inci den t  Management
P l ann i ng  Gu i de  to  he l p  i nvestm en t dea l e r f i rm s m anage  cybersecuri ty ri sks and  p repare  cyber-i nci den t  response  p l ans.  T he  gu i dance  p rovi des he l p fu l
sum m ari es o f  i ndustry standards and  best  p ract i ces and  use fu l  checkl i sts.  T he  gu i dance  em phasi zes the  need  fo r o rgan i za t i ons to  p roact i ve l y m anage
cyber-ri sks and  to  p repare  fo r cybersecuri ty i nci den ts.

T h i s paper p rovi des genera l  i n fo rm at i on  on l y,  and  does no t  const i tu te  l ega l  o r o the r p ro fessi ona l  advi ce .  Readers a re  encouraged  to  ob ta i n  l ega l
advi ce  f rom  a  com peten t  p ro fessi ona l  regard i ng  the i r pa rt i cu l a r ci rcum stances.
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