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Key takeaways
What’s happened?

In 2025, the Carney government has revived expansive cybersecurity rules under Bill C-
8, introducing the new Ciritical Cyber Systems Protection Act. The Bill received Royal
Assent on June 15, 2026, thereby completing the legislative process. Its provisions will
come into force gradually, on a day or days to be fixed by order of the Governor in
Council.

Why does it matter?

The cyber protection obligations for designated operators that carry out vital services or
systems are stringent and broad. Now that the bill has been enacted, organizations will
be required to implement comprehensive cybersecurity programs; report any material
changes to their systems (particularly those that have national security implications);
and immediately report breaches. Violations could result in fines of $15 million per day
for organizations.

What measures should be taken now that the Bill is adopted?

Critical infrastructure organizations should take proactive steps and engage external
resources to help meet the bill’s cybersecurity obligations. These measures include
mapping vital systems; understanding new powers of applicable regulators; developing
and implementing the necessary plans and training to improve cyber resilience; and,
creating capacity to respond to both breaches and ensuing investigations to limit risk
and liability.

On June 15, 2026, Bill C-8, which introduced the Critical Cyber Systems Protection Act
(CCSPA), received Royal Assent, thereby completing the legislative process. The
government has announced its intention to bring the Act’s provisions into force on a
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phased basis. The bill was introduced with the purpose of reviving the broad
cybersecurity obligations and regulatory powers first proposed under Bill C-26 (which
was tabled three years earlier but never enacted).

Organizations in federally regulated sectors, including banking, transportation, energy,
and telecommunications, should prepare now for these significant changes.

Main compliance requirements imposed by Bill C-8

The proposed Critical Cyber Systems Protection Act under Bill C-8 imposes onerous
cybersecurity obligations on designated operators of federally regulated critical cyber
systems. These operators carry out vital services or systems, that is, infrastructure
essential to preserving national security and public safety.

These obligations include, among others:

« Developing, maintaining, and regularly reviewing cybersecurity programs
that: a) identify and manage any organizational cybersecurity risks including risks
associated with the designated operator’s supply chain and its use of third-party
products and services; b) protect its critical cyber systems from being
compromised; c) detect any cybersecurity incidents affecting its critical cyber
systems; d) minimize the impact of cybersecurity incidents affecting critical cyber
systems; and e) do anything that is prescribed by the regulations.

e Notifying the appropriate regulator of any important changes in ownership,
control or the use of third-party products and services, in order to mitigate supply
chain and third-party risks.

o Mitigating supply chain risks following, among other things, guidelines
developed by the Communications Security Establishment (CSE).

e« Complying with cybersecurity directions from the Governor in Council;

« Reporting cybersecurity incidents to the CSE within 72 hours;

o Keeping records respecting any steps taken to implement the cybersecurity
program, to mitigate any supply-chain or third-party risks, any measures taken to
implement a cybersecurity direction, every cybersecurity incident reported, and
any matter prescribed by the regulations.

Unfortunately, the CCSPA provides limited guidance as the requirements laid out are
high level. Specific obligations, particularly those relating to the establishment,
implementation, and maintenance of cybersecurity programs, will be defined under
future regulation. As a result, designated operators must complete a comprehensive
inventory of their cyber systems and assess their criticality.

This limited legislative detail is compounded by the government’s authority to issue
binding (and confidential) cybersecurity directions.

When issuing such directions, the Governor in Council must ensure that the scope and
substance of the provisions contained in the direction are reasonable in relation to the
purpose of protecting a critical cyber system. In addition, the Governor in Council must
consider factors such as the order’s impact on operational activities, public safety of
Canadians, privacy of Canadians, delivery of vital services and systems to consumers,
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the financial impacts, and any other factor that the Governor in Council considers to be
relevant.

Notwithstanding the obligations described above, there is no requirement for the
government to consult with designated operators prior to issuing these directions. For
instance, a direction could be issued requiring an operator to implement specific
security measures, without first consulting them on operational feasibility, cost
implications, or service continuity impacts.

Sector-specific oversight & enforcement

A central feature of Bill C-8 remains its delegation of broad, sector-specific powers to
the appropriate regulator:

o Banking systems: Overseen by the Office of the Superintendent of Financial
Institutions (OSFI).

o Clearing and settlement systems: Overseen by the Bank of Canada.

« Interprovincial or international pipeline, and power line systems: Overseen by the
Canadian Energy Regulator (CER).

« Nuclear energy systems: Overseen by the Canadian Nuclear Safety
Commission.

o Telecommunications services: Overseen by the minister of Industry.

« Transportation systems within federal jurisdiction: Overseen by the minister of
Transport.

Specifically, Bill C-8 will allow these regulators to:

« Enter any place (including private property, but excluding dwelling houses
without consent or a warrant) and examine anything on site, including any record,
report, or data;

o Order internal audits of practices, books, and other records;

e Issue binding compliance orders requiring designated operators to cease non-
compliant activities or to take corrective measures within a specified timeframe,;
and

e Request or share information, including confidential information, so long as the
minister or responsible minister is satisfied that information deemed confidential
is treated as such.

Furthermore, Bill C-8 reintroduces significant administrative monetary penalties (AMPS)
for violations. While the proposed regime is designed to promote compliance, fines
could amount to $15 million per violation, per day, for organizations, and $500,000 per
violation, per day, for individuals. Moreover, directors and officers of designated
operators could be held personally liable if they were complicit in committing a violation.

Violations can be contested, for example, by raising a due diligence defence. A
compliance agreement could also be entered into with the appropriate regulator. Such
agreements may reduce, in whole or in part, the penalty, but would be deemed an
admission to having committed the violation. If defaulted on, the full penalty would
become payable, and the violation could be made public.
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Is your organization ready?

Designated operators must take proactive steps to build robust cybersecurity programs
and practices that will meet the obligations under Bill C-8. Is your organization a critical
infrastructure? To reduce exposure to potential penalties and strengthen cyber
readiness across your operations, your organization should:

o Assess whether your organization is a designated operator under the CCSPA,
and seek external support in mapping all systems, services and operations that
may be considered vital;

o Determine which regulator oversees your compliance with the CCSPA, and
consider whether pre-emptive discussions on the implications of the new act to
your sector would be worthwhile;

« Establish governance frameworks with clear accountability channels, designating
individuals and teams to develop and implement the necessary procedures to
meet compliance obligations;

« Build internal capacity to respond both to breaches and to subsequent
inspections, audits, and compliance orders, including tabletop exercises and live
drills;

o Continually assess your obligations in the context of evolving threats and
regulatory updates.

Being prepared does not just mean your organization is ready for the provisions of Bill
C-8 to come into force. It will result in you and your team having a strategic advantage
to meet the changing cyber threat landscape.

Contact us

BLG’s Cybersecurity, Privacy & Data Protection Group and Al lawyers closely monitor
rapidly evolving cybersecurity and privacy legislation, and can assist you in

understanding your organization’s obligations and how best to prepare for Bill C-8.

Please reach out to the key contacts below if you have any questions about Bill C-8 and
its potential implications for your organization.
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