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The regulatory environment for digital asset businesses in Canada is complex and 
involves a wide array of agencies and laws. These laws aim to protect investors, 
enforce tax laws, safeguard personal information, and combat financial crimes. 
Organizations must be familiar with these laws and ensure that they are complying with 
the requirements set out in them in order to avoid enforcement action from government 
entities, such as securities commissions, tax agencies, the privacy commissioner and 
law enforcement. Penalties for failing to comply with these laws can be severe and may 
include fines, asset seizure, and criminal prosecution. This article provides an overview 
of the types of regulatory enforcement that cryptocurrency businesses may encounter 
while operating Canada.

I. Securities

Securities commissions—such as the Ontario Securities Commission (OSC) and the 
British Columbia Securities Commission (BCSC)—are responsible for regulating the 
trading of cryptocurrencies and digital assets in order to protect investors from fraud and
other unlawful practices. These commissions can take enforcement action against 
cryptocurrency businesses that fail to comply with provincial securities laws by: issuing 
cease and desist orders; adding businesses to investor warning lists; imposing fines of 
up to C$1 million per violation; and ordering businesses to forfeit any profits that were 
obtained as a result of non-compliance.

Cryptocurrency businesses may also be subject to national instruments, such as 
National Instrument 31-103 Registration Requirements and Exemptions, which sets out 
the registration requirements for businesses that engage in the trading of securities, 
including cryptocurrencies. This instrument specifies the categories of individuals and 
firms that are required to register with securities commissions and the exemptions that 
may apply in certain cases. Failure to comply with these registration requirements can 
result in enforcement action, and potentially private litigation (often in the form of 
expensive class actions).

II. Tax

https://www.osc.ca/en
https://www.bcsc.bc.ca/
https://www.osc.ca/en/securities-law/instruments-rules-policies/3/31-103/unofficial-consolidation-companion-policy-31-103cp-registration-requirements-exemptions-and-1
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Tax agencies—such as the Canada Revenue Agency (CRA)—are responsible for 
enforcing tax laws and ensuring that cryptocurrency businesses pay the appropriate 
taxes on their transactions. The CRA can take enforcement action against businesses 
that fail to report their cryptocurrency transactions or that do not pay the required taxes.

The Income Tax Act is a federal law that sets out the rules for taxing income, including 
income from cryptocurrency transactions. This law requires businesses to report their 
cryptocurrency transactions and to pay the appropriate taxes on them. The specific tax 
treatment of cryptocurrency transactions depends on the circumstances of the 
transaction and the nature of the business. The CRA has also issued guidance on the 
tax treatment of cryptocurrency transactions, including guidelines on how to calculate 
the fair market value of cryptocurrency and how to report such transactions on tax 
returns.

Penalties for failing to comply with the tax laws can be severe and can include fines, 
interest charges, and penalties. The amount of the penalty depends on the specific 
circumstances of the non-compliance, such as whether the conduct was intentional or 
unintentional, and whether the business has a history of non-compliance. In addition, 
businesses may be required to pay any unpaid taxes, interest, and penalties that are 
assessed by the CRA.

III. Privacy

The Office of the Privacy Commissioner of Canada is responsible for ensuring that 
businesses handle personal information in a way that complies with privacy laws. This 
includes ensuring that businesses have appropriate safeguards in place to protect the 
personal information of their customers, such as by encrypting data and limiting access 
to authorized individuals. The privacy commissioner can take enforcement action 
against businesses that fail to comply with privacy laws.

The Personal Information Protection and Electronic Documents Act (PIPEDA) is a 
federal law that sets out the rules for how businesses must handle the personal 
information of their customers, including requirements for protecting personal 
information and obtaining consent from customers. This law applies to businesses that 
collect, use, or disclose personal information in the course of their commercial activities,
including cryptocurrency businesses that collect personal information from their 
customers.

Under PIPEDA, businesses are required to obtain the consent of customers before 
collecting, using, or disclosing their personal information. This means that businesses 
must inform customers of the specific purposes for which they are collecting personal 
information and must obtain the customer's consent before collecting, using, or 
disclosing that information. In addition, businesses must take reasonable steps to 
protect the personal information of their customers from unauthorized access, 
disclosure, or misuse.

Penalties for failing to comply with PIPEDA can include fines, orders to correct non-
compliance, and orders to destroy personal information that has been collected, used, 
or disclosed in violation of the law. The privacy commissioner can also make public any 
findings of non-compliance with PIPEDA, which can damage a business's reputation.

https://www.canada.ca/en/revenue-agency.html
https://laws-lois.justice.gc.ca/eng/acts/i-3.3/
https://www.canada.ca/en/revenue-agency/programs/about-canada-revenue-agency-cra/compliance/digital-currency/cryptocurrency-guide.html
https://www.priv.gc.ca/en/
https://laws-lois.justice.gc.ca/ENG/ACTS/P-8.6/index.html
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IV. Law enforcement

Law enforcement agencies—such as the Royal Canadian Mounted Police (RCMP) and 
the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC)—are 
responsible for enforcing laws related to money laundering and other financial crimes. 
Cryptocurrency businesses can face enforcement action from these agencies if they are
found to be involved in illegal activities, such as facilitating money laundering or other 
financial crimes.

The Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA) is 
a federal law that aims to prevent money laundering and terrorist financing by imposing 
requirements on businesses, including cryptocurrency businesses, to report suspicious 
transactions and to maintain records of their financial activities. This law also gives law 
enforcement agencies the power to seize assets, including cryptocurrencies, in 
connection with criminal investigations.

Under the PCMLTFA, businesses are required to report any transaction that they 
believe may be related to money laundering or terrorist financing to FINTRAC. This 
includes transactions involving large sums of money, transactions with no apparent 
economic or lawful purpose, and transactions that are structured to avoid reporting 
requirements. In addition, businesses are required to maintain records of their financial 
activities, including transaction records and customer identification information, in order 
to assist law enforcement agencies in their investigations.

FINTRAC works with businesses to ensure that they are complying with their obligations
under the PCMLTFA. This may include providing guidance and support to businesses 
on how to meet their obligations, conducting compliance assessments, and taking 
enforcement action against businesses that fail to comply with the law. Law 
enforcement agencies, such as the RCMP, also have the power to take enforcement 
action against businesses that are involved in illegal activities, such as money 
laundering or terrorist financing, including by seizing assets and conducting criminal 
investigations.

Conclusion

Given the complicated and continuously evolving regulatory landscape for digital asset 
business in Canada, it is an uphill battle to maintain compliance. The importance of 
compliance cannot be stressed enough given the severity of the penalties for violations 
(i.e., criminal prosecution). To avoid these potential repercussions, it is crucial for digital 
asset businesses to stay informed about changes in the law and seek counsel to ensure
they maintain compliance.
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