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ARTICLE

Ready, Set, Certify – Canada’s New CyberSecure Canada Certif ication Program
On August  12 ,  2019 ,  the  Canad i an  federa l  governm ent announced  CyberSecure  Canada,  a  vo l un ta ry ce rt i f i ca t i on  p rog ram  to  he l p  sm a l l  and  m ed i um
ente rp ri ses (“SM Es”) ach i eve  a  base l i ne  o f  cybersecuri ty.  SM Es tha t  dem onstra te  com p l i ance  wi th  speci f i ed  base l i ne  cybersecuri ty con tro l s,  based  on  an
aud i t  by an  accred i ted  ce rt i f i ca t i on  body,  wi l l  be  g ran ted  a  two-year ce rt i f i ca t i on  and  be  en t i t l ed  to  use  the  CyberSecure  Canada  l ogo .

Cybersecurity for SMEs

Cybersecuri ty i s i m portan t  fo r o rgan i za t i ons o f  a l l  ki nds and  si zes,  i ncl ud i ng  SM Es. Cyber cri m i na l s a re  i ncreasi ng l y ta rge t i ng  SM Es, i ncl ud i ng  to  ob ta i n
i n fo rm at i on  abou t  the i r custom ers and  busi ness pa rtne rs and  to  access the  system s and  da ta  o f  the i r busi ness pa rtne rs.  Cybera t tacks can  cause  SM Es to
su ffe r po ten t i a l l y devasta t i ng  f i nanci a l  l osses and  l i ab i l i t i es.  However,  com prehensi ve  cybersecuri ty p rog ram s can  be  expensi ve  and  t i m e  consum i ng  to
i m p l em ent and  beyond  the  f i nanci a l  and  hum an resources m eans o f  m any SM Es.

In  M arch  2019 ,  the  Canad i an  Cen tre  fo r Cyber Securi ty i ssued  a  gu i de  t i t l ed  Base l i ne  Cyber Securi ty Con tro l s fo r Sma l l  and  Med i um Organ i za t i ons to
p rovi de  a  condensed  se t  o f  advi ce  and  gu i dance  to  he l p  Canad i an  SM Es m axi m i ze  the  e ffect i veness o f  the i r cybersecuri ty i nvestm en ts.  T he  gu i de
re f l ects the  vi ew tha t  o rgan i za t i ons can  m i t i ga te  m ost  cyber th rea ts th rough  awareness and  best  p ract i ces,  and  can  successfu l l y app l y the  80 /20  ru l e  –
ach i eve  80% o f  the  bene f i t  f rom  20% o f  the  e ffo rt  –  i n  the  cybersecuri ty dom a i n .  T he  gu i de  recom m ends SM Es i m p l em ent th i rteen  base l i ne  securi ty
con tro l s:  (1 ) deve l op  an  i nci den t  response  p l an ;  (2 ) au tom at i ca l l y pa tch  opera t i ng  system s and  app l i ca t i ons;  (3 ) enab l e  securi ty so f tware ;  (4 ) secu re l y
con f i gu re  devi ces;  (5 ) use  st rong  use r au then t i ca t i on ;  (6 ) p rovi de  em p l oyee  awareness t ra i n i ng ;  (7 ) backup  and  encryp t  da ta ;  (8 ) secu re  m ob i l i ty;
(9 ) estab l i sh  basi c pe ri m e te r de fences;  (10 ) secure  cl oud  and  ou tsourced  IT  se rvi ces;  (11 ) secure  websi tes;  (12 ) i m p l em ent access con tro l  and
au tho ri za t i on ;  and  (13 ) secure  po rtab l e  m ed i a .

Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i n  Cybersecuri ty Gu i dance  fo r Sma l l  and  Med i um Organ i za t i ons.

CyberSecure Canada Certification Program

On August  12 ,  2019 ,  the  Canad i an  federa l  governm ent announced  CyberSecure  Canada ,  a  vo l un ta ry cybersecuri ty ce rt i f i ca t i on  p rog ram  to  he l p  SM Es
ach i eve  a  base l i ne  o f  cybersecuri ty.  T he  p rog ram  i s an  i n i t i a t i ve  under the  Nat i ona l  Cyber Securi ty S tra tegy,  and  supports the  “Sa fe ty and  Securi ty”
p ri nci p l e  o f  Canada ’s Di g i ta l  Charte r.

T he  CyberSecure  Canada  ce rt i f i ca t i on  wi l l  be  based  on  an  i m p l em enta t i on  o f  cybersecuri ty con tro l s tha t  re f l ect  the  th i rteen  base l i ne  con tro l s descri bed
i n  Base l i ne  Cyber Securi ty Con tro l s fo r Sma l l  and  Med i um Organ i za t i ons.  A SM E tha t  dem onstra tes com p l i ance  wi th  a l l  o f  those  con tro l s,  based  on  an
aud i t  conducted  by an  accred i ted  ce rt i f i ca t i on  body,  wi l l  be  deem ed ce rt i f i ed  and  en t i t l ed  to  use  the  CyberSecure  Canada  l ogo .  Cert i f i ca t i ons wi l l  be
va l i d  fo r two  years.  When  an  o rgan i za t i on ’s ce rt i f i ca t i on  exp i res,  the  o rgan i za t i on  wi l l  have  to  app l y fo r rece rt i f i ca t i on .

Com p l i ance  wi th  the  base l i ne  con tro l s i s i m portan t ,  bu t  does no t  guaran tee  tha t  an  o rgan i za t i on  wi l l  no t  su ffe r a  cybersecuri ty i nci den t .  T he
CyberSecure  Canada  Frequen t l y asked  quest i ons exp l a i n :

“Cert i f i ca t i on  does no t  guaran tee  comp l e te  p ro tect i on  f rom cyber th rea ts.  How ever,  the  p rocesses and  best  p ract i ces l ea rned  as you  make  your w ay
th rough  the  ce rt i f i ca t i on  p rocess,  w i l l  p rovi de  busi nesses ow ners,  managers and  emp l oyees w i th  the  too l s and  ab i l i t i es to  i mprove  your l eve l  o f  cyber
ri sk and  to  be t te r dea l  w i th  b reaches,  i f  they occu r. ”

T he  CyberSecure  Canada  p rog ram  i s ta rge ted  a t  Canad i an  SM Es (m axi m um  o f  499  em p l oyees),  bu t  a l l  o rgan i za t i ons i n  Canada  (i ncl ud i ng  no t-fo r-
p ro f i t  and  fo r-p ro f i t  o rgan i za t i ons) a re  e l i g i b l e  to  app l y fo r ce rt i f i ca t i on .

T here  a re  si x i n i t i a l  accred i ted  ce rt i f i ca t i on  bod i es l i sted  on  the  CyberSecure  Canada  websi te .  T he  CyberSecure  Canada  Frequen t l y asked  quest i ons
exp l a i n  tha t  the  fee  fo r the  ce rt i f i ca t i on  p rocess wi l l  be  se t  by each  ce rt i f i ca t i on  body,  tha t  som e ce rt i f i ca t i on  bod i es m ay choose  no t  to  cha rge  fo r the
cert i f i ca t i on  (i f  a  SM E uses the i r p roducts and  se rvi ces tha t  a l ready m ee t the  securi ty con tro l s) and  o the rs m ay charge  anywhere  f rom  a  few hundred
do l l a rs to  severa l  thousand  do l l a rs depend i ng  on  the  com p l exi ty o f  the  SM E’s busi ness and  the  aud i t  requ i red .

Accord i ng  to  the  CyberSecure  Canada  websi te ,  the  CyberSecure  Canada  p rog ram  wi l l  sta rt  wi th  a  p i l o t  phase  tha t  wi l l  con t i nue  un t i l  the  estab l i shm ent
o f  a  na t i ona l  standard  based  on  the  con tro l s descri bed  i n  Base l i ne  Cyber Securi ty Con tro l s fo r Sma l l  and  Med i um Organ i za t i ons.  T he  na t i ona l  standard
wi l l  be  “deve l oped  by consensus o f  a  ba l anced  com m i t tee  o f  stakeho l de rs”,  undergo  pub l i c scru t i ny,  be  consi sten t  wi th  o r i nco rpo ra te  exi st i ng
i n te rna t i ona l  and  pe rt i nen t  fo re i gn  standards,  and  no t  act  as a  ba rri e r fo r t rade .

Innova t i on ,  Sci ence  and  Econom i c Deve l opm ent Canada  i s responsi b l e  fo r i m p l em ent i ng ,  ove rsee i ng  and  eva l ua t i ng  the  CyberSecure  Canada
program , i ncl ud i ng  desi gn i ng  the  docum enta t i on  and  f ram ework fo r ce rt i f i ca t i on  and  opera t i ng  a  pub l i c da tabase  o f  ce rt i f i ca t i ons.  T he  Standards
Counci l  o f  Canada  i s responsi b l e  fo r accred i t i ng  pub l i c and  p ri va te  busi nesses as ce rt i f i ca t i on  bod i es.

Comment

T he  base l i ne  con tro l s tha t  a re  the  founda t i on  o f  a  CyberSecure  Canada  ce rt i f i ca t i on  a re  i m portan t ,  bu t  m i gh t  no t  be  su ff i ci en t  o r approp ri a te  fo r a l l
o rgan i za t i ons.  Fo r exam p l e ,  the  base l i ne  con tro l s m i gh t  no t  be  su ff i ci en t  to  com p l y wi th  app l i cab l e  l aws (e .g .  p ri vacy/pe rsona l  i n fo rm at i on  p ro tect i on
l aws),  i ndustry-speci f i c requ i rem en ts (e .g .  cybersecuri ty gu i dance  and  best  p ract i ces recom m ended  by regu l a to rs and  se l f -regu l a to ry o rgan i za t i ons),  o r
cybersecuri ty requ i rem en ts fo r report i ng  i ssuers (i .e .  pub l i c com pan i es).  Each  o rgan i za t i on  shou l d  consi de r i ts pa rt i cu l a r ci rcum stances to  de te rm i ne
whe the r add i t i ona l  cybersecuri ty con tro l s a re  necessary.  Fo r m ore  i n fo rm at i on ,  see  BLG bu l l e t i ns Regu l a to ry Gu i dance  fo r Sa feguard i ng  Persona l
In fo rmat i on ;  Fi nanci a l  Industry Regu l a to r Issues Cybersecuri ty Gu i dance;  Investmen t Funds Inst i tu te  o f  Canada  Issues Cybersecuri ty Gu i de;
Cybersecuri ty Gu i dance  f rom Canad i an  Securi t i es Admi n i st ra to rs;  Cybersecuri ty Gu i dance  f rom Investmen t Industry Organ i za t i on;  and  Regu l a to ry
Gu i dance  fo r Report i ng  Issuers’  Con t i nuous Di scl osu re  o f  Cybersecuri ty Ri sks and  Inci den ts.
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M any o f  the  base l i ne  con tro l s tha t  a re  the  founda t i on  o f  a  CyberSecure  Canada  ce rt i f i ca t i on  have  l ega l  i m p l i ca t i ons,  i ncl ud i ng  com p l i ance  wi th
p ri vacy/pe rsona l  i n fo rm at i on  p ro tect i on ,  l abour/em p l oym ent and  hum an ri gh ts l aws.  T i m e l y l ega l  advi ce  can  assi st  SM Es to  i m p l em ent the  base l i ne
con tro l s i n  a  m anner tha t  com p l i es wi th  app l i cab l e  l aws.

An  o rgan i za t i on ’s pa rt i ci pa t i on  i n  a  cybersecuri ty ce rt i f i ca t i on  p rocess can  resu l t  i n  sensi t i ve  com m un i ca t i ons and  docum ents tha t  m i gh t  be  sub j ect  to
m anda to ry d i scl osu re  i n  regu l a to ry i nvest i ga t i ons and  l i t i ga t i on  re l a t i ng  to  a  cybersecuri ty i nci den t ,  un l ess the  com m un i ca t i ons and  docum ents a re
p ro tected  by l ega l  p ri vi l ege .  Organ i za t i ons tha t  app l y fo r CyberSecure  Canada  ce rt i f i ca t i on  shou l d  consi de r i m p l em ent i ng  a  l ega l  p ri vi l ege  st ra tegy to
he l p  estab l i sh  l ega l  p ri vi l ege  ove r ce rta i n  com m un i ca t i ons and  docum ents crea ted  i n  connect i on  wi th  the  ce rt i f i ca t i on  p rocess.  Fo r m ore  i n fo rm at i on ,
see  BLG bu l l e t i ns Cyber Ri sk Management –  Lega l  Pri vi l ege  Stra tegy (Part  1 );  Cyber Ri sk Management –  Lega l  Pri vi l ege  Stra tegy (Part  2 );  Lega l
Pri vi l ege  fo r Da ta  Securi ty Inci den t  Invest i ga t i on  Reports;  and  Loss o f  Lega l  Pri vi l ege  ove r Cybera t tack Invest i ga t i on  Report.

Organ i za t i ons tha t  ob ta i n  a  CyberSecure  Canada  ce rt i f i ca t i on  and  use  the  CyberSecure  Canada  l ogo  shou l d  take  appropri a te  m easures to  he l p  ensure
tha t  they rem a i n  com p l i an t  wi th  the  base l i ne  con tro l s.  Fa i l u re  to  do  so  cou l d  expose  an  o rgan i za t i on  tha t  su ffe rs a  cybersecuri ty i nci den t  to  cl a i m s by
a ffected  custom ers and  busi ness pa rtne rs,  and  resu l t i ng  l i ab i l i t i es,  fo r fa l se  o r m i sl ead i ng  advert i si ng ,  m i srep resen ta t i ons o r f raud .

By:  Brad l ey Freedm an
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